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Announcement
I. Electronic Invoice Data Exchange Standard Message Construction Guide
(MIG) version 3.2.1 and 3.1.2 will cease to be used on January 1, 2026.
Please use MIG version 4.0 from January 1, 2024.
1. Business operators who newly apply to use Turnkey from January to
June 2024 should give priority to importing MIG version 4.0.
2. Starting from July 1, 2024, new business operators applying to use
Turnkey must use MIG version 4.0 to avoid the cost of conversion
after the sunset of MIG versions 3.2.1 and 3.1.2.
3. MIG version 4.1 will be fully used on January 1, 2026.
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I. Introduction

(I) Program features

The system is designed to enable the staff of business entities and E-
Invoice value-added third party(referred to as “the value-added third
party” hereafter) to receive, send, cancel and write off uniform invoices
and for the allowance of cancellation and write-off of uniform invoices
with relevant applications, and to allow the receiver of a uniform invoice
to acknowledge the receiving by sending a reply back. The system
homepage, as shown below, contains 3 groups of functions, “Transfer

Settings”, “Query Logs inquiries” and “Tools.”

‘A E-Invoice Turnkey (version = 3.0.43 » Test Environment) - a X

A& & Transfer Settings . Querylogs S\ Tools (@ Help

|

7/ CINVEIBE ; Z

O\
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AR

NN
\t\\\\\\\\
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(1) Document Purpose

The “Turnkey” user’s manual (referred to as the “Manual” hereafter)
is designed to allow users to be familiar with the use of the E-Invoice
Transmission Program (referred to as “Turnkey” hereafter) through the
descriptions of how to install and operate the program.

(111 Environmental requirements



(1) Windows, LINUX or FreeBSD:

A

B.

F.

RAM: 32GB or more

HD: 80GB or more of available space (including space for

operations)
CPU: Quad core, 2.0GHz or more

LINUX: Ubuntu 18.04 or higher, Redhat ES 7 or higher,
XWindows installed, support for 64-bit OS

WINDOWS:Win10, WIN2016 Server or higher, support for 64-
bit OS

FreeBSD: FreeBSD 12.2 or above, supporting x86-64 platforms.

(2) Database:

A. PostgreSQL 11.7 or higher

G.

H.

Oracle 19c, 21c or higher

MySQL 5.7 or higher, MSSQL Server2014 or higher
MariaDB 10.9.3 or higher

Turnkey internal file system (external database not required)

Turnkey has to be established at a separate database if
PostgreSQL is used.

(3) Open JDK

A. OpenJDK17



Installation and Setup

(1

(1)

Setting up database

The Turnkey can be run on an external relational database or its own
internal file system to keep a track on program messages and abnormal
events. If an external database is chosen, the database has to be installed
and the data tables required by Turnkey established before the Turnkey is
installed. The schema required for data table establishment can be
downloaded along with the Turnkey installer(If the data table has not been
created before starting Turnkey, you can also create the data table through

the database connection setting function of Turnkey).

The internal file system may serve as the database if no external
relational database is assigned, and is available for use as soon as the
Turnkey is installed, eliminating the installation and setup of the external
relational database. The database of SERVER BASE is recommended.

The use of internal file system eliminates the additional database
management. However, the integration of Turnkey’s functions is required
if there are other applications used internally by the user. Or, this way of
use is not suitable if the settings and records of Turnkey have to be

accessed through the database.

An external relational database is recommended for large quantity of
uniform invoices. For the selection and sizing of the database required,
please read “IX.5 Q&A for Turnkey uses” in the Manual.

Installation and update processes

Users must download the JDK or OpenJDK themselves before they
can use it. Please confirm that the JRE has been installed before

installation, if you have not installed the JRE, please refer to the JRE



installation instructions on the software download page of the electronic
invoice integration service platform Turnkey.

1. Installing in a Windows environment

The following screen will show up when the Turnkey installer
IS executed.

(1) Click Use language > OK

A EEESSE R

English w

| EE | W
(2) License Agreement >Click Next

A

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

EFEEumkeyERTEEEED &

TEFREESRBETS ( htto//wwweinvoicenatgoviw » LI TE5E "FFEE, ) &IREEHEEEHE
ERFPL (LTEE "THEPL, ) EFREESEETLESREERNEER, BAPEEE
BOERLIASEHT TTFREEEE TunkeyETREEH . 28 (UTEE "F2EL ) TE
FER LA EFRERBEETSTREENERE - EfSHERF T FSEnmBEE =
HETRIETLUTHERES -

— EREERERTEREIERNE

1. REETHEN  SCFARSFERER - EC8T AL 8 HERSREREE
HER ZTEDEE  SZRILASETTERERZFERE  SETRELEREDR  BEET
TEH . BEE - AERERsnE - ~

©Igccept the agreement
(O 1do not accept the agreement

Hext Cancel

(3) Set directory > Click Next (D drive or other drivers than C is
suggested in order to store more data )



Select Destination Location
Where should NEWTurnkey be installed?

| E Setup will install NEWTurnkey into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

|C:\NE\.’\I‘I'urnkey

At least 177.7 MB of free disk space is required.

Browse...

(4) Check whether to create desktop icons > Click Next

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing NEWTurnkey, then click Next.

Additional shortcuts:

Create a desktop shortcut

(5) Click > Install

Cancel



@& Setup - NEWTurnkey version 3.0.0 — X

Ready to Install
Setup is now ready to begin installing NEWTurnkey on your computer.

Click Install to continue with the installation, or click Back if you want to review or change any settings.

Destination location:
C:\NEWTurnkey

Additional tasks:
Additional shortcuts:
Create a desktop shortcut

Back Install Cancel

(6) Executing

R Setup - NEW v version 3.0.0 - X
Installing
Flease wait while Setup installs NEWTurnkey on your computer.
Extracting files...

C:\MEWT urnkey\lib\commons-beanutils-core-1.8.0.jar

Cancel

(7) Click “Finish” to complete installation.




Completing the NEWTurnkey Setup
Wizard

Setup has finished installing NEWTurnkey on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Launch NEWTurnkey

(8) Move downloaded JRE to Turnkey file directory. Use AdoptOpen
JDK as example, copy jre folder from installed AdoptOpen directory

and paste to Turnkey file directory.



- =EE

B Es

ns bin

. 4 « AdoptOpeniOK » jdk-17.0.7+7 v O

conf
include
jmods
legal

lib
NOTICE
release

2 Windows (C)

& #5

S EAS

- ER

T

£ Windows (C)

@ =

a7 @A8

clE1 @08

(9) After JRE folder copied to Turnkey file directory:

A.

If you are a first-time user who installs Turnkey: Run the Turnkey
software, open the Turnkey software for the first time because the
working directory has not been set, the system will pop up the
"Basic Configuration™ window, please specify the Turnkey work-
related directory on the system environment setting page and set the
database connection information on the database online setting

page.

For manually upgrade and keep old Turnkey settings, please refer

to “IX. Appendices 8. Manually Upgrade”.

If the user still needs to modify the environment settings after
installing Turnkey, they can execute Open Turnkey > Transfer
Settings > Basic Settings to open this setting screen.

8



D. After the installation is complete, you can execute Turnkey > and

you will see the following screen

r
A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT : Test Environment) Basic Settings - [m] X

@ {S Transfer Settings Query Logs Tools Help

System Environment
Setting

| Database Setting

2. Updating Turnkey in a Windows environment

The Turnkey will check automatically for any updates when
restarted. If an update exists, the update mechanism will be activated to
download the new patch and start updating. The process and pages are

described as follows:

(1) The system prompts "Download update file message” when the
Turnkey is started.



A

Found New Patch, Download Right Now?? o

Submit Cancel

(2) Click “Submit” to start downloading the update file. This may take a
few minutes. If the download cannot be performed normally, a
prompt window will appear indicating that the download of the

update failed, please follow the prompts again.

Occur Error When Update

Download Fail, Please Go to
https://www.einvoice.nat.gov.tw/home/DownLoad?fileName=EINV
Patch_3.0.1.zip Download Patch -

and Put It Under Turnkey Instore Folder/EINVUPGRADE

Exit

(3) After the update file is downloaded normally, a reminder window for
"OK Update" is displayed. Press "Submit™ and the update file will be
decompressed.

10



A wnload the update
A Download Finish X

Download FinishPress Submit to Start Program 0

Exit |

(4) After the extraction is complete, the system will close the prompt
window asking the user to re-execute Turnkey to complete the

automatic update.

' ‘A Download the update X ¢

Update decompression complete 0

After pressing OK, the system will shut down, and the ...

s ],

Exit

(5) After performing the Turnkey update again, you can check whether

the version above the Turnkey is updated.

11



User Account

User Password

3. Installing Turnkey in a Linux environment

1)

(2)

First unzip the Turnkey zip file
(API_Linux_EINVturnkey setup_ X.X.X.tar.gz) to the directory
where it is to be installed

(tar zxvf API_Linux_EINVturnkey setup X.X.X.tar.gz -d $user
directory). Copy the pre-downloaded JRE to the Turnkey working

directory.

Run ./ run_ui.sh to start Turnkey.

W Attention is required for the following when installing Turnkey in

Linux:

® The Turnkey supports only Ubuntu 18.04or higher, Redhat ES
7 or higher, and 64-bit versions.

12



® Xwindow and Chinese font suite are required to display

Chinese characters correctly.

® There is no graphical interface, please perform run_cmd.sh for

text mode operation.

® Check that OpenJDK is ver.17.

® Run Script at the Turnkey installation directory. Do not put it

in the profile path or the proam will not run.

4. Updating Turnkey in a Linux environment

1)

(2)

©)

The Turnkey will check for any updates every time it is started,
and starts the downloading if there is.

The update file download directory is EEINVUPGRADE under the
TURNKEY decompression directory (this directory is the update
file download directory and will only contain the current update
file). After the download is completed, unzip will be
automatically executed.

After the decompression is completed, the system will
automatically shut down, and the user will restart the Turnkey
program to trigger the update process. Some update packages will
change wuser settings, and the update will back up
einvUserConfig.xml to einvUserConfig.xml.bak.

5. Installing Turnkey in a FreeBSD environment

1) First unzi the Turnkey zip file
P
(API_Linux_EINVturnkey setup X.X.X.tar.gz) to the directory

(2)

where it is to be installed
(tar zxvf API_Linux_EINVturnkey setup X.X.X.tar.gz -d $user

directory).

Run ./run_cmd.sh to start Turnkey.

W Attention is required for the following when installing Turnkey in

13



Linux;

® Only FreeBSD 12.2 and above are supported, and x86-64

platforms are supported.

® |f you need to use the graphical interface, you need to use
Xwindow and Chinese this episode package to display the
Chinese normally, and execute the run_ui.sh to open the

Turnkey application with the graphical interface

® There is no graphical interface, please perform run_cmd.sh for

text mode operation.
® Check that OpenJDK is ver.17.

® Run Script at the Turnkey installation directory. Do not put it

in the profile path or the proam will not run.

6. Updating Turnkey in a FreeBSD environment

1)

(2)

(3)

The Turnkey will check for any updates every time it is started,
and starts the downloading if there is.

The update file download directory is EEINVUPGRADE under the
TURNKEY decompression directory (this directory is the update
file download directory, and only the current update file will be
there). After the download 1s completed, unzip will be
automatically executed.

After the decompression is completed, the system will
automatically shut down, and the user will restart the Turnkey
program to trigger the update process. Some update packages will
change wuser settings, and the wupdate will back wup
einvUserConfig.xml to einvUserConfig.xml.bak.

7. Start Turnkey

(1) Start the Turnkey GUI

a. A desktop icon of the “E-Invoice customer end connection
14



program” is provided on the desktop once the Turnkey is
installed in Windows. Or, there is a link to start the program by
going to “Start> Programs> E-Invoice customer end
connection program. Click on the icon or the link to start the
Turnkey homepage; the corresponding start program scripts
are located in the Turnkey installation directory, as shown

below:
® EINVTurnkey.cmd: to run Turnkey.
® EINVTurnkeyMonitor.cmd: to run the Turnkey monitor
® EINVTurnkeyCmd.cmd: to run Turnkey in text pattern

® EINVTurnkeyMonitorCmd.cmd: to run Turnkey monitor in

text patterns

b. Start the script required to run Turnkey in Linux, as described

below:
® run_ui.sh: to run Turnkey
® run_monitor.sh: to run the Turnkey monitor
® run_cmd.sh: to run Turnkey in text pattern

® run_monitor_cmd.sh: to run Turnkey monitor in text patterns

(2) The background starts the Turnkey schedule

If the schedule settings of Turnkey have been completed, you
can start or stop the Turnkey schedule operation through the
executable files and scripts in the Turnkey installation directory. The

instructions are as follows:

B Windows environment:

® run_start.cmd : The background starts the scheduled job script
15



® run_stop.cmd : The background terminates the scheduled job

script

B Linux environment:
® run_start.sh : The background starts the scheduled job

® run_stop.sh : The background terminates the scheduled job

8. Advanced environment settings

A more secure way of settings is provided in the “Environment

settings” page for password protection, as described below.

(1) Activate the use password

This function provides the highest level of security. When this
is activated, all the confidential information related to Turnkey
settings, such as database passwords, certificate passwords and
transmission passwords, are encoded and stored with the activation
password defined by the user, and this activation password does not
exist in any file or database. No one can use Turnkey or access the
original confidential information by cracking the coding principles

except the user who defined the password.

On the "System Environment Settings" screen, click the
"Activation Password" tab, and the following screen will appear

asking the user to enter the activation password.
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A E-Invoice Turnkey (version = 3.0.43 » Test Environment) Basic Settings - a x

A& {8 Transfer Settings Query Logs €4 Tools Help

System System Setting | Notification Setting | Working Path | Turnkey Start Password

Environment

Setting Enable Start Password

Database Setting (Old)Start Password

B2B Certificate (New)Start Password

directory settings

Confirm Password

Storage (certificate)

J
m ‘ Hint Create a Start Password, Should Set (New) Start Password and Confirm

|

‘ Download process
directory settings

|

\

|

Invoice number
assignment message
directory settings

@ Transmission Account
management

Certificate ‘
Management

Sender Management |
User Management |

Check Environment |

To change the activation password later, can change the startup
password under the "Transfer Settings> Basic Settings> System

Environment Settings> Startup Password" functions.

Once the activation password is activated, the user will be asked
to enter this password before being allowed to access any Turnkey
page or run any patch program. This function cannot be cancelled
once it is activated. The user has to reset the activation password if
he forgets, and redefine the database passwords, -certificate
passwords and transmission passwords. Therefore, the user is
strongly advised not to forget this activation password.
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I11. Overall Turnkey Operation Processes and Description

() Overall Turnkey operation processes and description

The Turnkey is a program tool with which to upload uniform
invoices. The integration of this program with the internal system of
business entity is required. Generally, a company will have to have a
uniform invoice upload system to the integrated with the Turnkey, and this
system is responsible for processing the errors made by the Turnkey
during the invoice uploading. There are two types of error the Turnkey can
make while uploading invoices, the Turnkey end errors and the grand

platform end errors, as described below:

A.The key point of a Turnkey end error is whether the format of invoice

and allowance form meets the MIG requirements.

B.The errors replied by ProcessResult are the grand platform end
errors. The key is whether the uploading sequence follows the

invoice lifecycle.

(1) The overall Turnkey operation processes and description are

provided as follows:

A. A business entity should pay attention to the following when

generating a uniform invoice:

(A) A check on the invoice fields shall be established when an
invoice is established. A fool-proof mechanism is required
to meet the MIG requirements and reduce the Turnkey end

errors to zero.

(B) The establishment of an invoice requires a mechanism to

prevent repeated invoices and alphabetic letters misuse.
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(C) Two things about the common carrier require user’s attention:

a. Cell phone barcode carrier category:3J0002; hidden code for
cell phone barcode carrier: the cell phone barcode always starts

with a slash “/”” and the alphabets are always in capital case.

b. Citizen digital certificate barcode carrier category: CQO0001;
the hidden code for the Citizen digital certificate barcode

carrier always starts with two alphabets.

B. Alist comparison mechanism is required to prevent missed uploads:
A comparison of the numbers of invoices generated and received
between the invoice uploading system and the invoice generation
system at the business entity end shall be established to prevent

invoices not uploaded.

C. Business entity invoice uploading system: a mechanism shall be
established to check the MIG fields to prevent the failure of fool-
proof mechanism due to accidental modification when the business
entity attempts to correct a problem in the invoice system. The
notification mechanism shall be triggered immediately upon the
failure of MIG field check here, allowing the modification of
business invoice generation system and reducing the Turnkey end
errors due to the negligence during the adding and deleting
operations at the invoice generation system.

D. How to upload invoices using the business entity invoice uploading
system:

(A) Generate an E-Invoice file in the MIG format.

(B) The invoice shall be transmitted according to the invoice

lifecycle, which will be explained later.
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E. Turnkey conversion and verification:

(A) Verification: Data verification is carried out in accordance with
MIG regulations. If the data is wrong on the Turnkey side, it
will not be sent to the big platform.

(B) Convert: Convert multiple invoice files into one invoice file,
package it into 1 package and determine the UUID, so that
after the platform is processed in the future, the
ProcessResult will know where to respond. A package of

processing results.
F. Turnkey encapsulation:

(A) The SIG information is added to determine the route through

which to send an invoice.
(B) Invoice signing and coding are performed.

G. Turnkey upload: the invoice is uploaded to FTP server, the Web

Service is called to transfer to Queue for subsequent processing.

H. The grand platform captures jobs from the Queue and throws them

to ProcessResult after they are processed.

I.  Turnkey downloads processing results: the ProcessResult replied by

The Platform is downloaded.

J. Turnkey processes the grand platform processing results: use UUID
to write back the ProcessResult result and update the database
status.

K. The business entity invoice uploading system deals with two types
of Turnkey errors: a processing mechanism is required for the
Turnkey end errors or those responded by the ProcessResult at the
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grand platform.

L. The structure of the overall Turnkey operation processes and

description is provided below.

Turnkey operation progress and description.

(1) Validation: it is the Turnkey end error if data fail processing.

the validation according to the MIG rules. These data %

will not be sent to the grand platform.+' .
41 E-Tnvoice files are (2) Conversion: multiple invoice files are converted Platform processing | 9. Download process E-Invoice
issned in MIG format.+ into one single file. This single file is then packed and Jf result: the results in result: ProcessResult is Platform -

4-2 The invoice lifecycle
| chall be followed for
\'msiue transmission.+'

3. A mechanism to check MIG \

6. Packing+ Turnkey -

(1) 81G info is added to determine the route through
which invoices are sent.+

(2) Invoices are given signatures and coded.+'

7. Upload: Invoices are
uploaded and Web API is
called to put the invoices
on guene for later

5. Conversion and validation+

given a UUID so that the ProcessResult knows whi ProcessResult are written| downloaded from the

packet iz to reply when the file iz proceszed at the back using the UUID to | Platform.+'

update the databasey

Flatform.+

11. Amechanism shall be developed

fields shall be established to to deal with Tarnkey end errors and
prevent failure of fool-proof Business enﬁl‘y’s those in the ProcessResult replies
mechanism due to the . . . from the Platform.+ - 4
modification of invoice issuing invoice uploading
system functions.+ system o 3 Th.e Platform captures
\ jobs in the quene for

processing and replies

2. Alist comparison mechanism shall with ProcessResult after

be developed to prevent missed processing.+'
uploads.+
Notes:+
1-2 A mechanism shall be (1) The key to Tornkey end errors is whether the field
11 The invoice field * s established to prevent format of invoices and allowance forms issues meets MIG
e e oo mpen B“smes“s]enntlty ¥ repeated frvoices and Ef)qm'ﬁ::?r:gnl:s of ProcessResult replies are errors at the
P : PRI : tsused alphabetic 7
ns“?gly‘ﬂffm‘iim]:pm{ 1 Invoice Iss g SYStem S :ﬁ;;“-hﬂe]ll: 'B:meing invoices.+ Platform end. The key is whether the uploading sequence
to meet MIG requirements.+' A 1-3 Notes for common follows the invoice lifecycle.+'
carrers+'

(1) Invoice lifecycle for B2B exchange invoices

1.

2.

The invoice lifecycle for B2B exchange invoices is described as

follows:

States (D~® have to be aligned from the smallest to the largest. (D@
are not confirmed and become @(@)® respectively after confirmation;
only @—@ is allowed and @—@ is not. As such, only &—® is
allowed and @W—® is not. M@ can transform to @ &), but B
cannot transform back to (2.

(@ is cancelled by the vendor, and (5 by buyer (invoice returned but

not confirmed). Whichever cancels the invoice, only one confirmation is
21



required. Therefore, 3—(®) is not allowed, which is an exception.

The allowance states (D~@ have to be aligned from the smallest to the
largest. (D@ are not confirmed and become @)@, respectively after
confirmation; only ®—@ is allowed and @—@ is not, neither is

O—-@.

B2B exchange invoice lifecycle.

/ ' , \/ e — \

7 v N
Allowance cancellation  Aflowance not Issuing not o~ '_Cﬁccl.latien met—  Rejection not
not a:orglrmf:c:iﬂJ confirmed+ ccmfixgledd _~ __coffirmed+ cmﬁiﬁ’lﬁd“
(B0201) (B0O101) (AOIO1) ~ _— (A0201) (AD301)
2 I " - - A
‘ I / | _
4 4 { . l
Allowance cancellation Allowance Issuing Cancellation Rejection

confirmed+ confirmed+ confirmed+ confirmed+ confirmed+'
\ (B0202) ( Rmnzy wamz ) (A0202) ( w:suy

(1) Invoice lifecycle for Certificate invoices

1.

2.

The invoice lifecycle for B2Bcertificate invoices is described as

follows:

States (2(@)(® have to be aligned from the smallest to the largest. @) is
an invoice issued by the vendor; @ is cancelled by the vendor and ®
Is cancelled by the buyer (returned invoice). Only the cancellation by
vendor or buyer is required. States 2(@® can change to (7) directly.
Once changed into (7), states 2@(® can change from the smallest to
the largest.

Allowance states ()@ have to change from the smaller to the larger.
@ is allowance made by the vendor, and (@) is the cancelled allowance
22



by vendor. States (2@ can change directly into (7). Once changed into
(D), states (2@ can change from the smaller to the larger.

3. (D cancelled allowance (web) or written-off invoice (web) is provided

only for system anomalies. This is an exception and used only when

necessary.

4. “Exchange” is required before B2B certificate invoices. There are

systematic and unsystematic exchanges.

Certificate invoice lifecycle.

/

.

Y®

A 2 Cancellation Cancel invoice« 2
P £ g not issued+ (F0501) y
/// Issue (F0501) ’ sl
. wance« ssue invoice+
¥ L) N (F0401)
Writeoff i
b T Wiiteof
oWalss p invoice«
4 6 (Web) y 6 :
Cancel
allowance+ Rejection not Reject invoice+
(G0501) issued« o
(FO601) (FO601)

\

P
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IV. Turnkey connection test

(I) Description of connection test

1.

Turnkey installer and associated documents

The Turnkey installer and associated documents are located at the
E-Invoice Platform of Ministry of Finance

(https://www.einvoice.nat.gov.tw). Log in the grand platform. Select

business entity in Navigation. Clickon [Turnkey] in the Quick Access

to start downloading.

Connection test IPs and host name

The connection IPs and host names for the center end of the E-
Invoice Platform (referred to as “the center end” hereafter) are listed
below. To use the Turkey for connection, select the execution
environment in the Turnkey system environment settings based on the
purpose (connection test or official uploading) in order to prevent test

data or official data uploaded to the wrong platform.

E-Invoice Platform Official environment Test environment

SFTP

Host sftp.einvoice.nat.gov.tw | tsftp.einvoice.nat.gov.tw
Name
IP 117.56.24.204 117.56.24.214
Port 2222 2222

Web API Host gw.einvoice.nat.gov.tw | tgw.einvoice.nat.gov.tw

Name
IP 117.56.24.201 117.56.24.211
Port 443(https) 443(https)

Turnkey Host www.einvoice.nat.gov.tw
Download | Name

Port 443(https)
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3. Connection test certificate and account name and password for

transmission

(1) To connect to the platform, the client end IP is required to open the
firewall at the center end. In addition, the certificate of business
entity or the Center as well as the account name and password for
access to the center end are required before uploading invoices

through the Turnkey.

Detailed descriptions and notes are provided below:

(A) Connection test certificate: either the software or card
certificate of the business entity will do. This certificate is
used for signature for packet transmission rather than

signature for individual invoices.

(B) Account name and password for connection test: this account
name and corresponding password are used for accessing
the E-Invoice Platform. The default account name is the
company’s tax ID number. For multiple account names, they
are distinguished by serial number. The password is
generated randomly. The business entity may consult with
the customer service of the platform through the customer

service lines.

Business entities that are new to the Turnkey transmission are
required to fill out the “E-Invoice service application” and submit the
application with the required documents according to the instructions
on the application form before the account name and password are
granted for the test and official environments.

(I1) Preparation for connection test
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1. Installation of Turnkey and environment settings

Please refer to "ll. Installation and Settings" in this manual.

(111) Turnkey execution

When the Turnkey is started, it automatically checks for any updates
and connection to database, and get the latest announcement message

notification from the platform.

1. Database check

Upon starting, the Turnkey connects to the Turnkey database at the
local end. An error message will be generated if connection fails. For
example, for MS SQL database connection failure, the error message

may look like this:

User Account  ADMIN

User Password 0 000®

Executed reset when the database needs to
" Reset
be replaced or abnormality accurs.

At this time, the user can first determine whether the database is
started normally, and then enter the database connection software with
the database account password used when installing Turnkey to ensure
that the data table outline has been created. If the local database is
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normal, you can run Turnkey again, enter through [Reset], reset the
database connection information (MS-SQL's database entity is a non-
required field, and the operator can choose to use [host + instance] or
[host + port] for connection settings), and Turnkey will automatically

check whether the database connection is normal after the update.

version = 3.0.3 » Test Environment) Basic Settings
A E-Invoice Tumke oo, = 3:03 1 Test Environmend) Basic Setting - o x

A & Transfer Settings Query Logs €} Tools Help

System Environment
Setting

Database Type MS SQL

Database Setting | | 1joqt 127.0.0.1

B2B Certificate Instance
directory settings
- - 1433
Storage (certificate)

directory settings
L 9 - Database turnkey

directory settings ‘ User Account TKY

Invoice number UserPassword 0000000000
assignment message
directory settings

Transmission Account _
management

Certificate

Management

Sender Management |

\

‘ Download process

|

| User Management |
|

Check Environment |

2. Automatic update check

The automatic update check mechanism will connect to the center
end automatically with the transmission account name and password, and
check that the Turnkey version is current. For connection failure, a

message will be generated, but the Turnkey can still be started.

A

Occur Error When Update
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3. Turnkey Ul login account name and password

A default Turnkey account name and corresponding password will
be provided when installing the Turnkey data table schema. The account
name/password is ADMIN/ADMIN. After logging in the Turnkey, the
account names and passwords for administrators and users can be
developed through Transfer settings > Basic settings > User

management.

This account name is used to log in the Turnkey homepage and for
Turnkey function authorization control. Please note that this is different
from the transmission account name in the Turnkey in terms of both

meaning and function. Do not confuse one with the other.

4. The latest announcement information of the platform

After the Turnkey program is launched, it will automatically get the
latest announcement information to the platform, and if the user has
enabled the setting of sending email notifications when system event

records occur, the system will also actively send mail to notify.

B A=A o

Submit

(IV) Turnkey settings
As entering the Turnkey homepage, the first thing is to define the

connection parameters and file locations, as described below.

1. Basic Settings> System environment settings
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When entering the Turnkey homepage for the first time, the first
thing to do is to set up the system execution environment and define that
the Turnkey is connected to test or official environment. Set the working
directory, define the working path related to this Turnkey, the default is

the installation path at the beginning, the setting screen is as follows

A E-lnvoice Turnkey (v = 3.0.43 » Test Environment) Basic Settings

A @ Transfer Settings

System

Query Logs €\ Tools Help

System Setting | Notification Setting | Working Path | Turnkey Start Password

Environment
Setting

Database Setting

directory settings

Storage (certificate)

B2B Certificate ‘
di _ directory settings settings ‘

directory settings

Invoice number
assignment message
d\rectory settings

O Transmission Account
management

Certificate
Management

File Name of Turnkey Monitoring Log

CAEINViturnkey\Jog\Turnkey.log

Browse

Working Environment

-

Test Environment

Language
(O Chinese @ English

Days of data retention

30

1 | J DB Only Record Fail Message Detail

) Backup Upload Medium File

Sender Management ‘

\

‘ Download process
L

‘ User Management
\

Check Environment ‘
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A E-Invoice Turnkey (version = 3.0.43 » Test Environment) Basic Settings - [m] x

#& (G Transfer Settings Query Logs = Tools Help

System System Setting | Notification Setting | Working Path | Turnkey Start Password

Environment
Setting

Database Setting | | CAEINViurnkey

Default Working Folder

B2B Certificate ‘
directory settings

Storage (certificate) ‘
directory settings

Download process ‘

directory settings

assignment message
directory settings

@ Transmission Account
management

Certificate ‘

‘ Invoice number
‘ Management

| Sender Management |
| User Management |
|

Check Environment |

2. Basic Settings > Transmission account name management

The transmission account name and password are provided to allow
the Turnkey connection center end to authenticate the user. Once a user
IS given an account name and corresponding password for Turnkey
transmission according to 1V.1 Connection test description, the given
account name and password have to be defined using this function before

the services provided at the center end become available.

Refer to “V.14 Transmission account name management” in this

Manual for function descriptions and screens in detail.

3. Basic Settings > Certificate management

Before using Turnkey for data transmission, Turnkey will add a
signature to the data using the certificate of the business entity or the
value-added third party. Therefore, the information of certificate and its

password have to be defined in the Turnkey first.
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The Turnkey accepts software or card certificate. The certificate has
to be registered in the E-Invoice Platform before it can be used. For a
card certificate, only one piece of certificate data can be defined, and the
card has to remain in the card reader while the certificate is being
registered and scheduling data is being uploaded; or, there will be errors

when adding signatures.

Refer to “V.9 Certificate management” in this Manual for function

descriptions and screens in detail.

Tools > Search for routing codes

For every business entity and value-adding center working with E-
Invoice certificate or exchange, there is one or multiple corresponding
codes in the E-Invoice Platform, and this code is called the route code.
The relationship between the tax ID number of the one uploading data
through Turnkey and this routing code (sender management) allows the
platform to identify which business entity or value-adding center is the
source of transmission when receiving a data. The relationship between
the tax ID number of the receiver and this routing code (receiver
management) allows the platform to know the system of which business
entity or value-adding center to forward the data received when receiving

data from B2B exchange.

Refer to “V.23 Query receiver routing code” of this Manual for

function descriptions and screens in detail.

Basic Settings > Sender management

When transmitting the data from a business entity (tax 1D number),
this function identifies which transmission account name to use for
uploading, which certificate for the signature of this data, and which
value-adding center or business entity is the receiver.
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Refer to “V.16 Sender management” of this Manual for function
descriptions and screens in detail.
6. Transfer Settings > Receiver Settings
For B2B data exchange, this function identifies through which

value-adding center or business entity the data receiver receives the data.

Refer to “V.19 Receiver management” of this Manual for function

descriptions and screens in detail.
7. Basic Settings > Directory settings
(1) The directory settings consist of:
A. Exchange directory settings

L. Certificate directory settings
B B2B certificate directory settings

B B2C certificate directory settings
M. Download process directory settings

N. Invoice matching number information (B2P) directory settings

The file sending/receiving allows for the settings of the directories
where data to be uploaded to the center end and those downloaded from
the center end are saved and processed, as well as the data formats used

for data transmission and receiving.

Refer to “V.9 Certificate directory settings”,“V.8 B2B exchange
directory settings” ,“V.10 B2B certificate directory settings” ,,“V.11
B2C certificate directory settings” , “V.12 Download Process Directory
Settings” and “V.13 Invoice number assignment message (B2P)

directory settings”, and relevant directory settings of this Manual for
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function descriptions and screens in detail.

(V) E-Invoice file transmission

The MIG data in a compliant format is saved in the directories of
B2B exchange, and B2S certificate once the Turnkey is set up, and it is
possible to test that the invoice data are successfully transmitted by using

[Upload now] and [ Download now Jin Transfer Settings > Scheduling
settings. It is also possible to view the results of data transmission and

receiving by going to Transaction log search > View message logs.

Refer to “V.2 Scheduling settings” and “V.20 View message logs” for

function descriptions and screens in detail.
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V. Screen Operations

()  Common function

(1)

A E

Instruction button: There will be a blue question mark button at the

bottom of each operation screen, click and open the instruction

window to display the instructions for the function.

A {8} Transfer Settings Query Logs €\ Tools Help

Environment

System
Setting

System Setting | Notification Setting | Working Path | Turnkey Start Password

Default Working Folder

Database Setting ‘

C:\EINVturnkey

Browse

B2H
dirg

dirg

Do
dirg

\
‘ Stol

A Help

Main function: Turnkey related environment settings.

Details:
1. Message monitoring file name: record all execution history of Turnkey.

2. The execution environment is the environment for sending messages to the
platform, including the test environment and the formal environment.

3. The number of days of data retention is required for clearing files. If there is a

4 set clearing schedule and there is data that exceeds the number of days, the

clearing operation will be performed.

4. Provide the user to set the object and timing of system event notification, and
send the system error message to the relevant administrator.

5. The activation password provides the highest level of security. If this function is
enabled, all the confidential information related to Turnkey settings, such as
database password, certificate password and transmission password, will be
encoded by the activation password entered by the user and then stored, and This
activation password does not exist in any file or database, so no one can log in to

Turnkey except those who know the activation password.

magc‘mcnl |

{ Check Environment \

(2) Execution status bar: After the function button of each operation

screen is pressed, the execution status or operation prompt message

of the system will be displayed in the status bar, providing users with

a clearer understanding of the current execution status.
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A& E-Invoice Turnkey (version = 3.0.43 » Test Environment) Basic Settings - O X

A &} Transfer Settings Query Logs Y Tools Help

System System Setting | Notification Setting | Working Path | Turnkey Start Password

Environment ( .

Setting Default Working Folder

Database Setting || CAEINViurnkey
B2B Certificate ‘ Cancel

directory settings

Storage (certificate)
directory settings |

directory settings

Invoice number
assignment message
directory settings

@ Transmission Account
management

Certificate
Management

Sender Management |

User Management |

|
‘ Download process ‘
|
i
|

Check Environment |

& | Save Success

(1) Scheduling settings

1. Function descriptions

Path: Transfer settings > Scheduling settings

(1) The “scheduling settings” allow users to define the time or interval
of transmitting and receiving invoice data. Basic information such as
“certificate  management”, “account management” and ‘“‘sender
management”, “certificate and exchange directories”, and
“download process directories”, have to be defined before this
function is available. See the following sections for how to define the

information.

(2) The schedule setting screen includes four tabs: [Set Schedule] ,
[ Schedule Record], [Message Record],and [EventHistory].
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(3) [Message Record]) For detailed function description and screen,

please refer to this manual “V.20 View message logs”.

(4) [Event Record] For detailed function description and screen,

please refer to this manual “V.21 View event logs”.

(5) This section explains only the page used for this function.

A E-Invoice Turnkey (version = 3.0.2 : Test Environment) Scheduling Settings — (m]

@ & Transfer Settings QueryLogs 4 Tools Help

Set Schedule | Schedule Log | Message Log | System Event Log
Task Ena.. Type Day Time Period Range Status
A:Upload l... Yes PERIOD 1,2,34,5586,7 00:01 Terminate
A:Downloa.. Yes PERIOD 1,234,567 00:10 Terminate
Task Selection - Rule Enable Mon. §g Tue. ¥ Wed. §g Thu. §g Fri. #g Sat. [#g Sun. §g Al
QO FixTime @® Period h; m;
Time of Start and End
1. h; m; L h; m;
® Al
3. h; m; 4. h; m;
O begin h; m;
5. h; m; 6. h; m; End h: m;
7. h; m; 8. h; m;
[ Executed when Turnkey Starts m
File Name of Turnkey Monitoring Log ~ C:\Users\tky\EINVturnkey\log\Turnkey.log ‘
Executing Status Upload immediately Download immediately

‘ Program Stop.. @ {é} ‘

©
2. Operation:
(1) Openthe setting page: [ Transfer settings ]— [ Scheduling settings ).

(2) Add operation mode:

Users can choose to set [ To perform tasks ] and check [ Activity
Rules] in the schedule setting block, the task part, currently divided
into individual tasks, integration tasks and other tasks, after selection,
set the running time of the task according to the user's needs

(scheduling week, schedule time, schedule interval or schedule
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range), press [ Add] , you can add a new task.

(3) Edit operation mode:

Users can select a data in the scheduling task list on the setting
schedule page and press [Edit] to edit the schedule.

(4) Delete operation mode:

When the user selects a data in the scheduled task list on the setting
schedule page, and presses [Delete] , the system will ask the user to
"confirm the deletion", and if you press [ Submit] , the schedule will
be deleted from the database.

(5) Select a task to perform:

A. [U: Upload conversion] : by appointing the source message
version and message format (XML), the Turnkey will help
convert the message to the version and format that make the

message appropriate to upload to the E-Invoice Platform.

B. [U:Upload pack] : Theresultof [U: Upload conversion] is
turned into an invoice packet and signature is provided for the

mesSsage.

C. [U: Transmit file] : The result of [ U:Upload pack] is

transmitted to the E-Invoice Platform.

D. [D: Receive file] : A message is received from the E-Invoice
Platform.

E. [D: Download unpack] : The message received using [D:

receive file] is processed.

F. [D: Download conversion] : The result of [D: Download
unpack] is converted into the target message version and format

appointed as to allow the user for subsequent processing.
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(6) Overall task:

A. [ A: Invoice upload] : to make the tasks of [ U: Upload
conversion] , [U:Uploadpack]) and [U: Transmitfile] into

a bundle.

B. [A: Invoice download] : to make the tasks of [D: Receive
file] [ D: Download unpack] and [D: Download conversion}

into a bundle.
(7) Other tasks:

A. [O: File clearing] : when this task is activated, the upload and
download histories and messages will be cleared up to the day set

as the “days of retention” in the “System environment settings.”

B. Once a task is selected, it has to be scheduled. Either [Time] or
[ Interval ] can be selected. If Time is selected, there are 10

activation times available currently.

C. If [Interval] is selected, it means how often to perform the task
once. It is possible to perform the task at a specific time period, or
select [All] to perform continuously. If the activation time is later

than the deactivation time, it means overnight.

D. Either [Interval] or [Time])] canworkwith [Day of Week] .
The task will not be performed if [Interval] is selected, it is
overnight and the day of week is not defined.

E. The list of defined tasks and the implementation of overall program

are shown as the bottom of the page.
F. Message monitoring file name configuration:

G. Provide the name and location of the file where the execution record
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is stored by the user in [ Schedule Settings] ..

A. [Save] is used to save the settings of [ Automatic execution

when system is started] and [ Message monitoring filename] .
(8) Description of the transmission function button:

A. [Activate] is used to activate the Turnkey schedule to process
messages. This page has to stay open while the tasks are being

performed.
B. [Stop] is used to stop the Turnkey schedule.

C. [Upload immediately) uploads invoices and data immediately

for only once.

D. [ Download immediately ] downloads invoices and data

immediately for only once.

(9) Execution Status Description:

The LOG provides the status of system schedules and operations in

real time and what tasks are being performed.

3. Note:When the scheduling settings are activated, the card reader and the
card have to be ready to start the program if the certificate settings

contain the registration card certificate.
(111) Schedule Logs
1. Function descriptions

(1) Path: Transfer Settings > Scheduling settings

This section isonly forthe [ Schedule Logs]) function screen
to explain.
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| ‘A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT - Test Environment) Scheduling Settings - a X
“#: {5 Transfer Settings Query Logs S\ Tools Help

Set Schedule | Schedule Log | Message Log | System Event Log

2025/01/07 18:37:18 UpCast [INFO] beginMark [Job begin]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ A0101 BiE
2025/01/07 18:37:18 UpCast [INFO] beginMark [E# A0102 Bi#E]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ A0201 BAE]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ A0202 B8]
2025/01/07 18:37:18 UpCast [INFO] beginMark £ A0301 BA%
2025/01/07 18:37:18 UpCast [INFO] beginMark [ A0302 BitE
2025/01/07 18:37:18 UpCast [INFO] beginMark &I B0101 Bi%]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ B0102 Fi%E]
2025/01/07 18:37:18 UpCast [INFO] beginMark £ B0201 Bi#]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ B0202 %]
2025/01/07 18:37:18 UpCast [INFO] beginMark &I F0401 B%]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ FO501 F4&]
2025/01/07 18:37:18 UpCast [INFO] beginMark &% FO701 B%]
2025/01/07 18:37:18 UpCast [INFO] beginMark [ G0401 BA%)
2025/01/07 18:37:18 UpCast [INFO] beginMark I8 G0501 Bi%&]
2025/01/07 18:37:18 UpCast [INFO] beginMark [#% E0401 B4
2025/01/07 18:37:18 UpCast [INFO] beginMark &% E0402 B %
2025/01/07 18:37:18 UpCast [INFO] endMark [Job end]
2025/01/07 18:37:18 Pack [INFO] beginMark [Job begin]
2025/01/07 18:37:18 Pack [INFO] endMark [Job end]

2025/01/07 18:37:18 SendFile [INFO] beginMark [Job begin]
2025/01/07 18:37:18 SendFile [INFO] endMark [Job end]

2. Operation:

(1) After starting the schedule, the system automatically presents the
relevant journey records on this screen. Provide real-time display of
system scheduling and operation status and execution of work

content..

(2) In addition to being displayed on the screen, it is also written to the
message monitoring log file, and the settings of the message
monitoring log file are setin [ Transfer Settings }> [basic settings ]
> [system environment settings] > [system settings] .

(IV) System Environment Settings - System Settings

1. Function descriptions
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(1) Path: Transfer Settings > Basic Settings > System Environment

Settings.

A. System environment settings allow users to configure the Turnkey
system. It contains four tabs: [System Settings], [Notification

Settings], [Working Directory] and [Startup Password].

B. Please refer to the following sections for the setting method. This
section only explains the [System Settings] function screen.

C. The [System Settings] function allows users to set [Message
Monitoring File Name], [Execution Environment], [Language
Settings], [Data Retention Days], etc.

A E-Invoice Turnkey (version = 3.0.42 + Test Environment) Basic Settings - ul X

A& {6 Transfer Settings Query Logs €\ Tools Help

System System Setting | Notification Setting | Working Path | Turnkey Start Password
Environment

File Name of Turnkey Monitoring Log

| Setting
f . CAEINVturnkey\og\Turnkey.lo
| Database Setting | yiog y1og

Working Environment

‘ B2E Certificate ‘
directory settings

Test Environment -

Language

[ Storage (certificate)
directory settings

‘ Download process ‘ QO Chinese @ English
directory settings

Days of data retention

assignment message

directory settings

Invoice number
30

‘ Transmission Account [C] DB Only Record Fail Message Detail

management

Backup Upload Medium File
Management |

I Sender Management |

I User Management \

i Check Environment |

(2) Operation:

A. [ Message Monitoring File Name ] provides the name and
location of the file where the execution record set by the user in
the [Schedule Settings]) is stored..
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B.

[ Execution Environment] provide an environment for users to
choose their preferred e-invoicing platform. There are two
options: test environment and production environment. The
execution environment set by the user will appear on the title bar
of the operation window, and you should pay attention to whether
this environment is set correctly before using it to avoid

mistransmitting invoices to the official or test environment.

‘A E-Invoice Turnkey (version = 3.0.42 - m] X
A {8 Transfer Settings . Querylogs \Tools () Help

C.

D.

E.

F.

EEpac

7/ EINVEIBE

[ Language Settings] Provide selectable Chinese version or

English version.,

[ Data retention days] Provide the setting to delete data older
than a few days when the clearing task in the schedule settings is
executed.

[ Log only record job failure details] Enable this option, the
system will not record each step of invoice upload and download
and its related information, only record error events, default is

not enabled.

[ Enable upload backup ] Backup processing is performed when
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the invoice is uploaded, which is enabled by default.

G. When the user presses [ Submit] , the data will be saved to the

parameter file (not the database).

H. Press [Cancel] to restore the preset value.

(V) System Environment Settings - Notification Settings

1. Function descriptions

A

(1) Path: Transfer Settings > Basic Settings > System Environment

Settings.

The [ Notification Settings] function can provide users to set
the object and time of system event notification, and send system
error messages or platform announcements to relevant

administrators.

A {8 Transfer Settings Query Logs €\ Tools Help

System System Setting | Notification Setting | Working Path | Turnkey Start Password
Environment
Setting File Name of Turnkey Monitoring Log

P :
B2B Certificate Working Environment

directory settings

Test Environment -

Storage (certificate)

directory settings Language

Download process
directory settings

C\EINVturnkey\log\Turnkey.lo
Database Setting ‘ \ ylogy yo9 .
‘ O Chinese @® English

Days of data retention

Invoice number
assignment message

; . 30
directory settings

. DB Only Record Fail Message Detail
Transmission Account D Y 9

management

Backup Upload Medium File

Management |

Sender Management ‘

User Management ‘

Check Environment |
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2. Operation:

(1) [ Turnkey Code ] Users can name the Turnkey application
codename, if there are multiple Turnkeys installed, they can set

different names for the monitoring program to identify Turnkey.

(2) [Send email notification when system event records occur) You
can set the email address to be sent when the event record occurs
(multiple groups of recipient email addresses can be separated by
semicolons, and the second group of future emails will be sent as

copies), sender and mail server used.

(3) [ Use account password ] If the email server has an account

password, check it, if not, it is not required.

(4) [ Notification Cycle] Set how often to check if an event occurs and

need to send an email.

(5) [Use default text] In addition to the notification of the event, the
content of the configurable email should also include those texts,
such as the extension that can be written to the system administrator,
so that the person who receives the letter can contact the problem

handling personnel.

(6) [ Notification Record History] When there is a startup notification,

the relevant process will be recorded in this log file.
(7) Press [Submit] to save the settings.
(8) Press [Cancel] to restore the preset value.
(VI) System Environment Settings - Working Directory

1. Function descriptions
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(1) Path: Transfer Settings > Basic Settings > System Environment

Settings.

[ Working Directory Jfunction provides the main directory path
of the working environment that the user must use to set the Turnkey

executor.

‘A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings - O X

A {& Transfer Settings Query Logs S\ Tools Help

System System Setting | Notification Setting | Working Path | Turnkey Start Password

Environment ‘

Setting Default Working Folder

Database Setting CAEINVturnkey

directory settings

Storage (certificate)
directory settings

B2B Certificate ‘ Cancel

directory settings

Invoice number
assignment message
directory settings

Transmission Account
management

Certificate
Management

Sender Management |

User Management |

‘ Download process

Check Environment |

2. Operation:

During system installation, the default installation path will be
given as the default directory, users can adjust the preset working
directory according to their needs, and after pressing [OK] , the data

will be stored in the parameter file.

(VII) System Environment Settings - Enable Password
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1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > System Environment

Settings.

The [ Enable Password ] function provides a user to set the login
to the Turnkey system no longer use the account secret set by [User
Management] , but instead use the enabled password. The startup
password provides the highest level of security, if this function is
enabled, all Turnkey settings related confidential information, such
as database passwords, credential passwords and transmission
passwords, will be coded by the user's own input startup password

and then stored, and this startup password will not exist in any file or

database.

A E-lnvoice Turnkey (version = 3.0.42

A {8 Transfer Settings

System

» Test Environment) Basic Settings

Query Logs € Tools

System Setting | Notification Setting

Help

Working Path | Turnkey Start Password

Environment
Setting

| Database Setting |

‘ B2B Certificate ‘
directory settings

‘ Storage (certificate) ‘
directory settings

‘ Download process ‘
directory settings

Enable Start Password

(Old)Start Password

(New)Start Password

Confirm Password

) | Hint Create a Start Password, Should Set (New) Start Password and Canfirm

Invoice number
assignment message
directory settings

‘ OTransmission Account ‘
management

‘ Certificate ‘
Management

i Sender Management |

i User Management |

| Check Environment |

2. Operation:
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(1)

()

(3)

(4)

()

(6)

(7)

Select [Use Startup Password] , and enter [(Original) Startup
Password ], [(New)Start Password]), [ Confirm Startup Password],
[Prompt] , press [OK] , the data will be stored to the parameter
file.

The next time Turnkey is started, you must enter the [ Startup

Password] andpress [Login] to enter the Turnkey system.

If you forget the startup password, you can use [ Reset Startup
Password] when starting Turnkey, press [Yes], and enter the reset

startup password screen.

Enter [Reset Startup Password] , [ Confirm Startup Password] ,
[ Require Database Password] ,and press [OK] , the datawill be

stored in the parameter file.

Once you are on the Turnkey screen, remember to reset the credential

password and transmit the password.

If you do not use the startup password, please enter [ Original ] Start
Password, and remove the check [Use Startup Password] , press

[OK] , the data will be stored to the parameter file.

Press [ Cancel] to restore the preset value.

(VI11)B2B exchange directory descriptions

1. Function descriptions

(1)

Path: Transfer Settings > Basic Settings > B2B exchange directory

settings

This provides the information required for scheduling for [ B2B
exchange directory settings] , and contains directories for [Upload
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conversion]) , [Upload pack] and [Transmit file] .

A E-lnvoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings — [m] x

-& {8 Transfer Settings Query Logs € Tools Help

Upload conversion source directory

‘ System Environment ‘
CAEINVturnkey\UpCast\B2BEXCHANGE

Setting

Browse

Upload pack source directory
CMEINVturnkey\Pack\B2BEXCHANGE
Transmit file source directory

CAEINVturnkey\SendFile\BZBEXCHANGE

|. Database Setting ‘

B2B Certificate
directory settings

Storage (certificate)
directory settings

Source message version v3.2 v

‘ Download process ‘ (

directory settings Foldler Browser

Invoice number | | Mess.. Data Source Folder Target Folder Backup File Folder Error File Folder
‘ assignment message A0101T  CAEINViurnkey\UpC... CAEINVturnkey\Pack... CAEINVturnkey\UpC.. CAEINVturnkeyUpC...
directory settings A0102  CAEINVEurnkey\UpC... CAEINViurnkey\Pack.. CAEINVturnkey\UpC... CAEINVturnkey\UpC...
@ Transmission Account | | AD201  CAEINVturnkey\UpC... CAEINVturnkeyhPack.. CAEINVturnkeyUpC... CAEINVturnkey\UpC...
management A0202 CAEINVturnkey\UpC... CAEINVturnkey\Pack... CAEINVturnkey\UpC.. CAEINVturnkeyWUpC...
. Certificat A0301  CAEINViurnkeWUpC..  CAEINVturnkeyhPack.. CAEINVturnkey\UpC.. CAEINVturnkeywUpC..
ertificate
‘ Management ‘ A0302 CAEINVturnkey\UpC... CAEINVturnkey\Pack... CAEINVturnkey\UpC.. CAEINVturnkey\UpC...
. BO101 CAEINViturnkeyUpC... CAEINViturnkey\Pack.. CAEINVturnkeyAUpC... CAEINVturnkeyUpC...
|_ Sender Management | | 505 CAEINVturnkey\UpC... C:AFEINViurnkey\Pack... CAEINViurnkeyAUpC... CAEINVturnkey\UpC..
| User Management ‘ B0201 CAEINViurnkeyWUpC... CA\EINViurnkey\Pack.. CAEINViurnkeyWUpC.. CAEINViurnkewUpC...
) - y Task Data Source Folder Target Folder Backup File Folder Error File F
|. Check Environment ‘ Pack of Upload CAEINVturnkeyh\Pac... CAEINVturnkew\Sen.. CAEINViurnkey\Pac... CHNEINVEurn -

Send Files of Upload ~ C\EINVturnkey\Sen... CAEINVturnkey\Sen...  CAEINVturn

< >

2. Operations

[ Transfer Settings] — [B2B exchange

(1) Open the setting page:

directory settings] .

()

If no data is available in DB, the default data is provided on screen,

as shown in the figure.

(3)

Upload conversion source directory: this is required and user may

enter the directory or select one by clickingon [Browse] .

(4)

Upload pack source directory: this is required and user may enter the
directory or select one by clicking on [ Browse] .

()

Transmit file source directory: this is required and user may enter the
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(6)

(7)

(8)

9)

directory or select one by clickingon [Browse] .

Source message version: Set the message version of the B2B
exchange directory. Turnkey before version 3.1.3 only supports all
XML formats below MIG V4.0, and version 3.2.0 only supports
XML formats above MIG V4.1,

The format of the files placed in the source directory for uploading
shall comply with the settings in “Source message version / format /

coding”, or there will be a parsing error.

Directory list 1: shows the directory list for [ Upload conversion] .
Depending on the version, it shows the message type, source
directories and destination directories for [ B2B exchange directory
settings] . The messages shall be placed at the designated location

for the tasks.

Directory list 2: shows the directory list for [Upload pack] and
[ Transmit file]) .

(10) [OK] : the system saves the data in the database.

(11) [Cancel] : resets to default values.

(12) After updating to Turnkey version 3.2.0, if the MIG version number

in the directory settings has not been updated to V4.1, the following

error will appear.
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A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT » Test En

ronment) Basic Settings

@ {8 Transfer Settings QueryLlogs € Tools

Setting AUpCast\B2ZBEXCHANGE

Help

Upload conversion source directory

Browse

System Environment l

Database Setting Upload pack source directory

Browse

{ B2B Certificate

\Pack\B2BEXCHANGE
directory settings ]

Transmit ila aaiiman ieankams
A Wrong setting

v | \SendFi

TKY3.2.0 version only supports v4.1, please update the

Storage (certificate)
directory settings Source fi message version to v4.1
Download process -
directory settings Folder B, ..
Mess... Data Source Folder

assignment message A0101  \UpCast\B2BEXCHA...
directory settings ) | AD102  \UpCast\B2BEXCHA...
Transmission Account | | A0201  \UpCast\B2BEXCHA...
management A0202 \UpCast\B2BEXCHA...

| A0301  \UpCast\B2BEXCHA...
Certificate A0302 \UpCast\B2BEXCHA...
Management

/| B0101T  \UpCast\BZBEXCHA...
Sender Management | | BO102  \UpCast\B2BEXCHA...

_ | B0201 3

\ AUpCast\B2BEXCHA...
User Management l neaAn 11 e~ unancieos

( \ Task
| Check Environment |
\ /| Pack of Upload

|
|
" Invoice number
|
|
|
|

o

Data Source Folder
ANPack\B2BEXCHAN
Send Files of Upload  \SendFile\B2BEXCH...

Target Folder

\Pack\B2BEXCHANG.
\Pack\B2BEXCHANG
\Pack\B2BEXCHANG
\Pack\B2BEXCHANG
A\Pack\B2BEXCHANG.
APack\B2BEXCHANG.
\Pack\B2BEXCHANG
\Pack\B2BEXCHANG
\Pack\B2BEXCHANG

(IX) B2S Certificate directory settings

1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > Certificate directory

settings

MIGv4.0 ~ MIGv4.1 has consolidated the B2S certificate
message specifications, if it is an old version of MIG, please refer to
this manual "V, 10, Deposit Directory (B2B) Settings" and "V,11,
Deposit Directory (B2C) Settings" Set B2B Deposit and B2C
Deposits”. This function provides the information required for
scheduling for [ B2S Certificate directory settings] and contains
directories for [Upload conversion],[ Upload pack Jand [ Transmit

file] .Refer to “VI.2 Turnkey working directory descriptions” of this

Target Folder
ASendFile\B2BEXCH..

Tk

Backup File Folder
AUpCast\B2BEXCHA....
\UpCast\B2BEXCHA
\UpCast\B2BEXCHA
\UpCast\B2BEXCHA
AUpCast\B2BEXCHA...
AUpCast\B2BEXCHA....
\UpCast\B2BEXCHA
\UpCast\B2BEXCHA
\UpCast\B2BEXCHA

Manual for what each of the directories is for.
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Backup File Folder
\Pack\B2BEXCHAN...
\SendFile\B2BEXCH.

Browse

ancel

Error File Folder

A\UpCast\B2BEXCHA...

\UpCast\B2BEXCHA.
\UpCast\B2BEXCHA
\UpCast\B2BEXCHA.

AUpCast\B2BEXCHA...
AUpCast\B2BEXCHA....

\UpCast\B2BEXCHA
A\UpCast\B2BEXCHA.
\UpCast\B2BEXCHA.
Error File F

\Pack\B2BE>"
\SendFile\B:




A E-Invaice Turnkey (version = 3.0.43 » Test Environment) Basic Settings

A © Transfer Settings

Query Logs

£\ Tools

Help

System Environment
Setting

Database Setting

B2B Certificate
directory settings

(certificate)
directory settings

Upload conversion source directory

CAEINViurnkey\UpCast\B2SSTORAGE

Browse

Upload pack source directory

CAEINViurnkey\Pack\B2SSTORAGE

Browse

Transmit file source directory

CAEINViurnkey\SendFile\B2SSTORAGE

Source message version

v4.0 -

Browse

Download process

Storage ‘
directory settings ‘

Invoice number
assignment message
directory settings

@ Transmission Account
management

Certificate .
Management

Sender Management |

User Management |

Check Environment |

Folder Browser

Mess... Data Source Folder Target Folder
FO401 CAEINVturnkey\UpC... C\EINVturnkey\Pack...
FO501  CAEINVturnkeyh\UpC... C:\EINVturnkey\Pack...
FOB01  CAEINVturnkeyWUpC... CAEINViturnkey\Pack...
FO701  CAEINViurnkeyWUpC... CAEINViurnkey\Pack...
GO401  CAEINViurnkey\UpC... CAEINVturnkey\Pack..
G0501 CAEINVturnkeyWUpC... CAEINVturnkey\Pack...
Task Data Source Folder
Pack of Upload CAEINVturnkey\Pac...

Send Files of Upload  C\EINVturnkey\Sen...

Target Folder

Backup File Folder

CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkeyWUpC...
CAEINVEurnkeyWUpC...
CAEINViurnkeyWUpC...
CAEINVturnkey\UpC...

CAEINVturnkey\Sen... CAEINVturnkey\Pac...

Backup File Folder

Error File Folder
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkeyWUpC...
CAEINVEurnkeyWUpC...
CAEINViurnkeyWUpC...
CAEINVturnkey\UpC...

Error File F
CHEINVEUrnke

CAEINViurnkeyh\Sen...  C\EINVturnke

2. Operations

(1)

Open the setting page:

[ Transfer Settings] — [ Basic Settings]

— [ B2B Exchange Directory Settings] ..

(2)

as shown in the figure.

(3)

If no data is available in DB, the default data is provided on screen,

Upload conversion source directory: this is required and user may

enter the directory or select one by clicking on [Browse] .

(4)

Upload pack source directory: this is required and user may enter the

directory or select one by clickingon [Browse] .

()

Transmit file source directory: this is required and user may enter the

directory or select one by clickingon [Browse] .
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(6) Source message version: Set the message version and format of the
uploaded certificate data. Turnkey version 3.2.0 only supports XML
format after MIG V4.1.

(7) The format of the files placed in the source directory for uploading
shall comply with the settings in “Source message

version/format/coding”, or there will be a parsing error.

(8) Directory list 1: shows the directory list for [ Upload
conversion]) .Depending on the version, it shows the message type,
source directories and destination directories for [B2B certificate
directory settings] .The messages shall be placed at the designated

location for the tasks.

(9) Directory list 2: shows the directory list for [Upload pack] and
[ Transmit file] .

(10) [OK] : the system saves the data in the database.
(11) [Cancel] : resets to default values.

(12) Refer to “VII.2 Turnkey working directory descriptions” of this

Manual for the meaning and purpose of each directory
(X) B2B certificate directory settings
1. Function descriptions
(1) Path: Transfer Settings> Basic Settings > B2B certificate directory
settings

This function provides the information required for scheduling

for [ B2B certificate directory settings] and contains directories for
[ Upload conversion]) , [Upload pack] and [ Transmit file ] .Refer
to “VI1.2 Turnkey working directory descriptions” of this Manual for
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what each of the directories is for.

‘A E-Invoice Tumkey (version = 3.0.42

& {3 Transfer Settings

» Test Environment) Basic Settings

€\ Tools

Query Logs

Help

System Environment
Setting

Database Setting

B2B Certificate
directory settings

(certificate)
directory settings

Source message version

@® B2B Storage

(O B2C Storage

Upload conversion source directory

CAEINVturnkey\UpCast\B2BSTORAGE

Browse

Upload pack source directory

CAEINVturnkey\Pack\B2ZBSTORAGE

Browse

Transmit file source directory

CAEINVturnkey\SendFile\B2BSTORAGE

v3.2 hd

Browse

directory settings

|
Storage ‘

Invoice number
assignment message
directory settings

@ Transmission Account
management

Certificate
Management

Sender Management |

User Management |

‘ Download process

Check Environment |

2. Operations

| A0601

Folder Browser

Data Source Folder
CAEINVturnkey\UpC...
CAEINVturnkesAUpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...

Mess...
A0401
AQ501

BO401
BO501

Task
Pack of Upload

Data Source Folder
CAEINVturnkey\Pac...

Target Folder

CAEINVturnkey\Pack...
CAEINVturnkeyhPack...
CAEINVturnkey\Pack...
CAEINVturnkeyhPack...
CAEINVturnkey\Pack...

Send Files of Upload  CAEINVturnkey\Sen...

Target Folder
CAEINVturnkeyhSen...  CAEINVturnkey\Pac...

Backup File Folder

CAEINViurnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...

Backup File Folder

Error File Folder
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkeyUpC...

Error File F
CAEINVturnkg

CAEINVturnkeyhSen...  C\EINVturnkg

(1) Open the setting page:
— [ B2B Certificate Directory Settings] .

(2)

as shown in the figure.

(3)

[ Transfer Settings] — [ Basic Settings]

If no data is available in DB, the default data is provided on screen,

Upload conversion source directory: this is required and user may

enter the directory or select one by clicking on [Browse] .

(4)

Upload pack source directory: this is required and user may enter the

directory or select one by clicking on [Browse] .

()

Transmit file source directory: this is required and user may enter the

directory or select one by clickingon [Browse] .
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(6) Source message version: Versions after Turnkey 3.2.0 do not support

setting up certificates for versions prior to v4.0.

(7) The format of the files placed in the source directory for uploading
shall comply with the settings in “Source message

version/format/coding”, or there will be a parsing error.

(8) Directory list 1: shows the directory list for [ Upload
conversion]) .Depending on the version, it shows the message type,
source directories and destination directories for [B2B certificate
directory settings] .The messages shall be placed at the designated

location for the tasks.

(9) Directory list 2: shows the directory list for [Upload pack] and
[ Transmit file] .

(10) [OK]) : the system saves the data in the database, if the B2C
certificate directory setting has not been completed, a prompt

window will pop up to remind the user to set it.
(11) [Cancel] : resets to default values.

(12) Refer to “VII.2 Turnkey working directory descriptions” of this

Manual for the meaning and purpose of each directory

(13) After updating to Turnkey version 3.2.0, if the MIG version number
in the directory settings has not been updated to V4.1, the following

error will appear.
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A E-Invoice Turnkey [version = 3.2.0-SNAPSHOT © Test Environment) Basic Settings = m) b

A {8 Transfer Settings Querylogs S\ Tools Help

( System Environment ) @® B2B Storage O B2CStorage
Setting ] | Upload conversion source directory
(" Database Setting | | \UpCast\B2BSTORAGE
| Upload pack source directory
B2B Certificate
‘ directory settings ‘ \Pack\B2BSTORAGE

Transmit file source directory

Storage (certificate) . -
ASendFile\B2BSTORAGE Brows
e N R

Source message version -

‘ Download process ‘ b

directory settings &) Wrong sefting &

Fo

|ﬂVPiCE number M :,‘giazgiszrrs;“c;r:t’glﬁ‘;ppmtsV‘u'plEaiEuFdﬂmthE up File Folder Error File Folder

Z?S‘gnme”‘ message || a0 S\B2BSTORA... AUpCast\B2BSTORA...

irectory settings

’ ||Ag $t\B2BSTORA... A\UpCast\B2BSTORA...

‘ Transmission Account ‘ b —— — werreopeuS\B2BSTORA...  \UpCast\B2BSTORA...

management B0401 \UpCast\B2BSTORA.. \Pack\B2BSTORAGE\.. \UpCast\B2BSTORA.. \UpCast\B2BSTORA...
" Certificate | | B0501T \UpCast\B2BSTORA... \Pack\B2BSTORAGE\.. \UpCast\B2BSTORA.. \UpCast\B2BSTORA..

Management

\i Sender Management |

‘\ User Management | Task Data Source Folder Target Folder Backup File Folder Error File F
" Check Environment | Pack of Upload \Pack\B2BSTORAGE... \SendFile\B2BSTOR... \Pack\B2BSTORAGE... \Pack\B2BST(
————————— | SendFiles of Upload \SendFile\B2BSTOR... ASendFile\B2BSTOR... M\SendFile\B2[

< >

(XI) B2C certificate directory settings
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings >B2C certificate directory

settings

This provides the information required for scheduling for [B2C
certificate directory settings) , and contains directories for [Upload

conversion]) , [Upload pack] and [Transmit file] .
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‘A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings

A& {8 Transfer Settings

System Environment
Setting

| Database Setting

B2B Certificate
directory settings

Storage
(certificate)
directory settings

Download process
directory settings

Invoice number
assignment message
directory settings

@ Transmission Account
management

Certificate
Management

&\ Tools

Query Logs

Help

(O B2B Storage

@® B2C Storage

Upload conversion source directory

CAEI NVturnkey\UpCa st\B2CSTO

RAGE

Browse

Upload pack source directory

CAEINVturnkey\Pack\B2CSTORAGE

Browse

Transmit file source directory

CAEINVturnkey\SendFile\B2CSTORAGE

Source message version

v3.2 A

Browse

Folder Browser

Data Source Folder
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkesAUpC...
CAEINVturnkey\UpC...

Mess...
C0401
C0501
C0701
D0401
D0501

Target Folder

CAEINVturnkey\Pack...
CAEINVturnkeyh\Pack...
CAEINVturnkey\Pack...
CAEINVturnkeyhPack...
CAEINVturnkey\Pack...

| Sender Management |

Task

Data Source Folder

Backup File Folder

CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINViurnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...

Error File Folder
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...
CAEINVturnkey\UpC...

Error File F

| User Management

| Check Environment

2. Operations

1)

Pack of Upload

CAEINVturnkey\Pac...

Target Folder
CAEINVturnkeyhSen...  CAEINVturnkey\Pac...

Backup File Folder

CAEINVturnkg

Send Files of Upload  C:AEINVturnkey\Sen...

CAEINVturnkey\Sen...  C\EINVturnkg

Open the setting page:

[ Transfer Settings] — [ Basic Settings]

— [ B2C Certificate Directory Settings] .

(2)

as shown in the figure.

(3)

If no data is available in DB, the default data is provided on screen,

Upload conversion source directory: this is required and user may

enter the directory or select one by clickingon [Browse] .

(4)

Upload pack source directory: this is required and user may enter the

directory or select one by clicking on [Browse] .

()

Transmit file source directory: this is required and user may enter the

directory or select one by clicking on [Browse] .

(6)
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Source message version: Versions after Turnkey 3.2.0 do not support




setting up certificates for versions prior to v4.0.

(7) The format of the files placed in the source directory for uploading
shall comply with the settings in “Source message version / format /

coding”, or there will be a parsing error.

(8) Directory list 1: shows the directory list for [ Upload conversion] .
Depending on the version, it shows the message type, source
directories and destination directories for [B2C certificate directory
settings] . The messages shall be placed at the designated location

for the tasks.

(9) Directory list 2: shows the directory list for [Upload pack] and
[ Transmit file] .

(10) [OK]) : the system saves the data in the database, if the B2B
certificate directory setting has not been completed, a prompt

window will pop up to remind the user to set it.
(11) [Cancel] : resets to default values.
(X11) Download process directory settings
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > Download process

directory settings

This provides the information required for scheduling for
[ Download process directory settings ] , and contains directories for

[ Download conversion},[ Download unpack Jand [ Receive file].
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| & E-Invoice Turnkey (version = 3.0.42 - Test Environment) Basic &

| -&  {Transfer Settings Query Logs €\ Tools Help

System Environment
Setting

Receive file source directory

CAEINVturnkey\ReceiveFile

Browse

Database Setting

directory settings

Storage (certificate)

B2B Certificate ‘
directory settings ‘

Download process

directory settings

Download unpack source directory

CAEINVturnkey\Unpack

Download conversion source directory

CAEINVturnkey\DownCast

Browse

Receive file source directory

. | CAEINVturnkey\RecvTarget

Target Message Version

v3.2 h

.
Browse
.

Browse

assignment message
directory settings

@ Transmission Account
management

Certificate .
Management

Sender Management |

User Management |

‘ Invoice number

Check Environment |

2. Operations

Folder Browser
Task
Receive Files of Download C

Unpack of Download C.

Mess... Data Source Folder

Mess... Data Source Folder
A0101
A0102

AD201

AN202  CAFINVHrnkasA Do

CAEINVturnkey\Dow...
CAEINVturnkey\Dow...
CAEINVturnkey\Dow...

Data Source Folder
MEINVturnkey\Rec...
MEINVturnkey\Un...

Target Folder

| | ED50T  CAEINViturnkey\Rece... CAEINVturnkey\Unp...

Target Folder

CAFINVArnkasARary

CAEINVturnkey\UN...
CAEINVturnkev\Do...

CAEINVturnkey\Recv...
CAEINVturnkey\Recv...
CAEINVturnkey\Recv...

Target Folder

Backup File Folder

CAEINVturnkey\Rece...

Backup File Folder

CAEINVturnkey\Dow...
CAEINVturnkey\Dow...
CAEINVturnkey\Dow...

CAFINVtrnleay AN e

Backup File Folder
CAEINVturnkey\Rec... CAEIN
CAEINVturnkeviUn...

Error

CAEIN

Error File Folder
CAEINVturnkey\Rece...

Error File Folder
CAEINVturnkey\Dow....
CAEINVturnkey\Dow....
CAEINVturnkey\Dow...
CAFINV irnkesA Do

(1) Open the setting page:

[ Transfer Settings] — [ Basic Settings]

— [Download process directory settings] .

(2)

as shown in the figure.

(3)

If no data is available in DB, the default data is provided on screen,

Download conversion source directory: this is required and user may

enter the directory or select one by clickingon [Browse] .

(4)

Download unpack source directory: this is required and user may

enter the directory or select one by clicking on [Browse] .

()

Receive file source directory: this is required and user may enter the

directory or select one by clicking on [Browse] .

(6)
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Receive file source directory: this is required and user may enter the




(7)

(8)

(9)

(10)

A.

directory or select one by clickingon [Browse] .

Source message version: Set the message version and format of the
received data. Before Turnkey version 3.1.3, it only supports XML
formats below MIG V4.0. After version 3.2.0, it can support all XML

formats.

The format of the files placed in the source directory for uploading
shall comply with the settings in “Source message version / format /

coding”, or there will be a parsing error.

Directory list 1: shows the directory list for [ Download
conversion]. It lists the storage directories corresponding to the types
of messages received and processed. The user shall collect the

messages at the designated location for the tasks.

Directory list 2: Displays the directory overview of [ Common
Communication Download] , and its directory structure is: source
directory (\ReceiveFile\SRC), destination directory (\Unpack\BAK),
backup directory (\ReceiveFile\BAK), error storage directory
(\ReceiveFile\ERR).

E0501 InvoiceAssignNo (Source information version v3.x or later

is applicable)

E0502 Input Invoice Message for Platform Certification (Source

information version v4.1 or later is applicable)

E0503 Input Allowance Message for Platform Certification (Source
information version v4.1 or later is applicable)

E0504 AwardList (MIG V4.0 adds messages, so it can only be used

when switching the source message version to v4.0)
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(11) Directory list 3: Displays the catalog overview of [ Download

Unpacking] and [Receiving Files] .
(12) [OK] : the system saves the data in the database.
(13) [Cancel] : resets to default values.
(XIH1) Invoice number assignment message (B2P) directory settings
1. Function descriptions

(1) Path: Transfer Settings > Invoice number assignment message

directory settings

This provides the information required for scheduling for
[ Invoice number assignment message directory settings ) , and
contains directories for [ Upload conversion] , [ Upload pack] and
[ Transmit file] .

& E-Invoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings - O X

A &} Transfer Settings Query Logs < Tools Help

Systemn Environment Upload conversion source directory

Setting CAEINVturnkey\UpCast\B2PMESSAGE
Database Setting Upload pack source directory

CAEINVturnkey\Pack\B2PMESSAGE
directory settings Transmit file source directory

CAEINVturnkey\SendFile\B2PMESSAGE

Storage (certificate)
directory settings

Source message version  v3.2 - Submit

Folder Browser

Download process

B2B Certificate ‘
directory settings ‘

Mess... Data Source Folder Target Folder Backup File Folder Error File Folder
assignment E0401 CAEINVturnkeyUpC... CAEINVturnkey\Pack.. CMEINViurnkey\UpC... CAEINVturnkey\UpC...
message directory E0402 CAEINVturnkeyUpC.. CAEINVturnkey\Pack.. CAEINVturnkeyWUpC.. CAEINVturnkey\UpC...
settings

@ Transmission Account

management Task Data Source Folder Target Folder Backup File Folder Error File F

Contii v || Pack of Upload CAEINVturnkey\Pac... CAEINVturnkey\Sen... CMEINVturnkey\Pac.. CAEINVturnke
ertificate

Management ‘ Send Files of Upload  C\EINVturnkey\Sen... CAEINVturnkey\Sen... CAEINVturnke

Sender Management | :

User Management |

|..
‘: Invoice number
|_'
|..
|_'

Check Environment |
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2. Operations

1)

(2)

3)

(4)

()

(6)

(7)

(8)

9)

Open the setting page: [Transfer Settings] — [ Invoice number

assignment message directory settings] .

If no data is available in DB, the default data is provided on screen,

as shown in the figure.

Upload conversion source directory: this is required and user may

enter the directory or select one by clicking on [Browse] .

Upload pack source directory: this is required and user may enter the

directory or select one by clickingon [Browse] .

Transmit file source directory: this is required and user may enter the

directory or select one by clickingon [Browse] .

Source message version/format: the message version and format are
defined here for B2P data to be uploaded. Turnkey version 3.2.0 only
supports XML format after MIG V4.1

Source code: the XML format accepts only the UTF-8 codes. The
format of the files placed in the source directory for uploading shall
comply with the settings in “Source message version / format /

coding”, or there will be a parsing error.

Directory list 1: shows the directory list for [ Upload conversion] .
Depending on the version, it shows the message type, source
directories and destination directories for [ Invoice number
assignment message directory settings] . The messages shall be

placed at the designated location for the tasks.

Directory list 2: shows the directory list for [Upload pack] and
[ Transmit file]) .
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(10) [OK] : the system saves the data in the database.
(11) [Cancel] : resets to default values.

(12) After updating to Turnkey version 3.2.0, if the MIG version number
in the directory settings has not been updated to V4.1, the following

error will appear.

r
A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT  Test Environment) Basic Settings - (]

A {8 Transfer Settings QueryLogs =\ Tools Help

Upload conversion source directory

AUpCast\B2PMESSAGE

Database Setting Upload pack source directory

BB Cortificate ‘ \Pack\B2PMESSAGE

System Environment
Setting

directory settings Transmit file source directory

ASendFile\B2PMESSAGE
Source message version - Cancel

Storage (certificate)
directory settings

Download process

directory settings (| A Wrong setting x

;K;‘;;f;’eﬁr;'g;Ct’s‘zj_‘{'ppo'ts sl Eemeamiietie ackup File Folder Error File Folder
aSﬂgnmenF {Cast\B2PMESSA... \UpCast\B2PMESSA...
mes_sage dlre‘:tory {Cast\B2PMESSA... \UpCast\B2PMESSA...
settings (s

Transmission Account
management

Task Data Source Folder Target Folder Backup File Folder Error File F
Certificate ‘ Pack of Upload APack\B2PMESSAGE... \SendFile\B2PMESS... \Pack\B2PMESSAGE... .\Pack\B2PME
Management Send Files of Upload  \SendFile\B2PMESS... ASendFile\B2PMESS... \SendFile\B2F

Sender Management |

User Management |

|
‘ Invoice number
|
|
[

L7

Check Environment |

(XIV)Transmission account management
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > Transmission account

Management

This function allows for user’s management of transmission
account settings. This transmission account and its associated
password are provided by the E-Invoice Platform for authentication
when connecting to the platform. Multiple sets of accounts and

passwords are possible in the case that the Turnkey is set up for
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transmitting and receiving data for multiple business entities.

‘A E-lnvoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings

A {8 Transfer Settings Query Logs S\ Tools () Help

Systemn Environment

] List of Transmission Account

directory settings

Download process
directory settings

Setting o
Transmission Account
Database Setting | | 00007102
04133002
B2B Certificate
directory settings ] 54153642
90000017
Storage (certificate) ] 90000099

Invoice number
assignment message
directory settings

————— ey ey ey ey

Transmission
& Account
management

Transmission Password

Certificate Setting Transmission Account

Management

Transmission Account

Transmission Password

User Management

Mg laie

\
| |
[ Sender Management ]
[ )
[ )

Check Environment

‘A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings

4 {8 Transfer Settings Query Logs S\ Tools (@) Help

System Environment

} List of Transmission Account

Setting

Database Setting

B2B Certificate
directory settings

directory settings

Download process

Storage (certificate) }
directory settings J

Invoice number
assignment message
directory settings

— N Y Yy Y

Transmission
& Account
management

Certificate Setting Transmission Account

Management

Transmission Account 0000

Transmission Password

User Management

Lo 1]

Check Environment

| |
[ Sender Management J
[ )
[ )

&  After Editing, Please Press the Submit Button
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2. Operations

(1) Openthesettingpage: [ Transfer Settings] — [ Basic Settings)] —

[ Certificate Management] .
(2) The system shows the list of transmission accounts.

(3) Add operation mode:

When the user enters [ Transfer Account) and [ Transfer
Password Jon the transmission account list page, and presses [ Add],
a group of transmission accounts will be created, When the addition
Is completed, next to the transmission account management on the
left guided function bar, it will appear whether the account has been
set (green check: transmission account has been set, red edit file:
transmission account has not been set). When adding, the system will
also It will automatically confirm through the WEB API whether the
account and password are set on the platform. If the account and
password are checked incorrectly, a prompt message will be

displayed.

(4) Edit operation mode:

Users can select a data in a table on the transfer account list page
and press [ Edit] to edit the data.

A. The transmission account and password are required fields, and
after the user presses [ Submit] on the transmission account setting
page, the password of the information is encrypted and stored in the
database, and automatically confirm through the WEB APl whether
the account and password are set on the platform. If the account and
password are checked incorrectly, a prompt message will be

displayed.
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I.  When the user presses [ Cancel] on the transmission account
setting page, the system will determine whether the information
has been modified, ask the user whether it is saved, and leave the

setting page if not.

(5) Delete operation mode:

When the user selects a piece of information in the table on the
transfer account list page, and clicks [ Delete ) , the user will be asked
to "confirm the deletion”, and if you press [OK] , the data will be

deleted from the database.

3. Note

An application has to be submitted to the E-Invoice Platform for the
transmission account and associated password. Refer to "E-Invoice

Platform service application form.doc" for the application process.
(XV) Certificate management
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > Certificate management

This function allows users for the certificate management
settings. Certificates defined here are used for signatures for data
uploads. If this Turnkey allows for data uploads and exchanges for
multiple business entities (tax ID numbers), it is allowed to define
multiple certificates for the signatures of corresponding data from
different sources.

Turnkey allows for the settings and use of multiple software
certificates and card certificates. However, attention is required as it
IS necessary to appoint which card certificate to be used at the
moment of using the Turnkey if multiple card certificates are defined
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in the Turnkey, and that certificate card has to be insert to the only
card reader in the computer, so that the card certificate is used

correctly for signature.

‘A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings - m} x

& & Transfer Settings Query Logs 4 Tools Help

. - y List of Certificate
‘ System Envircnment ‘

Setting i i . .
Certificate Id Type of Certificate Path of Certificate File
| Database Setting | 0017 PEX CAEINVturnkey\certt0017_90000017_20...
g ~ | | 0099 PEX CAEINVturnkey\cert\0099_90000099_20...
B2B Certificate
‘ directory settings ‘ 3642 PEX CAEINVturnkeyh\cert\3642_3642_541536...
7102 PEX CAEINVturnkey\cert\7102_00007102_pw...

Storage (certificate)
directory settings

Download process
directory settings

Invoice number . -
assignment message | Certificate Setting
directory settings

Certificate Id  (recommended to be a 4-digit number, and the value is determined by the user)

@ Transmission Account
management
- * | Certificate Password [] Password Already Encrypted

Certificate
Management

Type of Certificate

-

| Sender Management | PFX
Path of Certificate File

| User Management

|’ Check Environment |

@

A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Basic Settings — a x

-& {8 Transfer Settings Query Logs € Tools Help

¢ - + List of Certificate
‘ System Environment ‘

Setting

| Database Setting

B2B Certificate
directory settings

Storage (certificate)
directory settings

Download process
directory settings

Invoice number . .
assignment message Certificate Setting
directory settings

Certificate Id  (recommended to be a 4-digit number, and the value is determined by the user)

@ Transmission Account -
management
- ’ | Certificate Password Password Already Encrypted
‘ Certificate ‘ 00000000000000000000!
Management Type of Certificate

-

| Sender Management ‘ PFX
) | Path of Certificate File

|’ User Management ‘

CAEINVturnkey\cert\3642_3642_54153642_20220720093221170.pfx

| Check Environment ‘ - .
\ / Submit

& | After Editing, Please Press the Submit Button
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2. Operations

(1) Openthesettingpage: [ Transfer Settings] — [ Basic Settings)] —
[ Certificate management] .

(2) It provides the list of all certificates.
(3) Add operation mode:

(4) Users can directly fill in the credential information in the credential

settings field and press [ Add]) to add a new voucher.

(5) Edit operation mode:

When the user selects a piece of data in a table on the voucher
list page and presses [ Edit] , the certificate information can be
brought into the certificate setting field, and the user can edit the

information.

A. After entering the password field with a clear code, the system
encodes the password and then saves it, and the user can also use
the [Tools] — [Password Encryption] function in advance, first
obtain the ciphertext and enter it into this field, and check "Already

an encrypted password" when entering.

J. Voucher types are divided into Card and PFX (Software
Certificate). If the credential type is Card, the credential path is
not allowed to be edited. (as shown below).
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Certificate Setting

Certificate Id  (recommended to be a 4-digit number, and the value is determined by the user)
Certificate Password [] Password Already Encrypted
Type of Certificate
Card -
Path of Certificate File

K. When the user presses [OK] on the credential setting page,

except for the credential path when the credential type is Card,
the remaining fields must not be empty, encrypt the credential
password of the information and store it in the database, and copy
the credential to the default directory with the file name:

$credential code_$original file name.

When the user presses [ Cancel] on the voucher setting page,
the system will determine whether the information has been
modified, ask whether it is saved, and leave the setting page if

not.

. When the user selects a piece of information in a table on the

certificate list page and presses [Delete] , the data is deleted

from the data.

If it is a card voucher, you need to insert the card and enter the
correct password when registering the voucher, and the system
will verify whether the password is correct.

(6) Delete operation mode:

When the user selects a piece of data in the certificate list list on

the credential management page and clicks [Delete] , the user will
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be asked to "confirm the deletion"”, and if you press [OK] , the data

will be deleted from the database.

3. Note:

The certificate used for data signature here has to be registered with
the E-Invoice Platform before it can be used for this purpose. Or, the data
uploaded will be rejected because of the “Signature authentication

failed” error.
(XV1)Sender management
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > Sender management

This function allows the user for the maintenance of the
message sender list. A sender refers to a business entity or value-
added center uploading data through this Turnkey. For every sender,
the certificate defined in the certificate management will be used for
signature in the message sent, and data is uploaded to the E-Invoice
Platform and the data that the platform wants to route to the sender

is downloaded through the transmission account.
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A E-Invoice Turnkey (version = 3.0.42  Test Environment) Basic Settings — O s

4 {8 Transfer Settings Query Logs S\ Tools (2 Help

- List of Sender Config
System Environment
Setting . . . L
Sender Tax... Sender Cert... Description... Transmissio... Transmissi... Description... Sender Agent
[ Database Setting J 04133002 3002 PAQO1005 04133002 04133002 -.. No
90000017 0017 TEST PEODO1038 90000017 90000017 - .. No

B2B Certificate

directory settings

Storage (certificate)

directory settings

Download process

directory settings

Invoice number Setting of Sender

assignment message

directory settings Sender Tax 1D Number Sender Certificate Id

-

T ission A t S
[ @ rr::zzg;i?:t ceoun J Description of Sender Tax ID Number

Certificate Transmission Account

Management

Sender Transmission Routing Code

Management
[ User Management J Description of Transmission Routing
[ Check Environment J

[ Sender Agent [DElEle

o
Setting of Sender
Sender Tax ID Number Sender Certificate Id

04133002 -

Description of Sender Tax ID Number

Transmission Account

04133002 ™
Transmission Routing Code outing
PAOO1005

Description of Transmission Routing

04133002 - BEIZEATEZEEERNERALIABIEFEEE (B2BEXEA)
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A Query Routing Code O x

Routing Code Description of Transmission Routing Code

EINVCTO1 03722305 - IR AR EI R ER T 0 (B2BERA)

PSOO000T 00007102 - 3IEBIREE BBEE A BERMER L EBIE=FNED)
PS000002 00007102 - AIFEBIRES (B2BEFRARAMET L BIUE=FMESL)
PSO00003 00007102 - AIFRABIIRES (B2BEFRA RAMEF L BIUE=FMESD)
PSO00009 00007102 - AIFEBIRES (B2BEFRARAMET L BIUE=FMESL)
PSOO00T 1 00007102 - 3IEBIREE BBEE A BERMER L EBIE=FNED)
PSO00012 00007102 - AIFEBIRES (B2BEFRARAMET L BIUE=FMESL)
PS0O00014 00007102 - AIFRABIIRES (B2BEFRA RAMEF L BIUE=FMESD)

2. Operations

(1) Users must set the legal certificate in [ Voucher Settings] and set
the transmission account and password issued by the electronic
invoice platformin [ Transmission Account Settings] before they

can select in [ Sender Settings] .

(2) Add operation mode:

Users can fill in all the necessary fields in the sending settings
and pressthe [Add] buttonin [Sending Settings] toaddanew

sending information.

A. Except for the sender description, all fields are necessary values,
after entering [ Sender Compilation] , [ Sender Voucher] ,
[ Transmission Account] , users can use the [ Query Bypass
Code] function to query [ Transmission Wrap Code] and
[ Transmission Wrap Description ] , when the query result is
displayed, it will appear in the form of a list.

O. Please refer to the [Query Bypass Code] screen, where the
user needs to select arecord, pressthe [OK] button of [Query

Routing Code] , and fill in the selected [ Transmission Bypass
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Code] and [Transmission Wrap Description] into [ Sender
Settings] .

P. Edit operation mode:

The user selects the information in the table on the sender list

page and presses "Edit" to edit the data set by the sender.

B When the user presses [Cancel] on the sending settings page, the
system will determine whether the data has been modified, ask the user

whether to save it, and leave the setting page if not.

(3) Delete operation mode:

When the user presses [ Cancel] on the sending settings page,
the system will determine whether the data has been modified, ask

the user whether to save it, and leave the setting page if not.

(4) [ Deposit Agent] If the value-added center and the head office
upload invoices on their behalf, you should check this field, when the
system uploads the information and finds that there is no set business
person in Turnkey, the sender voucher and account information of
the "Deposit Agent” will be used by default to sign and transmit the
invoice information to the center. However, if the B2B exchange
invoice is transmitted, the operator must cooperate with the
integrated service platform operator to set the receipt method to be
received by the value-added center/head office, and the value-added
center/head office can only transmit it after confirming the

authorization.

3. Note

An application shall be submitted to the E-Invoice Platform for a
sender account and the corresponding route code. Refer to the “E-Invoice
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Platform service application form.doc" for the application process.
(XVII)  User Management
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > User Management

This feature provides users with permission control for logging
in to the Turnkey screen and the Turnkey function. When Turnkey is
initially installed, a default set of Turnkey accounts and passwords
will be established, the account/password is ADMIN/ADMIN, after
the user enters Turnkey, he can enter the user management function

and create the account password of the manager and user.

This account and the delivery account in Turnkey have different

meanings and functions, please be careful not to confuse

A E-Invoice Turnkey (version = 3.1.2 » Test Environment) Basic Settings - O X
@ {0 Transfer Settings Query Logs €, Tools Help

List of User
System Environment )

Setting
User Account User Password Role of User

67890 000000000000000. /dmin
abc 000000000000 000. (licnt
ADMIN 0000000000000 00.. Admin
client 0000000000000 00.. (lient
TINA 000000000000000. /dmin
USER1 000000000000 000. /Admin

Database Setting

directory settings

Storage (certificate)
directory settings

B2B Certificate ‘
Download process ‘

directory settings

assignment message
directory settings

Transmission Account
management

Certificate ‘ .

Management ) User Setting

Sender Management I Vs A

User Management I User Password [J Password Already Encrypted

|
I
|
|
|
’ Invoice number
|
|
I
|
I

Check Environment I Role of User Admin

Add
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2. Operations

(1) Add operation mode:

Userscanenter [User Account), [UserPassword), [User
Role]) in user settings, and press the [ Add] button to create a group

of user accounts.

(2) Edit operation mode:

If the user needs to change the password or role, he can first
select the information to be changed in the user list table, press the
[ Edit] button to edit, After the password field is entered again, the
system will encode the password and then save it, or you can use the
[ Tools] — [Password Encryption] function in advance, obtain
the ciphertext and enter it into this field, and check "Password
Already Encrypted"” when entering, and press [ Confirm] when the

modification is completed.

B When the user presses [ Cancel] on the user settings page, the
system will determine whether the data has been modified, ask the

user whether to save it, and leave the setting page if not.

(3) Delete operation mode:

When the user selects a piece of data in the table in the user list,
press [Delete] , the user will be asked to "confirm the deletion",

and if you press [OK] , the data will be deleted from the database.
(XVIII) Environment detection
1. Function descriptions

(1) Path: Transfer Settings > Basic Settings > Environment detection

This function provides that before users use the Turnkey method
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to transmit data, they must check the environment settings to ensure

the correctness of invoice transmission

A

.8 @TransferSettings Query Llogs 4 Tools Help

Download process »
Certificate Path Test

System Environment Database Connection Test
Setting
Database Setting | Transmission Connection test
B2B Certificate SFTP Connection test
directory settings

WEB API Connection test
Storage (certificate)
directory settings

B2B Exchange Path Test

directory settings

Invoice Number Assignment Message Pat...

assignment message

directory settings Download Process Path Test

Transmission Account | Test Result

management

File path test completed

Certificate
Management

Sender Management |

User Management |

@

|
‘ Invoice number
|
|
|

Check Environment |

2. Operations

(1) [Database Connection Test] Detects the database connection and
provides users to confirm whether the connection to the database is

successful.

(2) [ Transmission Account Connection Test] , [SFTP Connection
Test] , [WEB API Connection Test] detect the connection of the
electronic invoice platform and provide users with confirmation of

whether the connection with the central platform is successful.

A. [Transmission Account Connection Test] : The system will use
the transmission account and password set by the user in the

transfer account management page to confirm with the central
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platform whether the account is correct.

Q. [SFTP Connection Test] : The system uses the transfer account
and password to test the SFTP connection to the official

environment or test environment selected by the user.

R. [ WEB API Connection Test] : The system tests the API
connection URL of the official environment or test environment

of the central platform.

(3) [B2B Exchange Directory Test)] , [ Deposit Catalog Test] ,
[ Invoice Matching Message Catalog Test) , [ Download Process
Catalog Test] detect the transmission file directory, and provide

users to confirm whether the directory exists.

(4) Under the item to be tested, press the [ Test] button, if it is
successful, a green tick will appear behind, and if it fails, a red X will
appear, and the result of the test will also be notified in the [ Test
Result] field below

(XIX)Receiver settings
1. Function descriptions

(1) Path: Transfer Settings > Receiver Settings

This function provides users with the information exchanged by
maintaining B2B and the uniform number of the data recipient
corresponds to the routing code of the receiving method. When
uploading invoice information, the sender should set up a routing
code registered by the recipient on the integrated service platform
here. However, this system also provides the function of automatic
setting; When the recipient of the B2B exchange invoice is not set,
the system will automatically go to the integration service platform
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to query the recipient's shipping code and write back this setting.

‘A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Receiver Settings - [m] x

& {6 Transfer Settings Query Logs  ©4 Tools Help

List of Receiver Config

Receiver Tax ID Number  Description of Receiver Tax ID Nu... Receiver Routing Code Description of Receiver Routing C...
00007102 00007102 - BlEBRASEZEET (B2..  PRO00002 00007102 W H4EEHFSR
00007104 7104 DEF PEQCO383 00007104 - BIFEMEPLBIRAS (..
54153642 Insert by Turnkey PFO02936 54153642 - SEESEBFEIRLE (.
90000017 TEST PE0O1038 90000017 - *****17 (B2BEEA)
e

Setting of Receiver

Receiver Tax ID Number

Description of Receiver Tax ID Number

Receiver Routing Code

Description of Receiver Routing Code

2. Operations

(1) Add operation mode:

After the user enters all the necessary fields for recipient settings
on the recipient settings page, pressing [Add] will create a set of

recipient setting information.

A. Allfields are required except the recipient description. The user sets
the [Recipient Compilation] of the data recipient operator at the
time of B2B exchange, and uses the [ Query Wrap Code ] function
to query the [Receiving Wrap Code ) and [ Receiving Wrap
Description] of the value-added center responsible for receiving
data. The query result will appear in the form of a list, the user needs

to select a record on this screen, press the [ OK])button of [Query
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Wrap Code] , and fill in the selected [ Receive Wrap Code] and
[ Receive Wrap Description]) into [ Recipient Settings] .

S. Atfter filling in all the necessary fields, press the OK button in
[ Recipient Settings] to add a new record.
(2) Edit operation mode:
The user selects a piece of information in the table in the

recipient list and presses [Edit] to edit the data.

A. When the user presses [OK] on the recipient settings page, the

data completed by the change will be stored in the database.

T. When the user presses [ Cancel] on the recipient setting page,
the system will determine whether the data has been modified,
ask the user whether to save it, and leave the setting page if not.

(3) Delete operation mode:

The user selects a piece of data in the table in the recipient list,
presses [ Delete] , the system will ask the user to "confirm the

deletion”, if you press [OK] to delete the data from the database.
(XX) View message logs
1. Function descriptions

(1) Path: Transaction log search > View message logs

This function allows the user to search for any message log
processed during Turnkey operations. It provides an easy-to-use
interface that allows the user to search for the information about the
process and status of the information processed.
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A

A {© Transfer Settings Querylogs =\ Tools Help

Seq N

SeqNo Sub Invoice Identifier uuIiD Mes.. Cat.. Proc.. Sender Receiver Message Date Sta.. I/O

2. Operations

(1) Before viewing any message log, it is necessary to enter the search

(2)

(3)
(4)
()

criteria. If none is provided, the event logs for the latest hour are
shown. The default number of logs to be searched is 1,000 and the

system provides the support for up to 9,999.

Click on [ Search ] after entering the search criteria and the

information required is shown based on the criteria provided.
Click on [Reset] to reset all search criteria and results.
By default, the logs are sorted by message dates.

In the record of the query result, click the specific record you want
to query, you can click [Show Master File] , the system defaults
to display the master file, and if you want to view the details, you can
switch the single selection button to display the details.
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(6)

(7)

(8)

(9)

In the record of the query result, click on the specific record you want
to query, and you can click [ Show Details] to know the processing

status of the information and the current file location.

Before querying, you can check [ Group ], and the screen will display
a processing status record for the same batch of stored invoice

records.

For the message with status E (Error, Error), click [Show Event
Record] toopenthe [View Event Record Details] screen to know
the cause of the error in more detail. Learn more detailed error
descriptions. For more information about event logging, see the next

section.

Status: it tells the result of an invoice being uploaded or processed.

The following provides what each of the statuses means.

A. P: Processing; upload or download again if the status stays at P

constantly.
U. G: Data is uploaded or downloaded.

V. C: Data is uploaded and the certificate of the Platform
acknowledgement or message of successful exchange/processing
is received. The data to be uploaded has to be in this status to

indicate that the data is uploaded successfully.

W. I: The data processing is interrupted and will resume

automatically after the program is rerun or the error is removed.

X. E: A format or signature error occurs while the data is being
uploaded, or an error from the E-Invoice Platform is received
after the data is uploaded. For troubleshooting this error, refer to

Chapter VIII and Appendix 1, the error message code table and
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how to troubleshoot.

Y. 10 description: O indicates uploading B2S certificate invoice
data or B2B exchange data and B2P invoice number distribution

file, and | indicates downloading B2B exchange data.
(XXI)View event logs
1. Function descriptions

(1) Path: Transaction log search > View event logs

This function allows the user to search for any error log
generated during Turnkey operations. It provides an easy-to-use
interface to allow users to search for the cause of error during

message processing.

& E-Invoice Turnkey (version = 3.0.42 » Test Enviranment) Query System Event Log - O X
A {8 Transfer Settings Query Logs S\ Tools Help
Seq No Sub Seq No Tax Id Query Count 1000
uuID StartTime 2023  yr 02 * m 01 ~d 00 ~ hr 00 ~ min

Error Code - EndTime 2023 yr 02 * m 17 = d 23 ~ hr 59 ~ min

Event Time SeqNo Sub.. Taxld uuID Error Code Message1
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C -
2023-02-07 11:52:50.... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50.... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50.... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-Bedc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45c6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50.... N26016T7 00001 04133002 63702c44-58e8-45¢c6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50.... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢H-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-58e8-45¢6-8edc-8fa136582370 -017:SFTP Send Fail code: <sftpFail> C
2023-02-07 11:52:50... N26016T7 00001 04133002 63702c44-5828-45¢6-8edc-8fa136582370  -017:SFTP Send Fail code: <sftoFail> C
< >
& Query Success Number of Data: 1000

Figure 5-1 ~ Figure 1 View the function of event record query
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‘A& E-Invoice Tumnkey (version = 3.0.42 » Test Environment) Query System Event Log - O x

A {8 Transfer Settings Query Logs %\ Tooals Help

Seq No Sub Seq No Tax Id Query Count 1000
uuID StartTime 2023  yr 02 * m 01 ~d 00 ~ hr 00 ~ min

Error Code - EndTime 2023 yr 02 * m 17 - d 23 = hr 59 ~ min

QO List @ Detail

Seq No N26016T7 Sub Seq No 00001 Error Code -017:SFTP Send Fail

Tax Id 04133002 uuID 63702c44-58e8-45¢c6-8edc-8fa1365

Event Time 2023-02-07 11:52:50.804

Error messa... gov.nat.einvoice.tky.job.SendFile

Error messa... gov.nat.einvoice.tky.job

Error messa... process: 508

Error Code

code: <sftpFail> Cannot put file to SFTP server: {C005, I/0 fail}, 04133002, 4: java.io.|OException:
Pipe closed

Message1

& Show Detail Log

Figure 5-2 ~ Detailed view of individual items of incident records

2. Operations

(1) View event log query (Reference Figure 1 View event log query

function diagram)

A. Before viewing the event records, you need to enter the query
conditions, if none of them are entered, the event records from
00:00 am to 23:59 of the previous day are displayed by default, and
the default number of queries is 1000, and the maximum number of
queries can be supported up to 9999.

Z. Click on [Search] after entering the search criteria and the

information required is shown based on the criteria provided.
AA.Click on [Reset] to reset all search criteria and results.
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BB.By default, the logs are sorted by event dates.

(2) View the individual item details of the event log (refer to Figure 2

View the single item details of the event log)

A. In the list of event record query results, after clicking the specific
record of the details you want to query, you can toggle the single
selection button [ Single Item Details] to openthe [View Event

Record Details Jscreen to know the cause of the error in more detail.
(XXII)  Message log statistics
1. Function descriptions

(1) Path: Transaction log search > Message log statistics

This function is similar to view message logs, except that the
location of the file to which the search results are exported has to be
entered before the search starts, and the system will export the search
results in CSV format. In addition, the upper limit of 9,999 pieces of
data does not apply to this statistical data, which allows business

entities to check if the invoices are uploaded correctly.
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A E-Invoice Turnkey (version = 3.0.42 + Test Environment) Query System Event Log - m] X

& {8} Transfer Settings Query Logs S Tools Help

Sender Tax Id Receiver Tax ID

Category Type A Process Type -
Message Type Status b
1/O - File Name
Start Time 2023 yr 02 v m 16 ~ d 00 v hr 00 ¥ min
EndTime 2023 yr 02+ m 17 - d 23 +  hr 59 ¥ min

[ Create Report

2. Operation instructions
(1) Message log statistics

A. Before recording statistical information, you need to enter the query
conditions. If neither is entered, the event records from 00:00 a.m.
of the previous day to 23:59 of the current day will be displayed by
default.

B. After inputting the query conditions, press the [Query] button to
obtain the number of data items based on the input conditions.

C. Press the [Reset] button to clear all query conditions and query
results.

D. Check the box to generate a report, select the file location and file
name, and click the [Query] button to save the query data in the
specified file in CSV format.
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_ 2 54153642 20240906173605052 B: E O AD101PH5050240820240501  af8fdb04-3a2a-40e0-bf20-092ee24b2525 \EINVAUpCast\B2E
_ 3 54153642 90000017 20240906173605188 B2B EXCHANGE A0101 E O A0101PH5050240920240602  d4e8f807-4726-499b-ae0a-d3d8e561e3e6 \EINVAUpCast\B2E
_4 54153642 90000017 20240906173605304 B2B STORAGE ~ A0401 E O AD401PH5050243020240525  af8c15d9-24c9-4650-8771-782b48b61c69 \EINVIUpCast\B2E
_ 5 54153642 90000017 20240906173605304 B2B STORAGE ~ A0401 E QO A0401PH5050242920240608  af8c15d9-24c9-4650-8771-782b48b61c69 \EINVIUpCast\B2E
_6 54153642 90000017 20240906173605304 B2B STORAGE ~ A0401 E O A0401PH5050242820240506  afc15d9-24¢0-4650-8771-782b48b61c69 NEINVIUpCast\B2E
_ 7 54153642 90000098 20240906173942449 B2B EXCHANGE A0101 E O AD101PH5050240820240609  fel6e9ec-00fb-4b13-983c-c85a9callf25 \EINVAUpCast\B2B
_ 8 54153642 90000098 20240906173942486 B2B EXCHANGE A0101 E O  A0101PH5050240820240514  a76f5518-e7al-47ec-8158-e8e57bfc69e2 \EINVAUpCast\B2E
_ 9 54153642 90000098 20240906173942545 B2B STORAGE  A0401 E O A0401PH5050242920240502  136e3c1b-dfab-4bfl-b734-bab928dc2aff  \EINVIUpCast\B2E
_10 |54153642 90000098 20240906173942545 B2B STORAGE ~ A0401 E O A0401PH5050242820240520  136e3c1b-dfab-4bf1-b734-bab928dc2aff  \EINVAUpCastB2E
_11 /54153642 90000098 20240906175202255 B2B EXCHANGE A0101 E O A0101PH5050241020240515  dgeedb9f-71a8-421f-ae7a-edc384200103 \EINVUpCast\B2E
_12 |54153642 90000098 20240906175202375 B2B EXCHANGE A0101 E O AD101PH5050241120240505  0dd15f39-04f7-4e96-8711-0121b264578a \EINVAUpCast\B2B
_13 |54153642 90000098 20240906175202453 B2B STORAGE  A0401 E O A0401PH5050243120240608  f496c367-blad-4250-86df-8b2eabe26d8a \EINVAUpCast\B2E
_14 |54153642 90000098 20240906175202453 B2B STORAGE  A0401 E O A0401PH5050243020240612  f496c367-blad-4250-86df-8b2eabe26d8a \EINVIUpCast\B2E
_15 |54153642 90000098 20240906182520245 B2B EXCHANGE A0101 E O A0101PH5050241320240526  2c069272-8ff2-4496-9b7a-1d7ac39f5c7b  \EINVIUpCast\B2E
_16 54153642 90000098 20240906182520352 B2B EXCHANGE A0101 E QO A0101PH5050241220240603  ff9c2f98-4e4b-4f48-96ec-156894ee32de  \EINVUpCast\B2B
_17 |54153642 90000098 20240906182520414 B2B STORAGE  A0401 E O A0401PH5050243220240607  dfcOebdi-chlc-4ee5-8bad-0f22f75d7495 \EINVIUpCast\B2E
_18 |54153642 90000098 20240906182520414 B2B STORAGE  A0401 E O AD401PH5050243320240510  dfc9ebdf-cblc-4ee5-8bag-9f22f75d7495 \EINVAUpCast\B2B
_19 |54153642 90000098 20240906183623798 B2B EXCHANGE A0101 G O A0101PH5050241320240526  eb7e2f4d-e964-47c1-abff-6c6bdf74bda5 \EINVAUpCast\B2E
_20 |54153642 90000098 20240906183623928 B2B EXCHANGE A0101 G O A0101PH5050241220240603  3ccOf80f-9d7i-4345-9650-f829351f89a5  \EINVAUpCast\B2E
_21 54153642 90000098 20240906183623991 B2B STORAGE ~ A0401 E QO A0401PH5050243220240607  5482af33-1482-445c-af8c-f0faeedal09d \EINVIUpCast\B2E
22 |54153642 90000098 20240906183623991 B2B STORAGE  A0401 E O A0401PH5050243320240510  5482af33-1462-445c-afSc-f0faeedal0dd \EINVIUpCast\B2E
_23 |00007102 54153642 20240906183858983 B2B EXCHANGE A0102 G | AD102PH5050010720240530  23b6b075-2073-4fb1-912f-45ec686d623c \EINVAReceiyeFile'
_24 |00007102 54153642 20240906183859029 B2B EXCHANGE A0102 G | A0102PH5050010920240529  cde4526f-add1-4d79-83a5-949f3497699 \EINVAReceiveFile'
_25 |00007102 54153642 20240906183859071 B2B EXCHANGE A0102 G | AD102PH5050010820240527  96290335-9b8d-4c48-ab75-d654017f24ee \EINVAReceiveFile'
_26 (00007102 54153642 20240906183859109 B2B EXCHANGE A0102 G | A0102PH5050011020240507  d6a70cab-85(7-488d-b671-de43c889b2d9 \EINVAReceiveFile'
_27 |00007102 54153642 20240906183850148 B2B EXCHANGE A0102 G | A0102PH5050010620240506  69e87508-7041-4d0e-aada-fccOc827hb90d NEINVAReceiyeFile'
_28 (00007102 54153642 20240906183859185 B2B EXCHANGE A0102 G | AD102MK0000001320240115  1c38fced-3866-4d5e-aBfd-ffc5c5a04685 \EINVAReceiveFile'
_29 |00007102 54153642 20240906183859218 B2B EXCHANGE A0102 G | A0102MK0000001520240112  063d881b-5bee-4498-b8d3-4a5c5d40c5er \EINVAReceiveFile'
30 |00007102 54153642 20240906183859250 B2B EXCHANGE A0102 G | A0102MK0000001220240108  6990882a-fb78-4552-8abd-8ccdbe449h73 \EINVAReceiveFile'
31 /00007102 54153642 20240906183859291 B2B EXCHANGE A0102 G | A0102MK0000001420240102  87bf7280-1d37-4f4a-b0d4-7f07c1450a44 \EINVAReceiveFile'
32 | 20241119163936005 B2B EXCHANGE A0101 P | 112¢50a-8d41-4624-b536-2ad092124083 \EINVAReceiveFile'
33 20241119164801757 B2B EXCHANGE A0101 P | f112c50a-8d41-4624-b536-2ad092124083 \EINVAReceiveFile'

(XXI)  Query receiver routing code

1. Function descriptions

(1) Path: Tools > Query receiver routing code

This function provides users with a specific unified number,
registration on the electronic invoice integration service platform or
allow the collection and delivery of the winding code. As shown in

the figure below
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&) E-Invoice Tumkey (version = 3.0.42 + Test Environment) Query Receiver Routing Code - o x
& {& Transfer Settings Query Logs <\ Tools Help

Transmission Account

00007102 -
Tax ID Number
00007102

Query Routing Code
°
‘A Query Routing Code O x
Routing Code Description of Transmission Routing Code

EINVCTOT 03722305 - I HERERT L (B2BEEA) -
PS0O00001 00007102 - AFEBR LS (B2BERA BERMET L BUE=SMEF L)
PS0O00002 00007102 - AFEBRLE (B2BERA BERMET L BUE=SMEF L)
PS0O00003 00007102 - AFEBR LS (B2BERA BERMET L BUE=SMEF L)
PS0O00009 00007102 - AFEBRLE (B2BERA BERMET L BUE=SMEF L)
PSO00011 00007102 - AFEBR LS (B2BERA BERMET L BUE=SMEF L)
PS0O00012 00007102 - AFEBRLE (B2BERA BERMET L BUE=SMEF L)
PS000014 00007102 - AFEBR LS (B2BERA BERMET L BUE=SMEF L)
% ¥

2. Operations

(1) Users must set the transfer account number and password provided
by the e-Invoice Center in the settings of [ Basic Settings] —

[ Transfer Account Lis] in advance to have query authority.
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(2) Once the settings are done, the user only has to select the

transmission account and provide the tax ID number for searching.

(XX1V) Clearance settings
1. Function descriptions

(1) Path: Tools > Clearance settings

This function provides users with the ability to clear databases

and physical files.

A

# {8 Transfer Settings Query Logs € Tools Help

delete 30 days

[ Clear Message Logs
[0 Clear Event Logs
Clear Physical Files
[ Clear All

Execute

2. Operations

(1) Set the data to be deleted a few days ago, check [Clear Message
Records], [Clear EventRecords] [Clear Entity Files]or [Select
All] , and click [Execute] .
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(XXV)  Password Encryption
1. Function descriptions

(1) Path: Tools > Password Encryption

If the administrator does not want the user to know the password
content when entering the credential password, he can use this
function to encrypt the credential password first, and then provide the

ciphertext of the Turnkey operator to enter the credential password.

A E-Invoice Tumkey (version = 3.0.42 + Test Environment) Password Encryption - m] b

# & Transfer Settings Query Logs Tools Help

Plain Text

Encrypted Text

{CHTAESIFItkUNHaNNP+nlSzvww 1 oRW/uOVOdH76

& Encrypt Success

2. Operations

(1) After the user has given the plaintext, press the [Encrypt] button
to obtain a set of encrypted strings inthe [ Ciphertext] field, which
can be used to type the [Credential List]) setting or [ Transfer

Account List] settings to achieve the purpose of hiding the plaintext.
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(XXVI) Make software credentials
1. Function

(1) Path: Tool > Produce Software Certificate

This function can provide a user to produce the KEY and
Certificate Signing Request (CSR). Non IC card certificate (CER) is
applied to CA through Certificate Signing Request (CSR), and then
CER is assembled as software certificate. The flows are described as

follows:

Step Item

Produce KEY

Produce Certificate Signing Request (CSR)
Apply to CER through CA

Produce PFX

AW IN|F

A. Step 1 Generate a key: Enter the "Uniform Number" and
"Password" (the password can only use an 8-digit alphanumeric
combination) and click the "Generate Key" button to generate the
unified key file and The file placement path is shown below. This

file will be used in both steps 2 and 3. Please keep it properly.
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A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT ' Test Environment) Make PFX

A Transfer Settings Querylogs ) Tools Help

Step1. Generate Key | Step2. Generate CSR | Step3. Generate PEX

Tax |D Number
54153642

Setup Password(Please enter 8-digit alphanumeric characters)

enerate Key

C:\Users\dogto\test\EINVTurnkey320_7_3642\\cerf\PFX\54153642_20250108154350.key

& Key Generation Completed

CC.Step 2: Produce CSR: When entering “File Path in Step 1 and
“Password” to press “Produce CSR”, CSR for the Invoice No.
will be produced and the file path will be displayed below.

A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT 1 Test Environment) Make PFX

& S Transfer Settings Query Logs € Tools Help

Stepl. Generate Key | Step2. Generate CSR || Step3. Generate PFX
File Path

C:\Users\dogto\test\E\ NVTurn key320,7,3642\.\(&"\PFX\541 53642 _202501081 54350.key
Password(Please enter 8-digit alphanumeric characters)

Generate CSR

Generate CSR File Path:
C\Users\dogto\test\EINVTurnkey320_7_3642\\cert\PFX\54153642_20250108154350.c

sr

& CSRProduction Completed
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DD. After you finish Step 2, please reference below category to apply
Non IC card certificate (CER).

B Domestic suppliers are applied through Corporate CA.

B Mixed organization and cross-border E-service suppliers are applied

through miXed organization Certification Authority(XCA).

Taking the Business Voucher Management Center as an
example, please first connect to the "
https://moeaca.nat.gov.tw/other/index.html " portal page (as shown

below) to read the relevant application precautions.

a. Click the orange button in the middle of "Fill in Application

Information Online™ to enter the online form filling process.

— @ St 3l . N + A #Et - g
= LA OP IEEEEEE o cNESE - BHNOE - BEE - MREM . PUSE - BERE

Ministry of Economic Affairs

RY R RAEEZE i3=EX EEEE THEE
- JEICEEE > >
OFi"F TR - _
BENEARATFEASEIAT - A48 ; KERABIEREEYEREE A
. EEEIGEIINE REE S M R S T B i -
T RE@EF FEICEEE R SIE SR TR EL R AT Y S S B REICELISMISEA - 1
WF  PRARSSRS . AARECESTOE A . CRNRLS TERANEE
R g; kggifﬁﬁ HARECEETIE YA . SRR A& E
Y mEEE M) 3 RS -
BEIFICEAT - BB Y 2SR ECIEFICEOER - & HESEEERAT -
O M-S ISR BERECSREF - AR AEICEE T HES -
- BEEREBRRCSRE - SEFEE LB RTH EOLESS - MERRERL
= ER@ES  TEREIERECESHE - LAMFEUESRTIEEES -
O EEHHEFICE pEIEICERERBINE - AREREAERDS -
~ BEABZABE
* eazgIEICE
O BB ARG

b. Go to the webpage shown in the figure below and follow the
application process described on the left until the online

application form is completed.
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Ministry of Economic Affairs
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c. Please remember to select "Non-1C Card" voucher application..
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d. After the application is approved, you will receive an E-mail

notification from the CA Center, please use the original

application contact account and the serial number of the
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obtained software certificate to download the certificate (CER

file) from the original website.

EE. Step 3: Assemble PFX/Certificate”: When you enter “File Path
in Step 17, “File Path for CER” and “Password” to press
“Assemble PFX/Certificate”, PFX for the Invoice No. will be
produced and the file path will be displayed below.

A E-Invoice Turnkey (version = 3.2.0-SNAPSHOT 1 Test Environment) Make PFX - [m] x

A ) Transfer Settings Query Logs <\ Tools Help

Stepl. Generate Key | Step2. Generate CSR | Step3. Generate PFX

Step1. File Path

CA\Users\dogto\test\EINVTurnkey320_7_3642\\cert\PFX\54153642_20250108154350.key
CER File Path
CAUsers\dogto\testEINVTurnkey320_7_3642\cert\PPX\AG3711COBF11446EF62BC51CDD02855 2. cer

Password(Please enter 8-digit alphanumeric characters)

00000000 Generate PFX

@ CSRProduction Completed

(2) Register Certificate: Please register software certificate in E-Invoice
Platform. Please select CER, and then click “Register Software
Certificate”.

93



/s R TR
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H—ERTE 90000017 v
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« BHEWEE
4 ER

W THETER -SSR (PRIIR

(3) Add Certificate on Turnkey: In System Management> Certificate

Management, add the certificate data.

A E-Invoice Tumkey (v =3.042 - Test Enviranment) Basic Settings - [m] X

Es @TransferSettmgs Query Logs 4 Tools Help

——————————— Listof Certificate
System Environment
Setting . - . .
Certificate Id Type of Certificate Path of Certificate File
Database Semng 0017 PEX CAEINVturnkey\cert\0017_80000017_20...
—f 0099 PEX CAEINVturnkey\cert\0099_90000099_20...
B2B Certificate
directory settings 3642 PFX CAEINVturnkey\cert\3642_3642_541536...
7102 PEX CAEINVturnkey\cert\7102_00007102_pw...

dlrectory settings

Storage ((eltlfl(ate) ‘
Downlcad process ‘

dlrectory settings

Certificate Setting

( r(m ateld (recommended to be a 4-digit number, and the value is determined by the user)
“oiunate

assignment message
directory settings

@ Transmlsslon Account

management D —
Certificate Password  [[] Password Already Encrypted
Certificate ‘
Management ) | Type of Certificate
Sender Managemenl ‘ PFX M

Path of Certificate File

User Managememt
/ Browse

‘ Invoice number
‘ Check Environment ‘

(4) Create software voucher error messages and how to deal with them:

A. Certificate File (CER) does not match key file: \erify that the
key file of the CER file is correct.

B. Incorrect contents of the certificate file (CER) or key file: The
documents are corrupted, cannot be merged, and may need to be
remade.

C. The content of the certificate file (CER) is incorrect: The
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information of the certificate file is damaged, please confirm

whether the download is complete.

D. Certificate signature verification failed, please request a new

software credential: PFX could not be signed, to be remade.

(XXVII) Goalkeeper
1. Function

(1) Path: Tool > Goalkeeper

Goalkeeper is a function for Goalkeeper Scheduling Settings
and QR Code Verification. Which allows user to generate selected
report by scheduled time. Users may use generated reports to check

the number of uploaded invoices to prevent missed upload.

Goalkeeper function includes [ Goalkeeper Scheduling
Settings] and [QR Code Verification] tabs shown as below:

A E-Invoice Turnkey (version = 3.1.0  Test Environment) Goalkeeper - m] X
;{8 Transfer Settings Query Logs )\ Tools Help
Goalkeeper Setting | QR Code Verification
Enable Goal...
Report Directory  C:\EINVturnkey\rpt
=

Report Schedule Setting

Report Type Turnkey Processing Failure List v

[ Enable Rules

Schedule Time Hour Minute Add
Report Type Enable Schedule Time
Certificate Checklist Y 09:10
Invoice Transmission Date 2023 YT 10 ~ M 25 ~ d
Turnkey Processing Fail... Certificate Checklist
©
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2.

[ Goalkeeper Schedule] Operating instructions

(1) Enable goalkeeper: After the setting is enabled, the system will check
the report corresponding to the production system at the scheduled

time according to the type of enabled report set by the user.

(2) Report production catalog: This field is required when the goalkeeper
is enabled, and can be filled in by the user or click [Browse] to

select the report production catalog.
(3) Report scheduling settings

A. Report type: There are two categories, each type only provides to

set a schedule.

E. Enable rule: When Enable rule is checked, the report will be

scheduled for the enabled report only after the schedule is started.
(4) Schedule time: 24-hour clock.

(5) Add operation mode:

Click Report Type and Set Schedule Time, select Enable Rule,
and then pressthe [Add] button to save the report schedule setting
data.

(6) Edit operation mode:

Users can select a report schedule data in the scheduling list,
then click the [Edit] button to change the report scheduling data,
and then click the [Save] buttonto complete the modification after
modification.

When the user presses [Cancel] on the report schedule setting page,
the system will determine whether the data has been modified, ask the
user whether to save it, and leave the setting page if not.
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(7) Delete operation mode:

When the user selects a report scheduling data in the schedule
list and then presses Delete, the system asks the user to confirm the
deletion, and if you press OK, the data will be deleted from the

database.

(8) Report printing function:

3.

T%
UpCast
Pack
SendFile
UpCast

Report printing function: Users can directly choose to enter a
specific invoice transmission date, and then press the report button to
be produced [ Certificate Checklist) , [Failure List by Turnkey] to

produce the corresponding report data.

[ Goalkeeper Schedule Settings] report type description

Types of Goalkeeper Report are as follow:

(1) Failure List by Turnkey: Collect Upload Mission, Message Type,
Upload Processing Time, Uploaded File Path, and Failure Reason on
Turnkey. The list directory refers to the figure below. Invoices didn’t
transmission to platform. Error invoices should be revise and re-

upload to platform, otherwise it will cause missed uploads.

SR CEERERR LEREEE eSS
A0101  "20221207174346926 \A0101\ERR\20221207\17\32_A0101_ASD0000100.xml Validate message by xsd fail
A0101  "20221207174457160 BAK\20221207\17\32 A0101_AS00000100.xml_041330 Cannot call webservice

A0101  "20221207174457160 ERR\20221207\1 8w32_A0101_AS00000100 xml_041330 Cannot call webservice
A0101  "20221207174457160 BAK20221207\17Ww32_A0101_AS00000100.xml Cannot call webservice
fotal 39

(2) Certificate checklist:

A. If the " Certificate Checklist" is set in the report schedule, the
system will also add the "List of Uploaded Invoices™ and "Platform

Reply Failure List".
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F. The source of its information is the enhanced statistics of "List
of Uploaded Invoices™ and "List of Platform Reply Failures”, and
the Deposit Checklist provides two tabs of "Checklist" and
"Deposit Statistics”, which are divided according to the sender
(If there is a sender in the sender settings that does not transmit
the invoice within the statistical invoice transmission date,
Turnkey will also generate a certificate checklist with the sender

unified transmission quantity of 0).

G. MIGs E0401 and EO0402 are not included in the Certificate
Checklist statistics because the platform does not perform data
statistics (SummaryResult) on them. Similarly, messages E0501,
E0502, E0503, and E0504 are excluded from the statistics as they

are merely shared message files for business users to download.

H. "Checklist": sub-platform side and turnkey side. "Deposit
Statistics": counts the number of invoices with successful deposit

and the number of invoices for each error code.

I. Platform side: Count the number of successful and abnormal data
storage of the sender's winding code. The SIG block is the
number of files received by the statistical platform. The MIG
block is the number of invoices received by the statistical
platform. For example, if you upload 10 invoices for evidence
storage and combine them into one file and upload them to the
platform, the statistical data SIG is 1 and MIG is 10. If there is
an error in one of the invoices in this upload, 1 SIG, 9 MIG, and
1 MIG will be recorded. If the evidence preservation invoice to
which the sender winds the code belongs is not successfully

uploaded to the platform, the report will also list the information
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that the tracking code has a statistical value of 0 on the platform
side (there will be an abnormal number of evidence storage on
the turnkey side).

J. Turnkey side: The source is the Turnkey database. The number
of SendFile tasks with the status G of the statistical
TURNKEY_ MESSAGE_LOG_DETAIL (hereinafter referred to
as msgLogDtl) is successfully transmitted, and the number of
SendFile tasks with the status of G is counted as uuid (hereinafter
referred to as msgLog), and the record file with status C in the
uuid statistics TURNKEY_MESSAGE_LOG (hereinafter
referred to as msgLog) is used to count the successful or failed
invoices merged in msgLog, when one of the invoices fails, the

SIG is recorded as a Evidence Exception (SIG).

EBmAOFASEIE  2022/12/07

BT "04133002
Fals Turnkeyi®
BEREER FRAD | FRER | TR | FRER EHEE E&Gig; | FEA | FRE | 78 | FEE
B SUEEl | (SIG) (s16) | (MIG) | (MIG) HE | =8| msie | hisie | Esie) | Time) | Emic)
PA001005 | A0401 1 1 10 1 PA001005 | A0401 2 2 1 10 1
PA001005 | A0101 5 2 5 2 PA001005 | A0101 7 5 13 5 13
Total 6 3 15 3 Total g 7 14 15 14

4. [QRCode Verification] Operating instructions
[ QRCode Verification] Provide AES key generation and QRCode

verification functions, which is convenient for users to make QRCode and
verify the correctness of QRCode production. For details about encryption
and decryption, see the platform encryption and decryption API
instruction manual.
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& E-Invoice Turnkey (version = 3.0.42  Test Enviranment) Goalkeeper - m] X

# & Transfer Settings Query Logs <\ Tools Help

Goalkeeper Setting | QR Code Verification

AES Key Generation

Please Enter Pa... Generate AES Key

AES Key

QR Code Verification
QR Code Encrypted String

QR code Decry... @® Password Seed O 32-bit Keys(Base 16)
Key QR Code Verification
P

(1) AES Key Generation : Enter Password seed, click [ Generate AES
Key] button to generate AES Key.

(2) QR Code Verification: Enter Encrypted QR Code String, select QR
Code Decryption Method and enter the required key into Key input
field. Click [QR Code Verification] button to check the success
or error message displayed as a result for QR code verification.

(XXVIII) File encryption and decryption

1. Function

(1) Path : Tools > File encryption and decryption

Encryption: The backup file uploaded to the e-invoice platform
IS encrypted again and stored in the encodeFolder directory of the

working directory.
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(2) Decryption: Select the file to be decrypted with the subfile
name .encode to perform file decryption.

A E-lnvoice Turnkey (version = 3.1.0 » Test Environment) File Encryption

& {8} Transfer Settings Query Llogs 4 Tools Help

“Encrypt

[ Enable File Encryption Backup

Encrypted Files Are Stored at Working Path/  encodeFolder

“Decrypt

The Path of the File to be Decrypted

(3) Operations

A. [Encryption]: Select [Enable Upload File Encryption Backup],
enter [SetPassword] ,andpressthe [OK] button to save the
data to the parameter file.

K. The files uploaded to the electronic invoice platform will be
encrypted into files with the .encode extension and stored in the
encodeFolder directory of the working directory.

L. [Decryption]) : Pressthe [Browse] buttonand select the file
with the .encode extension. Pressing the [ Perform Decryption]

button will decrypt the file, and the file name .decode will be
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stored in the working directory.

M. [Winning Inventory Password] : Enter the same password as
the electronic invoice platform and pressthe [OK] button so

that the platform can decrypt the winning register smoothly.

(XXIX) Helper
1. Function

(1) Path : Description > About
About: Displays the Turnkey installation version and the

version of the Gateway API.

About 0

EINVTurnkey: 3.0.0
Gateway API: 3.0.0
Copyright: ¢ 2022

All Rigth Reserved
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V1. Text mode Operations

() Common function

1. m : Reload menu

1)

(2)

(3)

(1)

To execute the upload task immediately, the execution status may
change over time, you can enter "m" to refresh the status. Please refer
to this manual [VI. 2.(2). v] .

Perform the Download Now task, the execution status may change
over time, you can enter "M" to refresh the status. Please refer to this
manual [VI.2.(2).vi]) .

After starting the schedule, the running status may change over time,
you can enter "m" to refresh the status. Please refer to this manual
[VI.2.(2).vii] .

: Help

Execute the upload task now, the execution status may change over
time, you can enter "m" to refresh the status. Please refer to this
manual [VI. 2.(2).v] .

A. To access the file encryption and decryption function, please
refer to this manual [VI.28.(1)] -

B. Enter "h".
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(o]

3. q: Back

(1) Menus and functions have a hierarchical concept, if you need to go
back to the upper level to perform other actions, you can enter "'g" to
achieve the effect. This example demonstrates how to self-schedule

the setting - set the scheduling function and return to the vertex menu.

A. To go to Schedule Settings - Set Scheduling Function, please
refer to this manual [VI1.2.(1)] -

B. Enter "g" to return to the schedule setting function.
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ct oan itewm, or prezs m to refresh menu: g

C. Enter "g" to return to the transmission settings menu.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Idle

. Help
q. Back
Please select an item, or press m to refresh menu: q

D. Enter "g" to return to Top.

tings

prezz m to refresh menn:

- press n to refreszh menu:

(I1) Scheduling settings
1. Path: Transfer settings > Scheduling settings

(1) Enter "1" to enter the transfer settings menu.
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Location:

TIH

]

«m to refresh menu: 1

2. Functional operation instructions
(1) Query Schedules

A. Enter "1" to enter the setting scheduling function.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Idle
Help
. Back
Please select an item, or press m to refresh menu: 1

B. Enter "1" to query all current schedules.
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Fresh menu:

Set Schedule/Ligt all zchedules

(2) Add Schedule.
A. Enter "1" to enter the setting scheduling function.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Idle

. Help
q. Back
Please select an item, or press m to refresh menu: 1

B. Enter "2" to add a new schedule

heduling

ct an item, or press m to refresh menu: 2

C. Enter "1" to select a task.
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D. Enter the task code to be added. In this example, enter 2" to add

an upload packaging task..

Setting items: Task
Current settings: U:Upcast

1. *U:Upcast

2. U:Pack

3 U:Send File

1} D:Receive File

5. D:Unpack

6. D:Transfer File

7. A:Upload Invoice

8. A:Download Invoice

9. 0:Clearing Task
Change settings: 2|

E. When adding a task, it is enabled by default, if you want to

deactivate, enter "2"

Location: TOP/Transfer Settings/Scheduling Settings/Set Schedule/Add Schedule
1. *Task: U:Pack
. Enable: [X]
Type: PERIOD
Day
Time(e.g.15:00)
Period(e.g.@0:05):
Range(e.g.00:00)
Save
Reset
Back
ease select an item, or press m to refresh menu: 2

6
7
8
9
q
PL

F. Enter "3" to select the scheduling type.
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Location: TOP/Transfer Settings/Scheduling Settings/Set Schedule/Add Schedulsg
. *Task: U:Pack
Enable: [X]
Type: PERIOD
DEVY
Time(e.g.15:00)

Period(e.g.00:05):
Range(e.g.00:00)
Save

Reset

G. Enter the type of schedule you want to use, in this example, enter

"1" as the interval.

ettings:

H. Enter "4" to select the day of the week on which the schedule is

executed

Location: TOP/Transfer Settings/Scheduling Settings/Set Schedule/Add Schedule
1. *Task: U:Pack
Enable: [X]
Type: PERIOD
Day
Time(e.g.15:00)
Period(e.g.00:05):
Range(e.g.00:00)
Save
.  Reset
. Back
Please select an item, or press m to refresh menu: 4

I. Enter the week you want to execute, in this example, enter 8" to

check Daily

Schedule/add S
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J. The current selection week will be displayed, and the editor will

finish typing "q" back to the upper level.

ct an item, or press m to refresh menu: g

K. Enter "6" to set how often the schedule interval is executed.

Location: TOP/Transfer Settings/Scheduling Settings/Set Schedule/Add Schedule
1. *Task: U:Pack
2. Enable: [X]
3. Type: PERIOD
4. %Day: 1,2,3,4,5,6,7
-—. Time(e.g.15:00)
. Period(e.g.00:05):
. Range(e.g.00:00)
. Save
.  Reset
. Back

6
7
8
9
q
Please select an item, or press m to refresh menu: 6

L. Enter the interval, in this case "00:05" means every 5 minutes.
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M. Enter the "7" setting schedule within which it is expected to be

executed.

Location: TOP/Transfer Settings/Scheduling Settings/Set Schedule/Add Schedule
1. *Task: U:Pack

2. Enable: [X]

3. Type: PERIOD

u. *Day: 1,2,3,4,5,6,7
--. Time(e.g.15:00)

6. *Period(e.g.00:05): 05:00

7. Range(e.g.00:00)

8. Save

9. Reset

q. Back

Please select an item, or press m to refresh menu: 7

N. Enter "1" to configure the start time.

Curren
Change

1

Setting 1tems: End

Current settings:
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R. After confirming the start and end time, enter "g" to return to the

upper layer.

(3) Editor Schedule.

A. Enter "1" to enter the setting scheduling function.
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Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Idle
.  Help
q. Back
Please select an item, or press m to refresh menu: 1

B. Enter "3" to edit the schedule.

C. Enter the schedule number you want to edit, in this example, enter

"7" to edit the upload package.

- an item, or

D. For editing methods, please refer to 2. Add schedule, enter "8" to
save after editing.

E. displays the processing result message.
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ule[T:Tpcast]

an item, or press m to refresh menu: 8

(4) Delete Schedule.

A. Enter "1" to enter the setting scheduling function.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Idle

.  Help
q. Back
Please select an item, or press m to refresh menu: 1

B. Enter "4" to delete the schedule.

act an item, or pr m to refresh menu: 4

C. Enter the number of the task to be deleted, in this example, enter

"7" to delete the upload package.

D. displays the processing result message.
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(5) Upload immediately

A. Enter "2" to perform the immediate upload action, which means

upload transcode, upload encapsulation and transfer file.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Idle
.  Help
.  Back
Please select an item, or press m to refresh menu: 2|

B. Through the execution status "Upload Now", you know that the
immediate upload job is currently executing. Enter "m" to refresh

the menu and confirm the scheduling status.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Upload immediately
. Help
q. Back
Please select an item, or press m to refresh menu: m

C. The execution status is "idle", which means that the upload job has
ended immediately.
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Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Idle
. Help
q. Back
Please select an item, or press m to refresh menu:

D. After updating to Turnkey version 3.2.0, the directory settings

cannot be transferred unless they are updated to version v41.

Location: TOP/Transfer Settings/Scheduling Settings

. Set Schedule

. Upload immediately

. Download immediately

. Schedule Works Start

. Stop

. Executing Status: Upload immediately

. Help
q. Back
Please select an item, or press m to refresh menu: 2025/01/88 17:02:05 UpCast [INFO] beginMark [Job begin]
2915/01/0? 17:02:05 UpCast [ERROR] loadTaskConfig [HVGHZNEINETSIcRcnSipportsiN N plcaselipdatelthelnessagevensis
n to vil.1

(6) Download immediately

E. Enter "3" to perform the immediate download action, which means

receiving files, downloading unpacking, and downloading files.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Idle
. Help
. Back
Please select an item, or press m to refresh menu: 3

F. Through the execution status "Download Now", you know that the
download now job is currently executing. Enter "m" to refresh the

menu and confirm the scheduling status.
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Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Download immediately
. Help
q. Back
Please select an item, or press m to refresh menu: m

G. The execution status is "idle", which means that the download job

has ended immediately.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Idle

. Help
q. Back
Please select an item, or press m to refresh menu:

H. After updating to Turnkey version 3.2.0, the directory settings

cannot be transferred unless they are updated to version v41.

Location: TOP/Transfer Settings/Scheduling Settings
-—. Set Schedule

. Upload immediately

. Download immediately

. Schedule Works Start

. Stop

. Executing Status: Download immediately
. Help
q. Back
Please select an item, or press m to refresh menu: 2025/01/08 17:08:30 ReceiveFile [INFO] beginMark [Job begin]
2025/01/68 17:08:30 ReceiveFile [ERROR] loadTaskConfig [[THYSEZROIVERSIOnNonLyNSUpportsa I BieaseipdataNtheNnessageny
ersion to v4.1]

(7) Schedu le Works Start

A. Enter "4" to start the plan, and the system will execute the task
according to the set time.
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Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start

Stop
Executing Status: Idle
. Help
. Back
Please select an item, or press m to refresh menu: 4

B. Know that it is currently in the startup state by the execution status
"Scheduled Execution™. You can enter "m" to refresh the menu to

confirm the scheduling status.

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Scheduled execution

. Help
q. Back
Please select an item, or press m to refresh menu: m

Location: TOP/Transfer Settings/Scheduling Settings
.  Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Scheduled execution
.  Help
q. Back
Please select an item, or press m to refresh menu: |

D. After updating to Turnkey version 3.2.0, the directory settings
cannot be transferred unless they are updated to version v41.

Location: TOP/Transfer Settings/Scheduling Settings
--. Set Schedule

. Upload immediately

. Download immediately
——. Schedule Works Start

. Stop

--. Executing Status: Scheduled execution
h. Help
q. Back
Please select an item, or press m to refresh menu: 2025/01/08 17:13:39 Pack [INFO] beginMark [Job begin]
2025/01/08 17:13:39 Pack [ERROR] loadTaskConfig [
1
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(8) Schedule Terminating

A. Press Upload Now or Download Now, enter "5" to interrupt the
action when you need to stop on the way; After the plan starts, you
can also enter 5 to stop the plan. The schedule will finish the current

task file after processing it to avoid losing the file.

Location: TOP/Transfer Settings/Scheduling Settings
. Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Scheduled execution
. Help
q. Back
Please select an item, or press m to refresh menu: 5

Location: TOP/Transfer Settings/Scheduling Settings
Set Schedule
Upload immediately
Download immediately
Schedule Works Start
Stop
Executing Status: Idle
Help

. Back
Please select an item, or press m to refresh menu:

(9) Schedule Log

Please refer to this manual [VI1.3] .
(111) Schedule Logs
1. Path: Transfer Settings > Scheduling settings.

(1) Enter "1" to enter the transfer settings menu.
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ttings

an 1tem, or p m to refresh menu: 1

an item, or press m to refresh menu: 1
2. Functional operation instructions
(1) Query schedule logs

A. The execution record is automatically displayed during execution.

You can enter m to re-enter the status during execution.

Please select item, or press m to refresh menu: 2025/01/08 17:26:18 UpCast [INFO] beginMark [Job begin]
2025/01/08 17:26:18 UpCast [INFO] beginMark AB101 B
2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: ReceiveFile [INFO] beginMark [Job begln]
2025/01/08 :26: UpCast [INFO] beginMark [EE AB201
2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :126: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 17:26:18 UpCast [INFO] beginMark

2025/01/08 :26:18 UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 126 UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark

2025/01/08 :26: UpCast [INFO] beginMark :
2025/01/08 17:26:18 UpCast [INFO] beginMark [EIJE De501 F
2025/01/08 :26: UpCast [INFO] endMark [Job end]

(IV) System Envirznment Settings - System Settings

120



1. Path: Transfer Settings > Basic Settings > System Environment Settings.

(1) Enter "1" to enter the transfer settings menu.

Location:
Tran

1

)

sic Settings

1

o

;tem Environment Setting

sh menu: 1
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2. Functional operation instructions

(1) Edit the message monitoring file name.

B Enter "1".

Setting it.n::~'..]'11:=_-'.: Filr II1mn~ nT Tnlulr_,* Mc |u1’ru1111'f wa
Current se CYANE ¥
Change =ze

(3) Select the execution environment.

B Enter "2".

ect an item, or

(4) Enter the environment code you want to use, in this case, enter "1"

for the official environment.

uc T1n11 En-- 0
EIr'l ronment

(5) Select the system display Language.

B Enter "3".
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=sh menu: 3

(6) Enter the code of the language you want to use, in this example, enter
"2" in English.

(7) Enter 4 set the number of days to retain data, which is 30 days by
default.
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(9) Enter "5" to set whether the Log only records the failure details (not
enabled by default, enable this option, the message record details file

will only record the content related to the invoice upload and

download error tasks).

(10) Enter "6" to set whether to backup and upload intermediate files
(enabled by default, enable to back up the files processed when

uploading and encapsulating invoices and transmitting files to the

BAK directory).

em Setting

(12) displays the saved results.
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item, or pre m to ref h menu: 7

(14) The system will not save the data, and the reread configuration file

displays the results.

-t oan item, or p
(V) System Environment Settings - Notification Settings
1. Path: Transfer Settings > Basic Settings > System Environment Settings.

(1) Enter "1" to enter the transfer settings menu.

1




(2) Enter "2" to enter the basic settings.

)

1

en Environmen

m to refresh menu: 2

2. Functional operation instructions

(1) Enter "1" to edit the Turnkey codename.
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(3) Enter "2" to set whether to send an email notification when an event

occurs.

em Bnvironment Settir

(4) Enter "3" to set the email address of the notification sender.
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yatem Enviromment Setting/Wotification Setting

d Needed: [ ]

ion: 00:01

‘exs ) to refresh penu: 3

Address

ail.com

(7) Enter the recipient's email address(multiple groups of recipient email
addresses can be separated by semicolons, and the second group of

future emails will be sent as copies).

Setting items: Receiver Mail Address

Current settings:
Change zettings:

(8) Enter "5" to set the email server to send the email.

128



m Environme i tification

setiin
setting

[

(12) If the mail server requires an account password, enter 7" to enable
it.
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(15) Enter the password corresponding to the account specified by "9"
Edit Server.
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=m Environment Setting/Notification Setting

YTurnkey_mail. log

sh menu: 9

ification Set

mail.log

-t an item, or press m to refresh menu: 10

(18) Enter the notification period you want to set, in this example, enter
"00:10" to check every 10 minutes if an event needs to be sent.

(19) If you want to display the default text for the email, enter "11" to

enable the setting.
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tem Environmen

ct an item, or p n to refresh menu: 11

(20) Enter the default text for sending emails when the "12" editing

program stops.

stem Enviromment S

rd
of Notific

(22) Enter "13" to edit the default text of the email sent when an event

occurs in the system.
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stem Environment Sett

1tems:
ttir

(24) Enter "14" to edit the default text of the email when the monitoring

is abnormal.

em Environment Setti

t an item, or p m to refresh menu: 14

(25) Enter the default text for sending emails when

exceptions.

i -

Setting 1tems: Mail On Monitor Error

Current settings:

Change settings: monitor error

(26) Enter the "15" setting to send notification log files.
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1 BEnvironmen

ect an item, h menu: 15

(27) Enter the location and file name of the log file for sending

notifications

Setting items: Notification Log
Current settings: C:WNEWTurnkey
settings: C:\NEWTurnkes

Change se

(29) displays the stored results.
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otification Setting

NEW_EI
NotTf

Notif

ect an item, or p L to refresh menu:

(30) If you want to reset the information after modifying the contents,

enter "17".

tification Setting

(31) The system will not save the data, reread the configuration file to

display the results.

t an item, or p
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(V1) System Environment Settings - Working Directory
1. Path: Transfer Settings > Basic Settings > System Environment Settings

(1) Enter "1" to enter the transfer settings menu.

1

o]

r settings

1

(4) Enter 3 to enter the working directory.
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=m Enviromnment Setting

esh menu: 3

4 an item, or p m to refresh menu: 1
(2) Enter the working directory address.

1

Setting items: Dafault Working Folder
Current settings: C:\NEWTurnkey
Change gettingz: C:\NEWTurnkey

(3) Enter "2" to save after editing.

tem Environment Setting/

rking Path

(6) The system will not save the data, reread the configuration file to
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display the results.

(VII) System Environment Settings - Enable Password
1. Path: Transfer Settings > Basic Settings > System Environment Settings.

(1) Enter ““1” to enter the transfer settings menu.

Location:
Tran

1

'}
o]

rectory settiings

ess M to refresh menu: 1
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(4) Enter "4" to enter the activation password.

emn Enviromment Setting

m to refresh menu: 4

2. Functional operation instructions
(1) Add a startup password

A. Enter "1" to enable the startup password.

ct an item, or pregs m to refresh menu: 4
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E. The system displays the saved results.

ect an item, or press m to refresh menu: 4

(2) Edit the startup password
A. Enter "2" to type the original startup password.

em Bnvironment Setting/Turnkey Start P

Start Pasaword

E. Enter "4" to save the action.
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nu: 4

(3) Unenable the startup password

A. Enter "1" to unenable.

en Environmer

D. Enter "4" to save the action.
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tem Environment Setting/Turnke

ct an item, or press m to refresh menu: 4

(4) Reset

A. If you want to reset the content after modifying the content, enter
Il5ll.

Environme

toan item, or press to refresh menu: 5

B. The system will not save the data, reread the configuration file to

display the results.

=m Enviromment Setting/Turnkey Start Pagsword

to refresh menu:

(VI11)B2B exchange directory descriptions

1. Path: Transfer Settings > Basic Settings > B2B exchange directory
settings

(1) Enter “1” to enter the transfer settings menu.
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Location:
rans

1

'
o]

s m to refresh menu; 23

2. Functional operation instructions
(1) Save

A. Enter "1" to enter the directory of setting upload and transcoding

sources
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C. Enter "2" to enter the directory of setting the source of the upload

package

G. Enter "4" to enter the configuration source message version
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I. After editing, enter "5" to save

J. The system shows that the storage was successful

K. Versions after Turnkey 3.2.0 do not support setting up certificates
before version 4.0.

Please select an item, or press m to refresh menu: 5
Setting items: Source message version

Current settings:
1. wvid.l
Change settings: |
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L. After updating to Turnkey version 3.2.0, if the MIG version number
in the directory settings has not been updated to V4.1, the following

prompt will appear.

Location: TOP/Transfer Settings/Basic Settings/B2B Certificate directory settings
-—. TKY3.2.0 version only supports vd.1l, please update the message version to vi.1
Upload conversion source directory: .\UpCast\B2BEXCHANGE

Upload pack source directory: .\Pack\B2BEXCHANGE

Transmit file source directory: .\SendFile\B2BEXCHANGE

Source message version:
Save
Reset
Help
Back

o TJo0 0N EWwWMn

(2) Reset

A. If you want to reset the contents after modifying the contents, enter
Il6ll.

(I1X) B2S Certificate directory settings
1. Path: Transfer Settings > Basic Settings > Certificate directory settings

(1) Enter “1” to enter the transfer settings menu.
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Location:
rans

1

'
o]

s m to refresh menu: 4
2. Functional operation instructions
(1) Save

A. Enter “1” to enter the configuration source message version
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Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
Source message version: vi.1l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
B2CTransmit file source directory: .\SendFile\B2CSTORAGE
B2SUpload conversion source directory: .\UpCast\B2SSTORAGE
B2SUpload pack source directory: .\Pack\B2SSTORAGE
B2STransmit file source directory: .\SendFile\B2SSTORAGE
Save
Reset
Help

q. Back

Please select an item, or press m to refresh menu: 1

B. Set the source message version

Please select an item, or press m to refresh menu: 1
Setting items: Source message version
Current settings: vid.1
1. *vd.1
Change settings: |

C. Enter “8” to enter the directory of the source directory of setting

upload and transcoding

Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
1. Source message version: vi.1l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
B2CTransmit file source directo \SendFile\B2CSTORAGE
B2SUpload conversion source directory: .\UpCast\B2SSTORAGE
B2SUpload pack source directory: .\Pack\B2SSTORAGE
B2STransmit file source directory: .\SendFile\B2SSTORAGE
Save
Reset
Help
q. Back
Please select an item, or press m to refresh menu: 8

D. Set the new upload and transcoding source directory

Please select an item, or press m to refresh menu: 8
Setting items: B2SUpload conversion source directory

Current settings: .\UpCast\B2SSTORAGE
Change settings: .\XML\UpCast\B2SSTORAGE

E. Enter “9” to enter the directory where the package is set to upload
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Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
Source message version: vi.l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
. B2CTransmit file source directory: .\SendFile\B2CSTORAGE
. *B2SUpload conversion source directory: .\XML\UpCast\B2SSTORAGE
B2SUpload pack source directory: .\Pack\B2SSTORAGE
B2STransmit file source directory: .\SendFile\B2SSTORAGE
Save
Reset
Help
. Back
Please select an item, or press m to refresh menu: 9

F. Set the new upload package source directory

Please select an item, or press m to refresh menu: 9
Setting items: B2SUpload pack source directory
Current settings: .\Pack\B2SSTORAGE

Change settings: .\XML\Pack\B2SSTORAGE

G. Enter “10” to enter the source directory of the setting transfer file

Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
Source message version: vi.l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
. B2CTransmit file source directory: .\SendFile\B2CSTORAGE
. *B2SUpload conversion source directory: .\XML\UpCast\B2SSTORAGE
. *B2SUpload pack source directory: .\XML\Pack\B2SSTORAGE
10. B2STransmit file source directory: .\SendFile\B2SSTORAGE
11. Save
12. Reset
h. Help
q. Back
Please select an item, or press m to refresh menu: 10

H. Set the source directory for new transfer files

Please select an item, or press m to refresh menu: 10
Setting items: B2STransmit file source directory
Current settings: .\SendFile\B2SSTORAGE

Change settings: .\XML\SendFile\B2SSTORAGE]

I.  Enter “11” to save the editing updates

Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
Source message version: vi.1l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
. B2CTransmit file source directory: .\SendFile\B2CSTORAGE
. *B2SUpload conversion source directory: .\XML\UpCast\B2SSTORAGE
. *B2SUpload pack source directory: .\XML\Pack\B2SSTORAGE
. *B2STransmit file source directory: .\XML\SendFile\B2SSTORAGE
Save
Reset
Help
q. Back
Please select an item, or press m to refresh menu: 11
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J. Displays that the storage is successful

Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
Source message version: vi.l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
. B2CTransmit file source directory: .\SendFile\B2CSTORAGE
. *B2SUpload conversion source directory: .\XML\UpCast\B2SSTORAGE
. *B2SUpload pack source directory: .\XML\Pack\B2SSTORAGE
10. *B2STransmit file source directory: .\XML\SendFile\B2SSTORAGE
11. Save
12. Reset
h. Help
q. Back
Please select an item, or press m to refresh menu: 11
Save Success

(2) Reset

A. If you want to reset after modifying the content, enter "12".

Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
. Source message version: vi.1
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
. B2CTransmit file source directory: .\SendFile\B2CSTORAGE
. *B2SUpload conversion source directory: .\UpCast\B2SSTORAGE\TEST
B2SUpload pack source directory: .\XML\Pack\B2SSTORAGE
B2STransmit file source directory: .\XML\SendFile\B2SSTORAGE
Save
Reset
Help
. Back
Please select an item, or press m to refresh menu: 12

Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
. Source message version: vi.l
B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
B2CTransmit file source directory: .\SendFile\B2CSTORAGE
B2SUpload conversion source directory: .\XML\UpCast\B2SSTORAGE
. B2SUpload pack source directory: .\XML\Pack\B2SSTORAGE
10. B2STransmit file source directory: .\XML\SendFile\B2SSTORAGE
11. Save
12. Reset
h. Help
. Back
Please select an item, or press m to refresh menu:

(X) B2B certificate directory settings

1. Path: Transfer Settings> Basic Settings > B2B certificate directory

settings

(1) Enter “1” to enter the transfer settings menu.
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Location:
rans

1

)

directory settings

oress m to refresh menu: 4

2. Functional operation instructions
(1) Save

A. Enter “1” to enter the configuration source message version
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C. Enter “2” to enter the directory of the source directory of setting

upload and transcoding

etting items:
Current settin

E. Enter “3” to enter the directory where the package is set to upload
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B INVTu rnke
NEW EINVTurn

I.  Enter “11” to save the editing updates
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, Qr pr m to re

K. Versions 3.2.0 and later of Turnkey do not support setting up

evidence prior to v4.0

Please select an item, or press m to refresh menu: 2
Setting items: Source message version

Current settings:
1. wvid.1
Change settings:

L. After updating to Turnkey 3.2.0, if the MIG version number in the
directory settings has not been updated to V4.1, the following

prompt will appear.

154



Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
-—. THKY3.2.0 version only supports vid.1l, please update the message version to vid.1l

Source message version:

B2BUpload conversion source directory: .\UpCast\B2BSTORAGE

B2BUpload pack source directory: .\Pack\B2BSTORAGE

B2BTransmit file source directory: .\SendFile\B2BSTORAGE

B2CUpload conversion source directory: .\UpCast\B2CSTORAGE

B2CUpload pack source directory: .\Pack\B2CSTORAGE

B2CTransmit file source directory: .\SendFile\B2CSTORAGE

B2SUpload conversion source directory: .\UpCast\B2SSTORAGE

B2SUpload pack source directory: .\Pack\B2SSTORAGE

B2STransmit file source directory: .\SendFile\B2SSTORAGE

Save

Reset

Help

Back

(2) Reset

A. If you want to reset after modifying the content, enter "12".

(XI) B2C certificate directory settings

1. Path: Transfer Settings > Basic Settings >B2C certificate directory

settings
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(1) Enter “1” to enter the transfer settings menu.

1

o]

™
-

Settings

S

= m to refresh menu: 4
2. Functional operation instructions
(1) Save

A. Enter “1” to enter the configuration source message version
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C. Enter "5" to enter the source directory of setting upload and

transcoding

E. Enter "6" to enter the directory where the package is set to upload
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I.  Enter “11” to save the editing updates
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K. Versions 3.2.0 and later of Turnkey do not support setting up

evidence prior to v4.0

Please select an item, or press m to refresh menu: 2
Setting items: Source message version

Current settings:
1. wvid.1
Change settings:

L. After updating to Turnkey 3.2.0, if the MIG version number in the
directory settings has not been updated to V4.1, the following

prompt will appear.
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Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
-—. THKY3.2.0 version only supports vid.1l, please update the message version to vid.1l

Source message version:

B2BUpload conversion source directory: .\UpCast\B2BSTORAGE

B2BUpload pack source directory: .\Pack\B2BSTORAGE

B2BTransmit file source directory: .\SendFile\B2BSTORAGE

B2CUpload conversion source directory: .\UpCast\B2CSTORAGE

B2CUpload pack source directory: .\Pack\B2CSTORAGE

B2CTransmit file source directory: .\SendFile\B2CSTORAGE

B2SUpload conversion source directory: .\UpCast\B2SSTORAGE

B2SUpload pack source directory: .\Pack\B2SSTORAGE

B2STransmit file source directory: .\SendFile\B2SSTORAGE

Save

Reset

Help

Back

(2) Reset

A. If you want to reset after modifying the content, enter 12",

(XI1) Download process directory settings

1. Path: Transfer Settings > Basic Settings > Download process directory

settings
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(1) Enter “1” to enter the transfer settings menu.

1

o]

Ty m e b

J

2. Functional operation instructions

(1) Save

A. Enter "1" to enter the source directory for setting to receive files
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C. Enter "2" to enter the settings to download the unpacking source

directory

F. Enter the source directory of the new download transcoding
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EINVTu!

I. Enter "5" to enter the set the source message version

:m to refresh menu: 5

{tems:
tiing

V. After editing, enter "6" to save.
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(2) Reset
A. If you want to reset after modifying the content, enter "7,

ting
NEW_E INV

arn iT,.E-]Tl, or pr m to refresh menu:

(X11) Invoice number assignment message (B2P) directory settings
1. Path: Transfer Settings > Invoice number assignment message directory
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settings

(1) Enter “1” to enter the transfer settings menu.

refresh menu: 1

or press m to refresh menu: 6
2. Functional operation instructions
(1) Save

A. Enter "1" to enter the source directory for setting to receive files
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WNEW_E TNV

C. Enter "2" to enter the settings to download the unpacking source

directory

mit file
EINVTu
BW_EIN

G. Enter "4" to enter the set the source message version
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I. After editing, enter "5" to Save.

J. The system shows that the storage was successful

K. Versions 3.2.0 and later of Turnkey do not support setting up
evidence prior to v4.0

Please select an item, or press m to refresh menu: 2
Setting items: Source message version
Current settings:

1. vd.1
Change settings:

L. After updating to Turnkey 3.2.0, if the MIG version number in the
directory settings has not been updated to V4.1, the following
prompt will appear.
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Location: TOP/Transfer Settings/Basic Settings/Storage (certificate) directory settings
TKY3.2.0 version only supports vi.1l, please update the message version to vid.1

Source message version:

B2BUpload conversion source directory: .\UpCast\B2BSTORAGE
B2BUpload pack source directory: .\Pack\B2BSTORAGE
B2BTransmit file source directory: .\SendFile\B2BSTORAGE
B2CUpload conversion source directory: .\UpCast\B2CSTORAGE
B2CUpload pack source directory: .\Pack\B2CSTORAGE
B2CTransmit file source directory: .\SendFile\B2CSTORAGE
B2SUpload conversion source directory: .\UpCast\B2SSTORAGE
B2SUpload pack source directory: .\Pack\B2SSTORAGE
B2STransmit file source directory: .\SendFile\B2SSTORAGE
Save

Reset

Help

Back

(2) Reset

1. Path: Transfer Settings > Basic Settings > Transmission

(1) Enter “1” to enter the transfer settings menu.

A. If you want to reset after modifying the content, enter "6".

(XIV)Transmission account management

Management
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Location:
Tran

1

ect an 1tem, or press m to refresh menu:

2. Functional operation instructions

(1) Enter "2" to enter the new transfer account.

>t an item, or press m to refresh menu: 2
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(2) Enter "1" to set the delivery account.

items: Transmission Accc
ttings:

ion Account m ientM/Add

(7) The new addition is displayed successfully.
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3. Query the transmission account

(1) Enter "1" to enter the transfer account query.

m to re

ct an item, or p m to refresh menu:

(3) Select an account to make an inquiry, enter 1" to query the account
number "90000017".

to refresh menu:

4. Edit the transfer account

(1) Enter "3" to enter the transfer account to edit.

2t an item, or p : m to refresh menu: 3

(2) Select Edit Account "90000017".
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sion Account ma ntM/Bdit

s m to refresh menu: 2

(4) Enter the new setting transfer password, and then enter the

confirmation password.

sion Account ma tM/Edit/Edit

m to refresh menu: 3

an item, or press m to refresh menu: 3

5. Delete the transfer account

(1) Enter "4" to enter the transfer account to delete.
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ect an item, or pr m to refresh menu: 4

(2) Select the account "900017" to delete and enter "2" to delete the

account.

1 Account m nt/Delete

nsfer Setting etti nemission Account ma mentd/Delete

n item, or press m to refresh menu: 2

(XV) Certificate management
1. Path: System management> Certificate management

(1) Enter ““1” to enter the transfer settings menu.

1

m to refresh menu: 2




(3) Enter "8" to enter the credential management settings.

:m to refresh menu; 2

2. Added PFX certificate

(1) Enter "2" to enter the new configuration.

OP/Tranzfer Setti

a
Fa

‘tificate Ma

m to refresh menu: 1

Setting

e
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(4) Enter "2" to set the credential password.

rtificate Mz

ertificate Ma

sz m to refresh menu: 2

(8) Enter "4" to set the credential path.

175



item, or pre
3. Query Credentials

(1) Enter "1" to enter the credential query.

1

(3) Display the query results.
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4. Edit Credentials

(1) Enter "3" to enter the credential editing settings.

(5) Enter "5" Save editing credentials.
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5. Delete Credentials

(1) Enter "4" to enter the credential deletion.

sh menu: 4

P/ Transfe bt o : ient/Delete

2t an item, or p

rtificate M

1

6. Card Credentials Added

(1) Enter "2" to enter the new setting.
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Location: TOP/Transfer Settings/Basic Settings/Certificate Management

Query
Add

Edit

Delete
Help
. Back
Please select an item, or press m to refresh menu: 2

(2) Enter "1" to set the voucher code.

Location: TOP/Transfer Settings/Basic Settings/Certificate Management/Add
. Certificate Id:
Certificate Password:
Type of Certificate: PFX
Path of Certificate File:
Save
Reset
. Back
ease select an item, or press m to refresh menu: 1

(3) Set the voucher code.

Please select an item, or press m to refresh menu: 1
Setting items: Certificate Id

Current settings:

Change settings: @017

(4) Enter "2" to set the certificate password.

Location: TOP/Transfer Settings/Basic Settings/Certificate Management/Add
1. *Certificate Id: 0017

2. Certificate Password:

3. Type of Certificate: PFX

4. Path of Certificate File:

5. Save

6. Reset

q. Back

Please select an item, or press m to refresh menu: 2

(5) Set the credential password.

Please select an item, or press m to refresh menu: 2
Setting items: Certificate Password
Current settings:

Change password:

Double confirm:

(6) Enter "3" to set the certificate type.
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Location: TOP/Transfer Settings/Basic Settings/Certificate Management/Add
1. *Certificate Id: 0017

. *Certificate Password: *#kkkkk*
Type of Certificate: PFX

p

3

4. Path of Certificate File:
5. Save

6. Reset
q

pl

(7) Set the type to Card.

Please select an item, or press m to refresh menu: 3
Setting items: Type of Certificate

Current settings: PFX

1. *PFX

2. Card

Change settings: ﬂ

(8) Enter "5" to save the setting.

Location: TOP/Transfer Settings/Basic Settings/Certificate Management/Add
. *Certificate Id: 0017
. *Certificate Password: *#x%#kk*
. *Type of Certificate: Card
Path of Certificate File:
Save
Reset
q. Back
Please select an item, or press m to refresh menu: 5
Add Success

(XV1)Sender management
1. Path: System management > Sender settings

(1) Enter ““1” to enter the transfer settings menu.

oress m to refresh menu:

(2) Enter “2” to enter the basic settings menu.
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gz m to refresh menu: ©

2. Functional operation instructions

(1) Enter "2" to add a new sender enquiry.

't an item, or pr m to refresh meno: 2

(2) Enter "1" to set the sender compilation.
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Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add
Sender Tax ID Number:

Sender Certificate Id:

Description of Sender Tax ID Number:
Transmission Account:

Query Routing Code

Transmission Routing Code:

Description of Transmission Routing:

Sender Agent: [ ]

Save

Reset

. Back

Please select an item, or press m to refresh menu: 1

1.
2.
£
q.
5.
6.
7.
8.
9.
10.
q

(3) Set the sender to compile the "54153642".

Please select an item, or press m to refresh menu: 1
Setting items: Sender Tax ID Number

Current settings:

Change settings: 54153642

(4) Enter "2" to set the sender voucher.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add
. *Sender Tax ID Number: 54153642

Sender Certificate Id:

Description of Sender Tax ID Number:
Transmission Account:

Query Routing Code

Transmission Routing Code:

Description of Transmission Routing:

Sender Agent: [ ]

Save

Reset

. Back

Please select an item, or press m to refresh menu: 2|

[
OV JdI0 O EWNRE

(5) Set the sending certificate and enter the new credential code in

Certificate Management.

Please select an item, or press m to refresh menu: 2
Setting items: Sender Certificate Id

Current settings:
Change settings: 3642

(6) Enter "3" to set the sender description.
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Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add

1l
2.
3.
4.
B
6.
7.
8.
9.
10.
q

*Sender Tax ID Number: 54153642
*Sender Certificate Id: 3642
Description of Sender Tax ID Number:
Transmission Account:

Query Routing Code

Transmission Routing Code:
Description of Transmission Routing:
Sender Agent: [ 1]

Save

Reset

. Back

Please select an item, or press m to refresh menu: 3

(7) Set the description of the sender.

Please select an item, or press m to refresh menu: 3
Setting items: Description of Sender Tax ID Number

C
C

urrent settings:
hange settings: test account

(8) Enter "4" to set the transfer account.

Lo

10.

Pl

P
3
u
5.
6.
7
8
9
0
q

cation: TOP/Transfer Settings/Basic Settings/Sender Management/Add
. *Sender Tax ID Number: 54153642

. *Sender Certificate Id: 3642

. *Description of Sender Tax ID Number: test account
Transmission Account:

Query Routing Code

Transmission Routing Code:

Description of Transmission Routing:

Sender Agent: [ ]

Save

Reset

. Back

ease select an item, or press m to refresh menu: 4

(9) Set the transmitting account and enter the account code "54153642"

added to the transmitting account.

Please select an item, or press m to refresh menu: 4
Setting items: Transmission Account

Current settings:

Change settings: 54153642

(10) Enter "5" to query the detour code.
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Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add
*Sender Tax ID Number: 54153642

*Sender Certificate Id: 3642

*Description of Sender Tax ID Number: test account
*Transmission Account: 54153642

Query Routing Code

Transmission Routing Code:

Description of Transmission Routing:

Sender Agent: [ ]

Save

Reset

Back
Please select an item, or press m to refresh menu: 5

1.
2.
3.
q.
5.
6
7.
8.
9.
10.
q.

(11) The routing code is displayed.

Location: TOP/Transfer Settlngs/Ba51c Settings/Sender Management/Add/Select Routing Code
1. [PFeE2936] 541536Uu2-HA HE SR R/~ 3 (B2BE % A

q. Back

Please select an item, or press m to refresh menu:

(12) Select the sender’s bypass code, enter “1” and select 54153642 to
send the data.

Location: TOP/Transfer Settlngs/Ba51c Settlngs/Sender Management/Add/Select Routing Code
1. [PFe02936] 5U1536U2-F ERSHEE AR S (B2BE X A)

q. Back

Please select an item, or press m to refresh menu: 1

(13) To enable a proxy, enter "8" to set up a record keeping proxy.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add
*Sender Tax ID Number: 54153642
*Sender Certificate Id: 3642
*Description of Sender Tax ID Number: test account
*Transmission Account: 54153642

Query Routing Code
*Transmission Routing Code: PF002936
*Description of Transmission Routing: 541536U42-F ZE 5
Sender Agent: [ ]

Save

Reset

Back
Please select an item, or press m to refresh menu: 8

=
D00V I00NEWNRE

(14) Enter "9" Save sender management.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add
1. *Sender Tax ID Number: 54153642

2. *Sender Certificate Id: 3642

. *Description of Sender Tax ID Number: test account
. *Transmission Account: 54153642

Query Routing Code

. *Transmission Routing Code: PF002936

. *Description of Transmission Routing: 5d4153642-F 5
. *Sender Agent: [X]

Save

Reset

Back

Please select an item, or press m to refresh menu: 9

=

3
T}
15
6
7
8
G-
0.
q.

(15) It will show that the new addition is successful.
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Location: TOP/Transfer Settings/Basic Settings/Sender Management/Add
. *Sender Tax ID Number: 54153642
. *Sender Certificate Id: 3642
. *Description of Sender Tax ID Number: test account
*Transmission Account: 54153642

Query Routing Code
*Transmission Routing Code: PF002936
*Description of Transmission Routing: 54153642-5 : 5 (B2BE % A
*Sender Agent: [X]

Save

Reset

q. Back

Please select an item, or press m to refresh menu: 9
Add Success

1

2

3

u.
5.
6.
e
8.
).
0.

1

3. Query sender management

(1) Enter "1" to check the sender management.

4. Edit the sending party's materials

(1) Enter "3" to select the sender information.
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sh menu: 3

(2) Select "54153642" from the sender.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Edit
1. 54153642

q. Back

Please select an item, or press m to refresh menu: 1

(3) Enter "3" to edit the sender description.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Edit/Edit[54153642]
——. Sender Tax ID Number: 54153642
Sender Certificate Id: 3642
Description of Sender Tax ID Number: test account
Transmission Account: 54153642
Query Routing Code
Transmission Routing Code: PF002936
Description of Transmission Routing: 54153642-F &
Sender Agent: [X]
Save
Reset
. Back
Please select an item, or press m to refresh menu: 3

(4) Enter a description of the new sender.

Please select an item, or press m to refresh menu: 3
Setting items: Description of Sender Tax ID Number
Current settings: test account

Change settings: run account

(5) Enter "5" to edit the sender's bypass code.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Edit/Edit[541536U42]
-—. Sender Tax ID Number: 54153642
Sender Certificate Id: 3642
. *Description of Sender Tax ID Number: run account
Transmission Account: 54153642
Query Routing Code

Transmission Routing Code: PF002936
Description of Transmission Routing: 54153642-5F
Sender Agent: [X]
Save
Reset
. Back
Please select an item press m to refresh menu: 5

(6) Enter the new sender bypass code.
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Location: TOP/Transfer Settings/Basic Settings/Sender Management/Edit/Edit[541536U42]/Select Routing Code

1. [PFOB2936] 541536U2-FEE 5 5 (B2BE % A)
q. Back
Please select an item, or press m to refresh menu: 1

(7) Enter the "9" Save new sender information.

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Edit/Edit[54153642]
--. Sender Tax ID Number: 54153642
Sender Certificate Id: 3642
. *Description of Sender Tax ID Number: run account
Transmission Account: 54153642
Query Routing Code
Transmission Routing Code: PF002936
Description of Transmission Routing: 54153642-% &
Sender Agent: [X]
Save
Reset
. Back
Please select an item, or press m to refresh menu: 9

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Edit/Edit[54153642]
-—. Sender Tax ID Number: 54153642
Sender Certificate Id: 3642
. *Description of Sender Tax ID Number: run account
Transmission Account: 54153642
Query Routing Code
Transmission Routing Code: PF002936
Description of Transmission Routing: 54153642-F
Sender Agent: [X]
Save
Reset
. Back
Please select an item, or press m to refresh menu: 9
Edit Success

Delete the sender

(1) Enter "4" to enter the delete sender configuration.

Location: TOP/Transfer Settings/Basic Settings/Sender Management
1. Query

2. Add

3 Edit

4. Delete

h. Help

q. Back

Please select an item, or press m to refresh menu: 4

(2) Delete the sender "54153642"

Location: TOP/Transfer Settings/Basic Settings/Sender Management/Delete
1. 54153642

gq. Back
Please select an item press m to refresh menu: 1

(3) It will show that the deletion was successful..
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Location: TOP/Transfer Settings/Basic Settings/Sender Management/Delete

1. 54153642

q. Back
Please select an item, or press m to refresh menu: 1
Delete Success

(XVII)  User Management
1. Path: Transfer Settings > Basic Settings > User Management

(1) Enter ““1” to enter the transfer settings menu.

[.ocation: TOF

1

o]

/Bazic Settings
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2. Query the user list

(1) Enter "1" to enter the user management query.

1

esh menu: 3

3. Add new users
(1) Enter "2" to enter the user addition.

/Transfer Se

t an item, or pr m to refresh menu: 2

(2) Enter "1" to set up a user account.
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- press m to refresh menu: 1

Jzer Hﬁﬂﬂnnt

1temns:
ttin

= to refresh menu: 2

t an item, or prezs m to refresh menu: 3

(7) Enter "2" to set "client" as a general user.
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settings:

:m to refresh menu: 4

4. Edit User

(1) Enter "3" to enter the editing user.

ser Management

=sh menu: 3

(2) Select the user "Test".
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ent/Bdit

ent/Bdit/Edit[Test]

ct an item, or press m to refresh menu; 2

(5) Enter "3" to change the user role.

Location: TOP/Transfer Settings/Basic Settings/User Management/Edit/Edit[Test]
——. User Account: Test
Use]_" password T Fevk e ok v ok e ok e ok e ok e ok e ok e o e o e o e o e o e ok e ok ke ok
Role of User: Client
Save
Reset
. Back
ease select an item, or press m to refresh menu: 3

(6) Enter "1" to set as the administrator "Admin".

Please select an item, or press m to refresh menu:
Setting items: Role of User
Current settings: Client

1. Admin
2. *Client
Change settings: 1

(7) Enter "4" Save to edit the user.
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Location: TOP/Transfer Settings/Basic Settings/User Management/Edit/Edit[Test]
——. User Account: Test
User Password: stk s b d s ook % s ok ok v sk e s s sk e s ke e e e ok

. *Role of User: Admin

2

E]

u Save

5. Reset

q Back
Please select an item, or press m to refresh menu: 4

(8) The editing is displayed successfully.

Location: TOP/Transfer Settings/Basic Settings/User Management/Edit/Edit[Test]
——. User Account: Test

2. User Password: *kkddkddkkkkkdkdkokdkkhhkdkkkkkkkkkkkk
3. *Role of User: Admin

4. Save

5. Reset

q. Back
Please select an item, or press m to refresh menu: 4
Edit Success

5. Delete User

(1) Enter "4" to enter the user deletion.

ezh menu: 4

(3) The deletion is displayed as successful.
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ent/Delete

an item, or press m to refresh menu: 5

(XVIII) Environment detection
1. Path: Transfer Settings > Basic Settings > Environment detection

(1) Enter ““1” to enter the transfer settings menu.

Location:
ra settings

1

s m to refresh menu: 2

(3) Enter "11" to enter the environment detection.
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2. Functional operation instructions

(1) Enter "1" for database connection test

'k Environment

WEB AP

L D

1

(2) Display database connection test results
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=1c Settin £

kM

TP

”EE

(4) Display the test result of the transfer account connection
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=ck Environment

ful

-k Environment

(6) Displays SFTP connection test results.
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ocation: TOF/Tra Sett =l s/Check Environment

tah:

Ful

(8) Display web api connection test results
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'k Environment

=t

< Environment

onnection S L2 1est o ul
Conn

s

(10) Display Data Catalog test results
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(XIX)Receiver management
1. Path: Transfer Settings > Receiver management

(1) Enter ““1” to enter the transfer settings menu.

Location:
Tra
I

1

2. Functional operation instructions

(1) Query
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A. Enter "1" to enter the recipient list function.

Ligt of Receiver Config

esh menu: 1

B. Enter "1" to inquire about the relevant information compiled by the

recipient that you have created.

~sh menu: 1

EA BITINESG)

t an item, or press to refresh menu:

(2) Add
A. Enter "2" to enter the function of adding recipient information.

iver Config

ect an item, or pr m to refresh menu: 2

B. Enter "1" and type the recipient compilation information in the

Change Settings field.
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1

C. Enter "3" to query the bypass code, you can compile the query wrap

code information according to the recipient entered.

or more details

01y

) Number:

E. Enter "6" Save information, and display the query results.
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mio re

(3) Edit
A. Enter "3" to enter the function of editing recipient information.

locat 1 on: TO T Ia Il'_i' ey Hell 1] g ) e 1 ver Con 1’ 1 g

m to refresh menu: 3

B. Enter "4" to enter the relevant information of the editor who has

created the compilation.

C. Enter "2" to edit the recipient description and type the data in the
Change Settings field.
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D. Enter "6" Save to save the data into the database, and display the

query results.

(4) Delete
A. Enter "4" to enter the function of deleting recipient's information.

rer Config

=ct an item, or presz m to refresh menu: 4

B. Enter "1" to delete the relevant information compiled by the

recipient.

Tranzsfer Settings/List ver Config

=sh menu: 4

(XX) Query message logs
1. Path: Transaction log search > Query message logs

(1) Enter "2" to enter the transaction log enquiry menu.
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Location: TOP

1. Transfer Settings
2. Query Logs

3. Tools

4. Help
5. Finish
Please select an item, or press m to refresh menu: 2

(2) Enter "1" to view the message record.

Location: TOP/Query Logs

1. Query Message Log

2. Query System Event Log

3. Message Log Statistics

q. Back

Please select an item, or press m to refresh menu: 1

2. Functional operation instructions
(1) View message records

A. Enter the criteria to be queried, such as date and time, sender,
UUID, message type, etc. Example here: Enter 5. Start date
"2022/10/03" and 3. Message type "A0101".

Location: TOP/Query Logs/Query Message Log
Seq No:
2. Sub Seq No:
3 Message Type:
4. UUID:
5. *Start Date: 2022/10/03
6. Start Time: 00:00
7. End Date: 2025/01/10
8 End Time: 23:59
Sender Tax Id:
Receiver Tax ID:
Category Type:
Process Type:
Status:
1/0:
Invoice Identifier:
File Name:
Query Count: 1000
Query
. Help
q. Back
Please select an item, or press m to refresh menu: 3
Setting items: Message Type
Current settings:
Change settings: A0101
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B. Enter 18" to query the relevant information of the message record.

Location: TOP/Query Logs/Query Message Log

Seq No:

Sub Seq No:

*Message Type: A0101
UUID:

*Start Date: 2022/10/03
Start Time: 00:00

End Date: 2025/01/10
End Time: 23:59

Sender Tax Id:
Receiver Tax ID:
Category Type:

Process Type:

Status:

I/0:

Invoice Identifier:
File Name:

Query Count: 1000
Query

. Help
. Back
Please select an item, or press m to refresh menu: 18

. 6 0 GE G AP101TW1080
5. OBKOO 1- 27a329c759 AB101 B2B GE E AB101TW1808!
. OBKE® e g GE E AB1081TW1808!
. 0CQee 3 299 ANGE E AB101TW1
0CQPO1A9 2024-12-26 a a
ck

ease select an item, or press m to refresh menu:

(XX1)Query event logs
1. Path: Transaction log search > Query event logs

(1) Enter "2" to enter the transaction log enquiry menu.
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(2) Enter "2" to view the event record.

3
]

2. Functional operation instructions
(1) View event records

A. Enter the criteria to be queried, such as date and time, compilation,
UUID, message serial number, etc. Example here: Enter 6. Start
date "2022/10/03".

tem Event Log

D:
4ol

End ﬂa e

@nd

ess m to refresh menu: 6

B. Enter "11" to query the relevant information of the event record.
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Or pr m to refresh menu: 11

(XXI1)  Message log statistics
1. Path: Transaction log search > Message log statistics

(1) Enter "2" to enter the transaction log enquiry menu.
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[ocation: TOP

]
£

2. Functional operation instructions
(1) Statistical message records

A. Enter the criteria to be queried, such as date and time, sender
compilation, invoice type, processing type, message type, etc.
Example here: Enter 1. Start date "2024/11/01".

Location: TOP/Query Logs/Message Log Statistics
Start Date: 2025/01/09
Start Time: 00:00
End Date: 2025/01/11
End Time: 00:00
Sender Tax Id:
Receiver Tax ID:
Category Type:
Process Type:
Message Type:
Status:
I/0:
File Name:
Create Report: [ ]
Specify Report Path and File Name:
Query
.  Help
. Back
Please select an item, or press m to refresh menu: 1

B. Enter "15" query to query the number of data in the message log.
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Location: TOP/Query Logs/Message Log Statistics
*Start Date: 2024/11/01
Start Time: 00:00
End Date: 2025/01/11
End Time: 00:00
Sender Tax Id:
Receiver Tax ID:
Category Type:
Process Type:
Message Type:
Status:
I/0:
File Name:
Create Report: [ ]
Specify Report Path and File Name:
Query
.  Help
. Back
Please select an item, or press m to refresh menu: 15
Query Success Data Count??771635

C. If you want to export a CSV file with records, please enter "13" to

generate the report and turn on the annotation.

Location: TOP/Query Logs/Message Log Statistics
. *Start Date: 2024/11/01
Start Time: 00:00
End Date: 2025/01/11
End Time: 00:00
Sender Tax Id:
Receiver Tax ID:
Category Type:
Process Type:
Message Type:
Status:
I/0:
File Name:
Create Report: [ ]
Specify Report Path and File Name:
Query
.  Help
q. Back
Please select an item, or press m to refresh menu: 13

D. Enter "14" as the file name and type in the data in the change

settings, for example ".\rpt\report.csv".
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Location: TOP/Query Logs/Message Log Statistics
*Start Date: 2024/11/01
Start Time: 00:00
End Date: 2025/01/11
End Time: 00:00
Sender Tax Id:
Receiver Tax ID:
Category Type:
Process Type:
Message Type:
Status:
1/0:
File Name:
*Create Report: [X]
Specify Report Path and File Name:
Query
Help
Back
Please select an item, or press m to refresh menu: 14
Setting items: Specify Report Path and File Name
Current settings:
Change settings: .\rpt\report.csv

E. Enter "15" to query, and the system will generate a report and

display the query results.

Location: TOP/Query Logs/Message Log Statistics
. *Start Date: 2024/11/01
Start Time: 00:00
End Date: 2025/01/11
End Time: 00:00
Sender Tax Id:
Receiver Tax ID:
Category Type:
Process Type:
Message Type:
Status:
1/0:
. File Name:
. *Create Report: [X]
. *Specify Report Path and File Name: .\rpt\report.csv
Query
Help
q. Back
Please select an item, or press m to refresh menu: 15
Query Successful, Report Production Completed Data Count???1635

F. Find report.csv in the specified path and open the file.
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A B C D E F G H I
LSender Tax Id |Receiver Tax ID Message Date Category Type Process Type Message Type Status 1/O Invoice |dentifier
A0101

2 20241119163936005 B2B EXCHANGE P |

| 20241119164801757 B2B EXCHANGE A0101 P |

4 90000098 54153642 20241119170009927 B2B EXCHANGE A0101 G | A0101TW1000001220241102
5 |90000098 54153642 20241119171636029 B2B EXCHANGE A0101 G | A0101TW1000001220241102
6 54153642 90000098 20241120110839021 B2B EXCHANGE A0101 E O A0101TW1000001520241101
7 |54153642 90000098 20241120110839132 B2B EXCHANGE A0101 E O A0101TW1000001620241103
8 54153642 20000098 20241120111038336 R2S STORAGF Foam F 0O FAMTWI1000002820241102

(XXII) Query Receiver Routing Code
1. Path: Tools > Search for routing code

(1) Enter "3" to enter the Tools menu.

m to refresh menu: 1

2. Functional operation instructions
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(1) Query the recipient bypass code

A. Enter the "2" uniform number and type the information in the
change setting field, such as *90000098".
Location: TOP/Tools/Query Receiver Routing Code

. Transmission Account: 54153642
. *Tax ID Number: 98888817

Query
Help

Back
Please select an item, or press m to refresh menu: 2
Setting items: Tax ID Number
Current settings: 96600017
Change settings: 90000098

B. Enter "3" to query the relevant information of the wraparound

code.

Location: TOP/Tools/Query Receiver Routing Code

1. Transmission Account: 54153642

2. *Tax ID Number: 960600098

3. Query

h. Help

q. Back

Please select an item, or press m to refresh menu: 3

C. Enter "3" to query the relevant information of the wraparound
code.
Location: TOP/Tools/Query Receiver Routing CodeiSele;t Routing Code

—. [EINvCTB1] 83722385 - BAEI & i (B2BEE A)
-. [PEPO1838] 90000098—*****98 (B2BE :

g. Back
Please select an item, or press m to refresh menu:

(XXIV) File clearing settings
1. Path: Tools > File clearing settings

(1) Enter “3” to enter the Tools menu.
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2. Functional operation instructions
(1) clearing configuration

A. First enter the conditions for clearing the file, such as data retention
days, message records, event records, physical files, etc.., data
retention days, default 30 days. Example here: Enter 1. Data

retention days: 30 and 5 are selected.

=55 m to refresh menu: 5
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B. Enter "6" to clear the relevant information.

- press m o to refresh menu: 6

C. When you want to interrupt the clearing process, you can press 7"
to stop. Note: Unless the amount of data is too large, it may not be

too late to press stop, and the file will be cleared.

D. Enter "9" execution result to view the previous execution message.
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ect an 1tem, or press m to refresh menu: ©

(XXV)  Password Encryption
1. Path: Tools > Password Encryption
(1) Enter "3" to enter the Tools menu.

Location: TOP
TFH e

gselect an 1tem, or press m to refresh menu: 3

2. Functional operation instructions

(1) Password encryption
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A. Enter "1" plaintext and type data in the change setting field, e.g.
"123",

cation: TOP/Tools/Password Encryption
Plain {

Enc

He

't an item, or press m to refresh menu: 1
: Plain Tex

(XXVI) Make software credentials
1. Path: Tool > Produce Software Certificate

(1) Enter “3” to enter the Tools menu.

(2) Enter "4" to enter the software certificate.

217



ryption

ct an item, or press m to refresh menu: 4

2. Functional operation instructions
(1) Step 1.Generate the key

A. Enter "1" to proceed to step 1.Generate the key.

I . )1 5 tem Bnvironment Setting

B. Enter the uniform number of "1" and type the data in the change
settings, such as "90000017".

Location: TOP/Tools/Make PFX/Stepl. Generate Key
. Tax ID Number:
Setup Password(Please enter 8-digit alphanumeric characters):
Key File:
Generate Key

. Back
Please select an item, or press m to refresh menu: 1
Setting items: Tax ID Number
Current settings:
Change settings: 90000017

C. Enter "2" to set the password, and type the password in the Change

Settings and Reconfirm fields.
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Location: TOP/Tools/Make PFX/Stepl. Generate Key
1. *Tax ID Number: 90000017
Setup Password(Please enter 8-digit alphanumeric characters):
——. HKey File:
4. Generate Key
q. Back

Please select an item, or press m to refresh menu: 2

Setting items: Setup Password(Please enter 8-digit alphanumeric characters)
Current settings:

Change password:

Double confirm:

D. Enter "4" to generate the key.

Location: TOP/Tools/Make PFX/Stepl. Generate Key

1. *Tax ID Number: 90000017

2. *Setup Password(Please enter 8-digit alphanumeric characters): **#%xxx*%*
——. HKey File:

4. Generate Key

q. Back

Please select an item, or press m to refresh menu: 4

Key Generation Completed

E. Display the query results. and the key in the key file path.

Location: TOP/Tools/Make PFX/Stepl. Generate Key

1. *Tax ID Number: 90000017

2. *Setup Password(Please enter 8-digit alphanumeric characters): **%&%xxxx
-—. *Key File: .\cert\PFX\90000017_20250110120334.key

4. Generate Key

q. Back

Please select an item, or press m to refresh menu:

(2) Step 2: Produce the document request file (CSR)

A. Enter "2" to enter Step 2.Produce Certificate Request File.

=m Environment

or press m to refresh menu: 2

B. Enter the "1" file path and type the key file path from step 1 in the
Change Settings section.
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Location: TOP/Tools/Make PFX/Step2. Generate CSR
File Path:
Password(Please enter 8-digit alphanumeric characters):
Credential Request File (CSR) file path:
Generate CSR

q. Back
Please select an item, or press m to refresh menu: 1
Setting items: File Path

Current settings:
Change settings: .\cert\PFX\90000017_20250110120334.key

C. Enter the "2" key password, and type the key password from step 1

in the Change Settings and Reconfirmation section.

Location: TOP/Tools/Make PFX/Step2. Generate CSR

1. *File Path: .\cert\PFX\90000017_20250110120334.key

2. Password(Please enter 8-digit alphanumeric characters):
-—. Credential Request File (CSR) file path:

4. Generate CSR

q. Back

Please select an item, or press m to refresh menu: 2

Setting items: Password(Please enter 8-digit alphanumeric characters)
Current settings:

Change password:

Double confirm:

D. Enter the "4" production certificate request document.

Location: TOP/Tools/Make PFX/Step2. Generate CSR
1. *File Path: .\cert\PFX\90000017_20250110120334.key
2. *Password(Please enter 8-digit alphanumeric characters): #*****%
--. Credential Request File (CSR) file path:
Generate CSR
q. Back
Please select an item, or press m to refresh menu: 4

E. The credentials will be placed under the credential request file

(CSR) file path.

CSR Production CompletedPlease Upload the CSR to the Certificate Management Center, Obt
ain the Certificate Signed by the Certificate Management Center, and Then Execute Step3

Location: TOP/Tools/Make PFX/Step2. Generate CSR

1. *File Path: .\cert\PFX\90000017_20250110120334.key

2. *Password(Please enter 8-digit alphanumeric characters): *x**xk**
—-. *Credential Request File (CSR) file path: .\cert\PFX\90000017_20250110120334.csr
4. Generate CSR

q. Back

Please select an item, or press m to refresh menu:

Note: After the CSR production system is completed, the
salesperson is requested to upload the CSR to the Certificate
Management Center, obtain the certificate signed by the
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Certificate Management Center, and then execute Step 3.

(3) Step 3. Combine PFX/vouchers

A. Enter "3" to enter the function of combining PFX/credentials.

1 Bnwviromnment Setting

1 to refresh menu: 2

B. Enter the "1" key file path and type the key file path from step 1 in
the Change Settings field.

Location: TOP/Tools/Make PFX/Step3. Generate PFX
Key file path:
Credential file (CER) file path:
Password(Please enter 8-digit alphanumeric characters):
Portfolio Document (PFX) file path:
Generate combined voucher file (PFX)
.  Back
Please select an item, or press m to refresh menu: 1
Setting items: Key file path
Current settings:
Change settings: .\cert\PFX\90000017_20250110120334.key|

C. Enter the path of the "2" credential file (CER) file, and type the
credential information signed by the Credential Management

Center in the Change Settings section.

Location: TOP/Tools/Make PFX/Step3. Generate PFX

1. *Hey file path: .\cert\PFX\90000017_20250110120334.key
2. Credential file (CER) file path:

3. Password(Please enter 8-digit alphanumeric characters):
-—. Portfolio Document (PFX) file path:

5. Generate combined voucher file (PFX)

q. Back

Please select an item, or press m to refresh menu: 2

Setting items: Credential file (CER) file path

Current settings:

Change settings: C:\Users\dogto\test\EINVTurnkey320_7_3642\cert\PFX\6CC69B2A767536460A5
705F11EFDDE34 . cer

D. Enter the "3" key password, and type the key password from step 1
in the Change Settings and Reconfirmation section.

221



Location: TOP/Tools/Make PFX/Step3. Generate PFX

1. *Key file path: .\cert\PFX\90000017_20250110120334.key

2. *Credential file (CER) file path: C:\Users\dogto\test\EINVTurnkey320_7_3642\cert\PF
X\6CC69B2A767536460A5705F11EFDDE3Y . cer

3. Password(Please enter 8-digit alphanumeric characters):

--. Portfolio Document (PFX) file path:

5. Generate combined voucher file (PFX)

q. Back

Please select an item, or press m to refresh menu: 3

Setting items: Password(Please enter 8-digit alphanumeric characters)
Current settings:

Change password:

Double confirm:

E. Enter "5" to generate a combined certificate file (PFX), and the

system displays the query results.

Location: TOP/Tools/Make PFX/Step3. Generate PFX

1. *Key file path: .\cert\PFX\90000017_20250110120334.key

2. *Credential file (CER) file path: C:\Users\dogto\test\EINVTurnkey320_7_36U42\cert\PF
X\6CC69B2A767536U460A5705F11EFDDE3L . cer

3. *Password(Please enter 8-digit alphanumeric characters): *x*kkkkx

--. Portfolio Document (PFX) file path:

5. Generate combined voucher file (PFX)

q. Back

Please select an item, or press m to refresh menu: 5

Generate Portfolio Voucher (PFX) complete

(XXVII) Goalkeeper
1. Path: Tool > Goalkeeper

(1) Enter “3” to enter the Tools menu.

(2) Enter "5" goalkeeper
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2. Functional operation instructions
(1) Goalkeeper schedule

A. Enter "1" to enter the goalkeeper arrangement settings.

ect an 1tem, or press m to refresh menu: 1

B. Enter the "2" report production directory and type the information

in the change settings, such as "C:\NEWTurnkey\rpt".

Loc 00 oalkeeper/Goalkeeper Setting

an item, or p ] :
rt Direc

C. Enter "3" to save.
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ver/Goalkeeper Setting

NEWTurnkey'rpt

[y

s m to refresh menu: 5

(A) Enter "1" to list all schedules, and the system displays the query

results.

to refresh menu:

(B) Enter "2" to add a schedule.

a. Enterthe report type "1" and type the data in the change setting,

for example, "1".
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c. Enter the schedule time of "3" and type the data in the change
setting, e.g. "09:00".

nu: 4

(C) Enter "3" to edit the schedule.

a. Select the schedule you want to modify, for example, enter "1".
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b. Select the item you want to modify, e.g. 3" schedule time, and

type the data in the change setting, e.g. "09:10".

e Setting/Edit Schedulef

it Schedule/Bdit ¢

(D) Enter "4" to delete the schedule, enter "3" Turnkey end processing

failure list, and the system displays the query results.

m to refresh menu: 3

(2) QRCode Verification

A. Enter "2" to enter QRCode Verification.
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Location: T

Fa

B. Enter the "1" password seed and type the data in the change setting
field, such as "12345678".

1

C. Enter "3" to generate the AES key, and the system displays the
query results.

D String:

__timn Method: Pazsword Seec

D. Enter "4" QRCode encrypted string, and type the encrypted string

information in the change settings, e.g.
"A1234567810412191234000000400000b4000000054185095dSy
pnr83S300PUSHIEX49w==".
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Code Enc

E. Enter the "5" QRCode decryption method and enter the "1"

password seed.

F. Enter the "6" QRCode key and type the encrypted string data in the
change settings, such as "12345678".

erification

(XXVIII) File encryption and decryption
1. Path : Tools > File encryption and decryption

(1) Enter “3” to enter the Tools menu.

228



I..”....-I- 1 | |Il
setiings

ase select an item, or press m to refresh menu: 3

ase select an item, or press m to refresh menu: 6

2. Functional operation instructions
(1) Enable Upload File Encryption Backup

A. Enter "1" to enable encrypted backup of uploaded files.

Location:

ect an 1tem, or press m to refresh menu: 1

(2) Set Password

A. Enter "2" to set the password, and type the password in the Change
Settings and Reconfirm fields.
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11
to be Decrypted:

r press m to refresh menu: 2
ord

(3) Save Backup Encryption3

A. Enter "3" Save Backup Encryption. After Save, the backup file
uploaded to the electronic invoice platform is encrypted again and

stored in the encodeFolder directory of the working directory.

i oIl
to be Decrypted:
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V1. Description of Data Processing Process

() Upload and download processes

This section describes the process of each task during the operations

of Turnkey.

Turnkey has two types of task, “invoice upload” and “invoice
download.” For “invoice upload”, there are [Upcast] , [Pack] and
[ Sendfile] , while for “invoice download”, there are [ Receivefile] ,
[Unpack] and [DownCast] . All these tasks are described in details

below.

1. Upcast: this converts the source file into a message acceptable to the E-
Invoice Platform. The content of TURNKEY_ MESSAGE _LOG is
updated as soon as a file is received. The update includes the addition of
SEQNO and SUBSEQNO and the change of status to P (Processing).
The source file received is processed depending on whether it is in XML

format. All in all, there are three steps:

Starting from this version (3.0.0), the platform supports v4.0. If the
source information version is set to v31, use the v31 version to upload;
If the version version of the source information is set to v32, use the v32
version to upload; If the source information version is set to v4.0, the v40
version is used to upload it.

The system will append the invoice to the same file according to the
following rules.

(1) B2B exchange: one file for one invoice;

(2) Ifaninvoice comes with an appended file, then it is one file for every

invoice;

(3) B2C certificate: for the same (agent) sender, it is one file for every

1000 invoices or 15MB;
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(4) B2B certificate: for the same sender and receiver, it is one file for

every 1000 invoices or 15MB;

After processing more than 10,000 invoices or source documents,
the files will be moved to the source directory of [Upload Package] ,
and the original files will be backed up to the BAK directory, and sorted
by date and time. The data tables TURNKEY_MESSAGE _LOG and
TURNKEY_MESSAGE_LOG_DETAIL are updated. Invoice
information will be added to TURNKEY_MESSAGE_LOG; the
processing time and status (G for successful processing and E for
unsuccessful processing) are added to
TURNKEY_MESSAGE LOG_DETAIL.

In case of any failure during the processing, if the file is in the XML
format, that file will be moved to the ERR directory and sorted by date
and time.

Process files ——>»<Process Error >—>

move to error
folder

Source Folder:{Working
Path}/UpCast/
{Invoice Type}/{Message Type}/SRC

move to backup move to target
folder folder

Backup Folder:{Working Path}/UpCast/ Target Folder:{Working Path}/Pack/
{Invoice Type}{Message Type}yBAK/ {Invoice Type}/{Message Type}/SRC
{Process Date}/{Time}

For the format for the files generated from this step, refer to UpCast

in “V1.2 Turnkey work directories” of this Manual.

2. Pack: Responsible for adding documents to SIG and signing operations.
During processing, the file is moved to the source directory of the

[ Transfer File] . After the processing is completed, the original file will

be backed up to the BAK directory by date and time. At the end of
process, the file is sorted by date and time, the backup of the original file
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is placed in the BAK directory, and the contents of data tables
TURNKEY_MESSAGE_LOG and
TURNKEY_MESSAGE_LOG_DETAIL are updated. For
TURNKEY_MESSAGE_LOG, the status will be updated to E if the
processing fails. For TURNKEY_MESSAGE LOG _DETAIL, the

processing time and status (G for successful processing and E for

unsuccessful processing) are added.

| Process | .Y J rove o anr |
according to <_Process Error >—»
~ oy 1 folder

Pack src file |

Source Folder:{Working Path}/Pack/
{Invoice Type}/{Message Type}/SRC

move to backup move to target
_—
folder folder

Backup Folder:{Working Path}/Pack/ Target Folder:{Working Path}/SendFile/
{Invoice Type}{Message Type}BAK/  {Invoice Type}/{Message Type}/SRC
{Process Date}/{Time}

For the format of files received / generated in this step, refer to Pack in
“VI1.2 Turnkey work directories” of this Manual.

3. Sendfile: this sends files to the E-Invoice Platform. If the transmission
failure occurs (whether due to FTP or Web API) and leads to
unsuccessful transmission, it will attempt to send again. If the failure
persists, the file will be kept where it is until it is sent. At the end of
processing, the file will be sorted by date and time, a backup of the
original file will be placed in the BAK directory and the contents of data
tables TURNKEY_MESSAGE LOG and
TURNKEY_MESSAGE_LOG DETAIL  are  updated.  For
TURNKEY_MESSAGE_LOG, if an error occurs to transmission, the
status will be updated to E, otherwise it will be updated to G; for
TURNKEY_MESSAGE_LOG_DETAIL, the processing time and
status (G for successful processing and E for unsuccessful processing)

are added.
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h 4 : Y

By SendFile src ~~ Wron mov rror
y ‘—» process error >—»< 9 — e

file processing “~connection—" folder
Source Folder:{Working Path}/SendFile/ Error Folder:{Working Path}/SendFile
{Invoice Type}{Message Type}/SRC {Invoic

ge Type}/ERR

move to backup
i folder

Backup Folder:{Working Path}/SendFile/
{Invoice Type}/{Message Type}/BAK
{Process Date}/{Time}

For the format of files received in this step, refer to SendFile in “VI1.2
Turnkey work directories” of this Manual.

4. Receivefile: this receives data from the E-Invoice Platform, moves the
file received to the [Unpack] directory, and keeps a backup of the
original file in the BAK directory. If the file received is ProcessResult
or SummaryResult, the matching record will be located in the data table
TURNKEY_MESSAGE_LOG and the contents of
TURNKEY_MESSAGE_LOG_DETAIL updated. If no corresponding
record is found, it will be written in the event logbook, or a new entry
will be added in each of the TURNKEY_ MESSAGE LOG and
TURNKEY_MESSAGE LOG _DETAIL.

The received file is the following data:

(1) EO0501 Operator Electronic Invoice Numbering File (Source Message

Version v3.x or above).

(2) EO0502 Invoice document for business person's input deposit (source

message version v4.1 is applicable)

(3) EO0503 Operator's Input Deposit Discount Single File (Source News
Version V4.1 is applicable)

(4) EO0504 winning list data file (MIG V4.0 new message, so only when

the source message version is switched to v4.0)
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)
download Exchange
Invoice

[ )
Source Folder:{Working Path}/
ReceiveFile/SRC

download Ack

AN J

Source Folder:{Working Path}/
ReceiveFile/SRC/Ack

)

download E050X

AN J
Source Folder:{Working Path}/
ReceiveFile/ SRC/E050X

( A
download
ProceasResult
A J

Source Folder:{Working Path}/
ReceiveFile/ SRC/ProcessResult

s hY

<

download
SummaryResult
AN > 4
Source Folder:{Working Path}/
ReceiveFile/SRC/SummaryResult

P \
_~process ™.
== error _

S

N

e move N

ﬁ to Exchange

Invoice
Error Folder:{Working Path}/
ReceiveFile/ERR
{Process Date}/{Time}

Y

J

move to Ack
i error folder

<

Error Folder:{Working Path}/
ReceiveFile/ERR/Ack/
{Process Date}/{Time}

'd Y
| move to E050X

{ error folder
Error Folder:{Working Path}/
ReceiveFile/ERR/E050X
{Process Date}/{Time}

move
—> to ProcessResult
error folder

Error Folder:{Working Path}/
ReceiveFile/ERR/ProcessResult/
{Process Date}/{Time}

| move

—To SummaryResul
error folder

\ J

Error Folder:{Working Path}/

ReceiveFile/ERR/ProcessResult/
{Process Date}/{Time}

move move
to Excl'!ange : to Excl'!ange
Invoice Invoice
\__bakup folder target folder
Backup Folder:{Working Path}/ Target Folder:{Working Path}/
ReceiveFile/BAK/ UnPack/SRC/

{Process Date}/{Time}

move to Ack
target folder

move to Ack

bakup folder
Backup Folder:{Working Path}/
ReceiveFile/BAK/Ack/
{Process Date}/{Time}

Target Folder:{Working Path}/
UnPack/SRC/Ack

move to E050X

move to E050X
target folder

bakup folder

Backup Folder:{Working Path}/
ReceiveFile/BAK/E0G0X/
{Process Date}/{Time}

Target Folder:{Working Path}/
UnPack/SRC/E050X

move move
——— to ProcessResult —— > to ProcessResult |
bakup folder target folder |

Backup Folder:{Working Path}/
ReceiveFile/BAK/ProcessResult
{Process Date}/{Time}

Target Folder:{Working Path}/
UnPack/SRC/ProcessResult

move move [
———> to ProcessResult ———>to SummaryResult
bakup folder target folder |

Backup Folder:{Working Path}/
ReceiveFile/BAK/SummaryResult
{Process Date}/{Time}

Target Folder:{Working Path}/
UnPack/SRC/SummaryResuit

5. Unpack: this decrypts and unpacks the data received. Data received from

the E-Invoice Platform are always provided with a signature, and,

therefore, the signature has to be decrypted. For ProcessResult, the
matching record is located in TURNKEY_ MESSAGE_LOG using the

uuid in the filename and date and the processing status updated via

MessageType, ParameterO (invoice number) and Parameterl (date) in

the

ProcessResult.

A  new

entry is added in the

TURNKEY_MESSAGE_LOG_DETAIL.

For a message, a new entry is added to
TURNKEY_MESSAGE LOG_DETAIL.

235



process Exchange
Invoice |

Source Folder:{Working ﬁéth}/’
UnPack/SRC

process Ack {

Source Folder:{Working Path}/
UnPack/SRC/Ack

process E050X ‘

Source Folder:{Working Path}/
UnPack/SRC/E050X

process [
ProcessResult |

Source Folder:{Working Path}/
UnPack/SRC/ProcessResult

process [
SummaryResult |

Source Folder:{Working Path}/
UnPack/SRC/SummaryResult

/'/ .
~process

» v fr——————"\
~ | move to E050X
- error folder

~_error -
N~

N

move
to Exchange
Invoice
\__error folder ~/

—

UnPack/ERR

{Process Date}/{Time}
move to Ack
error folder

UnPack/ERR/Ack
{Process Date}/{Time}

UnPack/ERR/E050X
{Process Date}/{Time}

i move ‘

'to ProcessResult|
error folder ‘

UnPack/ERR/ProcessResult.

{Process Date}/{Time}
move

—>to SummaryResult
| error folder |

Error Folder:{Working Path}/

UnPack/ERR/ProcessResult,
{Process Date}/{Time}

Error Folder:{Working Path}/

Error Folder:{Working Path}/

Error Folder:{Working Path}/

Error Folder:{Working Path}/

{Process Date}/{Time}

J move to Ack
" bakup folder

Backup Folder:{Working Path}/
UnPack/BAK/Ack/
{Process Date}/{Time}

‘ move to E050X
bakup folder

Backup Folder:{Working Path}/
UnPack/BAK/E0GOX/
{Process Date}/{Time}

‘ move |
» to ProcessResult|
‘ bakup folder |

Backup Folder:{Working Path}/
UnPack/BAK/ProcessResult
{Process Date}/{Time}

‘ move |
» to ProcessResult|
‘ bakup folder |

Backup Folder:{Working Path}/
UnPack/BAK/SummaryResult
{Send Date}/{Recevie DateTime}

~ move move
to Exchange to Exchange
Invoice ‘ Invoice
__bakup folder target folder
Backup Folder:{Working Path}/ Target Folder:{Working Path}/
UnPack/BAK/ DownCast/SRC/

Downcast: this converts the B2B exchange message into the appointed

format, which is the reverse of the [Upcast] task.

During the conversion process, if the processing is successful, the

file is moved to the corresponding folder of the RecvTarget directory,

and the original file is backed up in the BAK directory, and sorted by
date and time. Update the data table TURNKEY_ MESSAGE_LOG and
add a record to the TURNKEY_MESSAGE_LOG_DETAIL.

When an error occurs during the processing, a new entry will be
added to TURNKEY_SYSEVENT_LOG specifying the cause of error
and indicating its trace in addition to the update of status in
TURNKEY_ MESSAGE LOG
TURNKEY_MESSAGE LOG_DETAIL.
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Process <Y | move to error
according to <_Process Error >—»
. ‘ folder
DownCast src file| S 2 .

Source Folder:{Working Path}/ Error Folder:{Working Path)/DownCast/ERR
DownCast /SRC {Process Date}/{Time}

move to backup move to target
—_—>

folder folder
Backup Folder:{Working Path}/ Target Folder:{Working Path}/
DownCast/BAK/ RecvTarget/{Message Type}/SRC

{Process Date}/{Time}

The database and file directories require clearing on a regular basis.
The clearing can be done manually with the tools provided in Turnkey
as well as by schedule.
(1) Turnkey work directories
This section describes the use of the file folders in the installation and

work directories when the Turnkey is installed.

B The file folders in the installation directory are described below:

Folder name Description
h2engine Turnkey defaults to the Library used by the h2 database.
lib Place all the libraries that need to be used in the Turnkey
execution.
modules Place the Turnkey to execute the common module
log After the installation of Turnkey, a location for storing the

log needs to be set. The system recording file is divided into
Turnkey.log and Turnkey-SYS.log, daily execution or
execution will be automatically divided into daily rolling
files, no need to clear the file, the file name format after the
file is Turnkey-YYYY-MM-DD.N.log and Turnkey-
YYYY-MM-DD-SYS.N.log, the file size is automatically
slitted every 200MB, N is the serial number after slitting,
and the earliest record starts from 0. Turnkey .log is the
complete download process record, and Turnkey-SYS .log
Is the system error record and the upper download error
record.
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EINVUPGRADE

Staging location for update files. When Turnkey starts, it
will first check whether there are installation files under it,
and if so, perform the installation.

cert SSL CAis required to store the link to the electronic invoice
platform.

jre Download openJDK 17 jre for Turnkey operation.

monitor Store the configuration files and execution records required
for monitoring execution.

B The file folders in the work directory are described below:
Folder name Description
UpCast This is the directory used when Turnkey is processing

“UpCast.”’It has the following subdirectories:
B2BEXCHANGE( (for B2B exchange)

B2BSTORAGE(for B2B certificates, MIG V3. X applies)
B2CSTORAGE(for B2C certificates, MIG V3. X applies)
B2SSTORAGE(for certificates, MIG V4.0 and above
apply)

Each processing has a corresponding message folder under
it, depending on the version set in Turnkey. By default, the
directory will be created according to the V31 message
format (please check whether the default is created
according to V31 or the set version).

If the default is used, the user will place the invoice message
to be uploaded in the SRC folder in the directory
corresponding to the message with no restriction for
filename.

For example, if data A0101 is to be used, it shall be placed
in:
AEINVTurnkey\UpCast\B2BEXCHANGE\A0101\SRC

If no error occurs to the file processed, the file will be placed
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Folder name

Description

in the BAK folder in its message directory and sorted by
date and time.

For example:
AEINVTurnkey\UpCast\B2BEXCHANGE\A0101\BAK\.$
{proc. date (yyyyMMdd) }\${proc. time (HH)}

In the event of a processing error, the file will be placed in
the ERR folder in its message directory.
AEINVTurnkey\UpCast\B2BEXCHANGE\A0101\ERR\.$
{proc. date (yyyyMMdd) }\${proc. time (HH)}

Pack

This is the directory used when Turnkey is processing
“Pack.” It has the following subdirectories:
B2BEXCHANGE((for B2B exchange)

B2BSTORAGE(for B2B certificates, MIG V3. X applies)
B2CSTORAGE(for B2C certificates, MIG V3. X applies)
B2SSTORAGE(for certificates, MIG V4.0 and above
apply)

Files are placed in the SRC folder in respective directories
based on the type of processing; for example:
AEINVTurnkey\Pack\B2BEXCHANGE\SRC

The filename format is:
$SRCFILE_$SENER_BAN_$RECEIVER_BAN_$VERSI
ON-$SMIG_TYPE-${msg date & time (yyyyMMdd-
HHmMmssSSS)}-$uuid_$cnt

$SRCFILE: the original filename of UpCast;

$SENER BAN: sender’s tax ID number, added depending
on the message content; for example: an invoice is issued
and

$SENER BAN indicates the sender’s tax ID number.
$RECEIVER BAN: receiver’s tax ID number, added
depending on the message content; for example: an invoice
Is issued and

$RECEIVER_ BAN indicates the receiver’s tax ID number;
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Folder name

Description

if it is a certificate, it contains 8 zeros, i.e. 00000000.
$VERSION: version starting with a lower case v, such as
v40

$MIG_TYPE: message type, such as A0101

$yyyyMMdd: date, such as 20240101

$HHMmMssSSS: time, such as172021666

$uuid: 36-digit uuid; for example: 86ba6alc-45e7-4162-
99ff-3c011c8b017c

$cnt: number of pieces of data contained in the packet.

If no error occurs to the file processed, the file will be placed
in the BAK folder in its message directory and sorted by
date and time. For example:
AGEINVTNK\Pack\B2BEXCHANGE\BAK\.${proc. date
(yyyyMMdd) N\${proc. time (HH)}

If an error occurs, the file will be placed in the ERR folder
in its message directory and sorted by date and time. For
example:
AGEINVTNK\Pack\B2BEXCHANGE\ERR\.${proc. date
(yyyyMMdd) N\${proc. time (HH)}

SendFile

This is the directory used when Turnkey is processing
“Pack.” It has the following subdirectories:
B2BEXCHANGE(for B2B exchange)

B2BSTORAGE((for B2B certificates, MIG V3. X applies)
B2CSTORAGE((for B2C certificates, MIG V3. X applies)
B2SSTORAGE(for certificates, MIG V4.0 and above
apply)

B2PMESSAGE(for B2P messages)

Files are placed in the SRC folder in respective directories
based on the type of processing; for example:
AGEINVTNK\SendFile\B2BEXCHANGE\SRC

The filename format is the same as that in Pack:
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Folder name

Description

If no error occurs to the file processed, the file will be placed
in the BAK folder in its message directory and sorted by
date and time. For example:
AGEINVTNK\SendFile\B2BEXCHANGE\BAK \.${proc.
date (yyyyMMdd) }\${proc. time (HH)}

If an error occurs, the file will be placed in the ERR folder
in its message directory and sorted by date and time. For
example:
AGEINVTNK\SendFile\B2BEXCHANGE\ERR\.${proc.
date (yyyyMMdd)}\${proc. time (HH)}

ReceiveFile

This is the directory used when Turnkey is processing
“ReceiveFile.”

The files received by Turnkey from the E-Invoice Platform
are placed in the SRC folder in respective directories based
on the type of processing; for example:
AEINVTurnkey\ReceiveFile\SRC

The filename format is:

1. EXCHANGE :

$VERSION-$MIG_TYPE-${proc. date &  time
(yyyyMMdd-HHmMmssSSS)}-$uuid

$VERSION: version started with a lower case v, such as:
v31l

$MIG_TYPE: type of message, such as: A0101
$yyyyMMdd: date, such as: 20110101

$HHmMmMsSSSS: time, such as: 172021666

$uuid: 36-digit uuid, such as:
86babalc-45e7-4162-99ff-3c011c8b017c

2. Ack

$VERSION-$MIG_TYPE-${proc. =~ date &  time
(yyyyMMdd-HHmMmssSSS) }-$uuid.Ack

he field description is the same as that of the exchange
invoice, and the uuid value is the same as the uuid of the
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Description

uploaded invoice.

3. E05XX

$VERSION-$PARTYID-${proc. date & time (yyyyMMdd-
HHmMmssSSS)}.E05XX

$VERSION : version started with a lower case v, such as:
v31l

$PARTYID : salesperson id

$yyyyMMdd : date, such as: 20110101

$HHMmMssSSS: time, such as: 172021666

The extension is the name of the message, such as :
E0501 ~ EO502 ~ E0503

4. E0504
${unit(1)}_${category(1)}_${seller(8)}_${months(5)} ${
create date(yyyyMMddHHmMmss)} ${file seq(3)} ${file
cnt(3)}.zip.EO504

months : ROC Year(3) +Month(2) > such as : 11301

5. SummaryResult

${Sender Ban(8)}-${Sender Routing(8)}-${Recv Ban(8)}-
${Recv Routing(8)}-${Trans Date(yyyyMMdd)}-
${Platform Trans Date (yyyyMMddHHmMmMssSSS)}-
${count}.SummaryResult

6. ProcessResult
$VERSION-$MIG_TYPE-${proc.-time(yyyyMMdd-
$HHmMmMSssSSS)}-$uuid.ProcessResult

The field description is the same as that of the exchange
invoice, the uuid value is the same as the uploaded invoice,
and the extension name is ProcessResult.

The file received will be placed in the BAK folder in its
message directory and sorted by date and time. For example:
AEINVTurnkey\ReceiveFile\BAK\${type\.${proc.  date
(yyyyMMdd) \${proc. time (HH)}

Type example :
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Folder name

Description

1. Exchange: There is no additional layer of receiving
category folders, and they are stored according to the
processing date, for example:
ReceiveFile\BAK\20231224\18

2. Ack example: ReceiveFile\BAK\Ack\20231224\18
3.E05XX:ReceiveFile\BAK\E05XX\20231224\18
4.ProcessResult:ReceiveFile\BAK\
ProcessResult\20231224\18

5.SummaryResult:
ReceiveFile\BAK\SummaryResult\20231224\18

Unpack

The directory used by Turnkey when processing "download
unpacking".

Place them in the SRC folder under each directory
according to the processing type. For example:
AEINVTurnkey\Unpack\SRC

After the processing, if there is no processing error, the file
will be placed in the BAK folder under the processing type
directory.

If the processed file is an exchange invoice, the processed
file will be placed under BAK. For example:
Unpack\BAK\${Processing date (yyyyMMdd)}\${Time
(HH)}

If the error is stored in ERR

Unpack\ERR\${Processing date (yyyyMMdd)}\${Time

(HH)}

If the processed file is ProcessResult, the processed file will
be placed in the f directory under BAK. For example:
Unpack\BAK\ProcessResult\${Processing date
(yyyyMMdd) \${Time (HH)}
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Folder name Description
If the error IS stored in
Unpack\ERR\ProcessResult\${processing date

(yyyyMMdd) N\${time (HH)}

If the processed file is SummaryResult, the processed file
will be placed in the SummaryResult directory under BAK
and classified according to the invoice transmission date and
the file receiving date. For example:

Unpack\BAK\SummaryResult\${Send date
(yyyyMMdd) }\${Processing date and time
(yyyyMMddHH)}

If the error IS stored in
Unpack\ERR\SummaryResult\${Processing Date
(yyyyMMdd) \${Time (HH)}

If the processed files are E0501, E0502, E0503, and E0504,
the processed files will be placed in the BAK directory and
classified according to the message type and date and time.
For example:
AEINVTurnkey\Unpack\BAK\${EO50X }\$yyyyMMdd\$H
H

If the error is stored in ERR
Unpack\ERR\${EO050X\${Processing date
(yyyyMMdd) 7\${Time (HH)}

DownCast

This is the directory used when Turnkey is processing
“DownCast.”

Files are placed in the SRC folder in respective directories
based on the type of processing; for example:
AEINVTurnkey\DownCast\SRC

If no error occurs to the file processed, the file will be placed
in the BAK folder in its message directory and sorted by
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date and time. For example:
AEINVTurnkey\DownCast\BAK\.${proc. date
(yyyyMMdd) N\${proc. time (HH)}

If an error occurs, the file will be placed in the ERR folder
in its message directory and sorted by date and time. For
example:

AEINVTurnkey\DownCast\ERR\.${proc. date
(yyyyMMdd) N\${proc. time (HH)}

RecvTarget

This is the product directory when Turnkey processes
“DownCast.”Files are sorted by the contents processed in
the received files.

If the user selects “Message received and saved in
ERPInBox” in the system environment settings, the
information of invoices downloaded will be saved in
RecvTarget/ERPInbox rather than being placed in different
directories based on message type.

cert

The software certificates used by Turnkey are saved here.
When a Turnkey user defines software certificates, Turnkey
will make and save a copy of these certificates in this
directory in case that the user deletes any of the certificates
by accident.

(111) Return message from the E-Invoice Platform

1. Description of Return message from the Platform

Once data is uploaded, the center end adds the center certificate

signature to the processed result and returns it to Turnkey. The file is

decrypted at Turnkey, and the processed text file is placed in

Unpack/BAK/ProcessResult directory in the work directory, and sorted

by date and time in the respective subdirectory. The extension of

filename

iIs .ProcessResult. The contents of its XML Schema
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ProcessResult.xsd and GenericResult_4.0.xsd are:
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<!— GenericResult 4.0.xsd -->

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified"

attributeFormDefault="unqualified">

<!l—Message type -->

<xsd:simpleType name="MessageTypeEnum">

<xsd:restriction base="xsd:string">

<xsd:enumeration value="A0101"/><!-- A0101.
<xsd:enumeration value="A0102"/><!-- A0102.
<xsd:enumeration value="A0201"/><!-- A0201.
<xsd:enumeration value="A0202"/><!-- A0202.
<xsd:enumeration value="A0301"/><!-- A0301.
<xsd:enumeration value="A0302"/><!-- A0302.
<xsd:enumeration value="A0401"/><!-- A0401.
<xsd:enumeration value="A0501"/><!-- A0501.
<xsd:enumeration value="B0101"/><!-- B0101.
<xsd:enumeration value="B0102"/><!-- B0102.
<xsd:enumeration value="B0201"/><!-- B0201.
<xsd:enumeration value="B0202"/><!-- B0202.
<xsd:enumeration value="B0501"/><!-- BO501.
<xsd:enumeration value="B0502"/><!-- B0502.
<xsd:enumeration value="C0401"/><!-- C0401.
<xsd:enumeration value="C0501"/><!-- C0501.
<xsd:enumeration value="C0601"/><!-- C0601.
<xsd:enumeration value="C0701"/><!-- C0701.
<xsd:enumeration value="D0301"/><!-- D0301.
<xsd:enumeration value="D0401"/><!-- D0401.
<xsd:enumeration value="F0401"/><!-- F0401.

<xsd:enumeration value="F0501"/><!-- FO501.

<xsd:enumeration value="F0601"/><!-- FO601.

<xsd:enumeration value="F(0701"/><!-- FO701.

<xsd:enumeration value="G0401"/><!-- G0401.
<xsd:enumeration value="G0501"/><!-- G0501.

</xsd:restriction>
</xsd:simpleType>

<l-- -next page->

Issue a uniform invoice -->

Receive andacknowledge a uniform invoice -->

Cancel a uniform invoice -->

Receive and acknowledge a cancelled uniform invoice -->
Reject a uniform invoice -->

Receive and acknowledge a rejected uniform invoice-->
Issue a uniform invoice-->

Cancel a uniform invoice -->

Allowance certificate -->

Receive and acknowledge an allowance certificate-->
Cancel an allowance certificate -->

Receive and acknowledge a cancelled allowance certificate -->
Allowance certificate notice -->

Receive and acknowledge anallowance certificate notice -->
Issue a uniform invoice -->

Cancel a uniform invoice -->

Reject a uniform invoice -->

Write off a uniform invoice -->

Issue an allowance certificate -->

Cancel an allowance certificate-->

Invoice Message for platform Certificate -->
Cancellnoivce Message for Platform Certificate -->
RejectInvoice Message for Platform Certification -->
VoidInvoice Message for Platform Certificate -->
Allowance Message for Platform Certification -->

CancelAllowance Message for Platform Certificat -->
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<!--Continued-->
<!—Data sender’s info -->
<xsd:complexType name="PartylnfoType">
<xsd:sequence>
<!-- Data sender’s tax ID number -->
<xsd:element name="Partyld" type="xsd:string"/>
<!-- Data sender’s description -->
<xsd:element name="Description" type="xsd:string" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<!-- Data receiver’s info -->
<xsd:complexType name="RoutingInfoType">
<xsd:sequence>
<!-- Data receiver’s tax ID number -->
<xsd:element name="Routingld" type="xsd:string"/>
<!-- Data receiver’s description -->
<xsd:element name="Description" type="xsd:string" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- Packet message description-->
<xsd:complexType name="InfoType">
<xsd:sequence>
<xsd:element name="1d" type="xsd:string"/>
<xsd:element name="Size" type="xsd:positivelnteger"/>
<xsd:element name="MessageType" type="MessageTypeEnum"/>
<xsd:element name="Service" type="xsd:string"/>

—n

<xsd:element name="Action" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
<!-- Platform processing result-->
<xsd:complexType name="ResultType">
<xsd:sequence>
<xsd:element name="Total" type="ResultDetail Type"/>
<xsd:element name="Good" type="ResultDetailType"/>
<xsd:element name="Failed" type="ResultDetail Type"/>

</xsd:sequence>

<l-- -next page->




<!--Continued-->
<l-- Platform processing result description-->
<xsd:complexType name="ResultDetail Type">
<xsd:sequence>
<xsd:element name="Count" type="xsd:positivelnteger"/>
<xsd:element name="Invoices" minOccurs="0">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Invocie" minOccurs="1">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="ReferenceNumber">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="10"/>
<xsd:maxLength value="16"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="InvoiceDate" type="xsd:date"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

</xsd:schema>
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<l—ProcessResultResult 4.0.xsd -->
<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema targetNamespace="urn:GEINV:ProcessResult:4.0" xmIns="urn:GEINV:ProcessResult:4.0"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xsd:include schemalLocation="GenericResult 4.0.xsd"/>
<xsd:element name="ProcessResult">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="RoutingInfo">
<xsd:complexType>
<xsd:sequence>
<!-- Data sender’s info-->
<xsd:element name="From" type="PartylnfoType"/>
<!-- Data sending value-added center or business entity’s info -->
<xsd:element name="FromVAC" type="RoutingInfoType"/>
<!-- Data receiver’s info -->
<xsd:element name="To" type="PartyInfoType"/>
<!--Data receiving value-added center or business entity’s info -->
<xsd:element name="ToVAC" type="RoutingInfoType"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<l-- Packet message description -->
<xsd:element name="Messagelnfo" type="MessagelnfoType"/>
<!-- Processing result -->
<xsd:element name="Result" type="ResultType"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:complexType name="MessageInfoType">

<xsd:sequence>

<l-- -next page->
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<!-- Message packet ID -->
<xsd:element name="1d" type="xsd:string"/>
<!-- Message packet size -->
<xsd:element name="Size" type="xsd:string"/>
<l-- Message type(MIG number) -->
<xsd:element name="MessageType" type="MessageTypeEnum"/>
<l-- Service type E: exchange; S: certificate -->
<xsd:element name="Service" type="xsd:string"/>
<l-- Message type B2B B2c-->
<xsd:element name="Action" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="ResultType">
<xsd:sequence>
<xsd:element name="Info" minOccurs="1" maxOccurs="10000">
<xsd:complexType>
<xsd:sequence>
<l-- Processing result code -->
<xsd:element name="Code" type="xsd:string"/>
<l-- Procecssing result description -->
<xsd:element name="Description" type="xsd:string"/>
<xsd:element name="Parameter0" type="xsd:string"/>
<xsd:element name="Parameter1" type="xsd:string"/>
<xsd:element name="Parameter2" type="xsd:string"/>
<xsd:element name="Parameter3" type="xsd:string"/>
<xsd:element name="Parameter4" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>

</xsd:schema>
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B The following is a list of message types and processing result

descriptions of Parameter contents.

MIG Parameter0 Parameterl |Parameter2|Parameter3|Parameter4
A0101 |InvoiceNumber |InvoiceDate BuyerBan |SellerBan
A0102 |InvoiceNumber |InvoiceDate BuyerBan |SellerBan
A0201 [InvoiceNumber InvoiceDate BuyerBan |SellerBan
A0202 |InvoiceNumber InvoiceDate BuyerBan |SellerBan
A0301 |InvoiceNumber |InvoiceDate BuyerBan |SellerBan
A0302 |InvoiceNumber |InvoiceDate BuyerBan |SellerBan
A0401 |InvoiceNumber |InvoiceDate BuyerBan |SellerBan
A0501 |InvoiceNumber InvoiceDate BuyerBan |SellerBan
A0601 |InvoiceNumber InvoiceDate BuyerBan |SellerBan
B0101 |AllowanceNumber|AllowanceDate |[BuyerBan |SellerBan
B0102 |AllowanceNumber|AllowanceDate |[BuyerBan |SellerBan
B0201 |AllowanceNumber|AllowanceDate |[BuyerBan |SellerBan
B0202 |AllowanceNumber|AllowanceDate |BuyerBan |SellerBan
B0401 |AllowanceNumber|AllowanceDate |BuyerBan |SellerBan
B0501 |AllowanceNumber|AllowanceDate |[BuyerBan |SellerBan
C0401 |InvoiceNumber InvoiceDate BuyerBan |SellerBan
C0501 |InvoiceNumber |InvoiceDate BuyerBan |SellerBan
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MIG Parameter0 Parameterl |Parameter2|Parameter3|Parameter4
C0701 {InvoiceNumber InvoiceDate BuyerBan |SellerBan
D0401 |AllowanceNumber|AllowanceDate |[BuyerBan |SellerBan
D0501 |AllowanceNumber|AllowanceDate |[BuyerBan |SellerBan
E0401 |YearMonth InvoiceTrack  |HeadBan |BranchBan
E0402 |YearMonth InvoiceTrack  |HeadBan |BranchBan
FO0401 |(InvoiceNumber |InvoiceDate BuyerBan |SellerBan
FO501 (InvoiceNumber |InvoiceDate BuyerBan |SellerBan
FO701 |(InvoiceNumber |InvoiceDate BuyerBan |SellerBan
G0401 |AllowanceNumber|AllowanceDate [BuyerBan |SellerBan
GO0501 |AllowanceNumber|AllowanceDate |BuyerBan |SellerBan
GO0701 |AllowanceNumber|AllowanceDate |BuyerBan |[SellerBan

2. Daily transmission result report

The Platform will generate the statistics of quantity of invoices

uploaded in the previous day and the result of every piece of data
processed at 1:00AM everyday based on the senders and receivers of data
uploaded and exchanged by every Turnkey user. At the scheduled time,
the “DownCast” in Turnkey will download the processing result file
from the Platform to the corresponding Turnkey directory, and the file is
then processed the
Unpack/BAK/SummaryResult/SyyyyMMdd/$ yyyyMMddHH(Invoice
Transmission Date/Receipt File Date and Time).

and moved to directory
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There are two types of files to be downloaded; one is the quantity
of invoice data uploaded to the Platform in the previous day, and the

other is the processing result of every piece of data, as described below.

3. Quantity of invoice data processed

The filename format is “$Sender’s tax ID number_$Sender’s
routing code_$Receiver’s tax ID number_$Receiver’s routing
code_$yyyyMMdd_$yyyyMMddHHmMmMssSSS-
Final.SummaryResult.” There is only a single quantity in that file that
indicates how many pieces of data were transmitted by the Turnkey
in the previous day, or how many pieces of invoice data were

exchanged with receivers.

If the receiver’s tax ID number=0000000000, it means that the
invoice data in the file is B2C. If the receiver’s routing code =0, it

means that the invoice data in the file is for B2B or B2C certificate.

4. Invoice data processing list

The filename format is “$Sender’s tax ID number _$Sender’s
routing code_$Receiver’s tax ID number_$Receiver’s routing
code_$yyyyMMdd_$yyyyMMddHHmMmMssSSS.SummaryResult.”
The file is in XML format and contains the uploading and exchange
result of every piece of data transmitted by Turnkey in the previous
day.

If the receiver’s tax ID number=0000000000, it means that the
invoice data in the file is B2C. If the receiver’s routing code=0, it
means that the invoice data in the file is for B2B or B2C certificate.

The contents of XMLSchema - SummaryResult.xsd for this
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XML file is described below. Some of the patterns are described in
GenericResult_4.0.xsd. Please refer to “VI1.3 Return message from

the E-Invoice Platform” of this Manual:
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<?xml version="1.0" encoding="UTF-8" 7>
<xsd:schema targetNamespace="urn: GEINV:SummaryResult:4.0" xmlns="urn: GEINV:SummaryResult:4.0"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xsd:include schemaLocation="GenericResult 4.0.xsd" />
<xsd:element name="SummaryResult">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="RoutingInfo">
<xsd:complexType>
<xsd:sequence>
<!-- Sender business entity -->
<xsd:element name="From" type="PartyInfoType" />
<!-- Sender’srouting code-->
<xsd:element name="FromVAC" type="RoutingInfoType" />
<!--Receiver business entity-->
<xsd:element name="To" type="PartylnfoType" />
<!--Receiver’s routing code -->
<xsd:element name="ToVAC" type="RoutingInfoType" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>
<xsd:element name="DetailList">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Message" minOccurs="1" maxOccurs="5000">
<xsd:complexType>
<xsd:sequence>
<!-- SIG-related info: filename, invoice quantity, message type, service type, process type -->
<xsd:element name="Info" type="InfoType" />
<!-- The processing result statistics for every uniform invoice consist of total quantity, quantity of

successes, quantity of failures and the invoice numbers corresponding to each of these quantities -->
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<xsd:element name="Result" type="ResultType" />
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

</xsd:schema>
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VII1I. Upload Status Inquiry

There are several ways for users to find out the results of the invoices

uploaded in the Turnkey, as shown below.

(1) Use the Turnkey message inquiry tool

The transaction log search of Turnkey allows users to search for the
transmission status for an invoice uploaded or downloaded and the error

event description when an error occurs.

For example, a user wants to know the status of invoices uploaded
during a certain day. He may start by setting the [Starttime] at 0:00 of
thatday, [Endtime])] at23:59ofthatdayand [I/O]) asO (send),and
will get the transmission results for all the invoices transmitted on that day.
If only the invoices with transmission error are to be searched, the

[ Status] can be set at E (error).

A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Query Message Log - O X

# {6} Transfer Settings Query Logs €\ Tools Help

Seq No Sub Seq No Message Type Query Count 1000
uuID StartTime 2023 yr 02 v m 16 v~ d 00 ~ hr 00 ~ min
Sender Tax Id Receiver Tax ID EndTime 2023 yr 02 v m 17 v d 23 ~ hr 59 ~ min
Category Type - Process Type v Invoice Identifier /O e

Status - File Name

SeqNo Sub.. Invoice Identifier uuID Mes... Cat.. Proc.. Sender... Receiver... Message Date  S.. I/O

& Reset Success
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(I

For the descriptions of message search in detail, refer to “V.20 View

message logs” and “V.22 Message log statistics” of this Manual.

Direct inquiry to the Turnkey database

If a user wishes to search for the data of a specific invoice number or
issue date, or find out the total quantity of successes or failures for invoices
of a specific date, he will have to search the database directly using SQL
syntax. For the structure of data tables, refer to “1X.3 Turnkey data tables

and fields” of this Manual.

The Turnkey database related event log TABLE is described below.
When a business entity uploads invoices, Turnkey will add an entry to
TURNKEY_MESSAGE_LOG. The value in the
INVOICE_IDENTIFIER field of TURNKEY_MESSAGE_LOG varies
depending on MIG message type. The following table provides the
composition format for the corresponding INVOICE_IDENIFIER field
values by MIG message type.

MIG message type | INVOICE_IDENIFIER

A0101 A0101 + InvoiceNumber + InvoiceDate

A0102 A0102 + InvoiceNumber + InvoiceDate

A0201 A0201 + CancellnvoiceNumber + CancelDate
A0202 A0202 + CancellnvoiceNumber + CancelDate
A0301 A0301 + RejectinvoiceNumber + RejectDate
A0302 A0302 + RejectinvoiceNumber + RejectDate
A0401 A0401 + InvoiceNumber + InvoiceDate

A0501 A0501 + CancellnvoiceNumber + CancelDate
A0601 A0601 + RejectinvoiceNumber + RejectDate
B0101 BO101 + AllowanceNumber + AllowanceDate
B0102 B0102 + AllowanceNumber + AllowanceDate
B0201 B0201 + CancelAllowanceNumber + CancelDate
B0202 B0202 + CancelAllowanceNumber + CancelDate
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MIG message type

INVOICE_IDENIFIER

B0401

B0401 + AllowanceNumber + AllowanceDate

BO501 B0O501 + CancelAllowanceNumber + CancelDate
C0401 C0401 + InvoiceNumber + InvoiceDate
C0501 C0501 + CancellnvoiceNumber + CancelDate
Co701 C0701 + VoidInvoiceNumber + VoidDate
D0401 D0401 + AllowanceNumber + AllowanceDate
D0501 D0501 + CancelAllowanceNumber + CancelDate
BranchBan + "-" + InvoiceTrack + InvoiceBeginNo + "-" +
E0401 ,
InvoiceEndNo
E0402 BranchBan + "-" + InvoiceTrack + InvoiceType
E0502 EO0502 + InvoiceNumber + InvoiceDate
E0503 EO0503 + AllowanceNumber + AllowanceDate
FO401 FO401 + InvoiceNumber + InvoiceDate
FO501 FO501 + CancellnvoiceNumber + CancelDate
FO601 FO601 + RejectinvoiceNumber + RejectDate
FO701 FO701 + VoidinvoiceNumber + VoidDate
G0401 G0401 + AllowanceNumber + AllowanceDate
G0501 G0501 + CancelAllowanceNumber + CancelDate
G0701 G0701 + VoidInvoiceNumber + VoidDate

The TURNKEY_MESSAGE _LOG DETAIL keeps a record of
every task for every invoice in TURNKEY_ MESSAGE_LOG (e.g. file
conversion, packing, upload, download, unpack, etc.) The REFERENCE
fields for these two tables are SEQNO and SUBSEQNO. If an error is
reported at the TURNKEY end or grand platform end, an entry will be
added to TURNKEY_SYSEVENT LOG and a correlation established
based on UUID and TURNKEY_MESSAGE_LOG. However, if the
cause of error is the PACK analysis or signature validation error of the
entire packet, it will not be written back to SEQNO and SUBSEQNO. It

has to be traced back from UUID and EVENTDTS fields to
TURNKEY_ MESSAGE_LOG.
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The following are commonly used SQLs and descriptions:

1. To search for the data of a certain invoice, the
"INVOICE_IDENTIFIER" field may be used. The
INVOICE_IDENTIFIER consists of invoice contents: $Invoice
type$invoice (allowance) number$Date. Different dates are used for

different types of data in the format of yyyyMMadd:

M [ssuing type for issuing date

B Reply type, which is the issuing date of the original message
B Cancellation type, cancellation date

B Rejection type, rejection date

2. With the invoice date and type known, it is possible to search with the
complete INVOICE_IDENTIFIER:

SELECT STATUS

FROM TURNKEY_MESSAGE_LOG

WHERE INVOICE_IDENTIFIER = ?7;

For example:

SELECT STATUS

FROM TURNKEY_MESSAGE_LOG

WHERE INVOICE_IDENTIFIER = 'A0101VL2412418420110908';

Status description:
G: Processed (invoice uploaded)
C: Confirmed (Server confirms the receipt of invoice)

P: Processing
E: Error
I: Interrupted
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3. If the invoice date is unknown, the invoice processing date can be used:

SELECT STATUS

FROM TURNKEY_MESSAGE_LOG

WHERE MESSAGE_DTS > ? AND MESSAGE_DTS < ? AND INVOICE_IDENTIFIER
LIKE ?;

For example:

SELECT STATUS

FROM TURNKEY_MESSAGE_LOG

WHERE MESSAGE_DTS > '201109080' AND MESSAGE_DTS < '201109089'
AND INVOICE_IDENTIFIER LIKE 'A0101VL24124184%";

4. If the method above does not find the invoice status, it could be an error
during format conversion that prevents the information of invoice
number. For this, search by message processing interval and then with
UUID for the invoice file in TURNKEY_MESSAGE_LOG_DETAIL.

SELECT UUID, INVOICE_IDENTIFIER, STATUS

FROM TURNKEY_MESSAGE_LOG

WHERE MESSAGE_DTS > ? AND MESSAGE_DTS < ?

For example:

SELECT UUID, INVOICE_IDENTIFIER, STATUS

FROM TURNKEY_MESSAGE_LOG

WHERE MESSAGE_DTS > '20120202' AND MESSAGE_DTS < '20120203";

SELECT STATUS, FILENAME

FROM TURNKEY_MESSAGE_LOG

WHERE UUID = 7;

For example:

SELECT STATUS, FILENAME

FROM TURNKEY_MESSAGE_LOG_DETAIL

WHERE UUID = 'e3888fa6-666c-4bf5-b6d4-a7a9e97b189b";

5. Search for the list of invoices sent and received by the start and end dates
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of transmission.

Search for an invoice sent

SELECT *

FROM TURNKEY_MESSAGE_LOG

WHERE MESSAGE_DTS > '201109080' AND MESSAGE_DTS < '201109089'
AND IN_OUT_BOUND = "0}

Search for an invoice received

SELECT *

FROM TURNKEY_MESSAGE_LOG

WHERE MESSAGE_DTS > '201109080' AND MESSAGE_DTS < '201109089'
AND IN_OUT_BOUND ="I’;

Search for a downloaded invoice, file path and name with a known

invoice number

First find out the UUID of the invoice to be searched

SELECT UUID

FROM TURNKEY_MESSAGE_LOG

WHERE INVOICE_IDENTIFIER = 'A0101V0L2412418420110908";

Then, search in TURNKEY_MESSAGE_LOG_DETAIL with UUID as criteria.
SELECT FILENAME

FROM TURNKEY_MESSAGE_LOG_DETAIL

WHERE UUID= 'e3888fab-666c-4bf5-b6d4-a7a9e97b189b’

AND TASK="ReceiveTarget’

For the transmission detail of an invoice, search in the
TURNKEY_MESSAGE_LOG_DETAIL table, which is used to

confirm the transmission status in details.

(1) There are three types of task status (UpCast, Pack, SendFile) when
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receiving invoices, and two more will emerge (ReceiveFile, Unpack)

after receiving the processing result.

(2) There are 4 types of task status when downloading invoices

(ReceiveFile, Unpack, DownCast, ReceiveTarget).

First find out the UUID of the invoice to be searched

SELECT UUID

FROM TURNKEY_MESSAGE_LOG

WHEREINVOICE_IDENTIFIER = 'A0101HD2100000320230724";

Then, search in TURNKEY_MESSAGE_LOG_DETAIL with UUID as criteria.
SELECT *

FROMTURNKEY_MESSAGE_LOG_DETAIL

WHERE UUID= 'e3888fab-666c-4bf5-b6d4-a7a9e97b189b’

ORDER BY PROCESS_DTS;

For errors of invoice processing, to search for the cause of an invoice
error, itis possible to search in TURNKEY _SYSEVENT _LOG for more

information.

Condition 1:

First find out the SEQNO and SUBSEQNO of the invoice to be searched
SELECT SEQNO,SUBSEQNO

FROM TURNKEY_MESSAGE_LOG

WHERE INVOICE_IDENTIFIER = 'A0101VL2412418420110908";

Then, search in TURNKEY_MESSAGE_LOG_DETAIL with SEQNO and
SUBSEQNO as criteria.

SELECT *

FROM TURNKEY_SYSEVENT_LOG
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Condition 2: the invoice conversion is successful but an error occurs during
transmission because the UUID is recorded, rather than SEQNO and
SUBSEQNGQ, in the packed invoice file.

First find out the UUID of the invoice to be searched

SELECT UUID

FROM TURNKEY_MESSAGE_LOG

WHERE INVOICE_IDENTIFIER = 'A0101VL2412418420110908";

Then, search in TURNKEY_MESSAGE_LOG_DETAIL with UUID as criteria.
SELECT *

9. Search for the quantities of successful and failed invoice transmissions
of the day with the transmission date as the criteria (Oct 12, 2011)

SELECT TML.STATUS, COUNT(*)

FROM TURNKEY_MESSAGE_LOG TML

WHERE TML.MESSAGE_TYPE = 'A0101'

AND TML.MESSAGE_DTS >="'20111012000000000'
AND TML.MESSAGE_DTS <'20111012235959999'
GROUP BY(TML.STATUS);

10. Search for the quantities of successful and failed invoice transmissions
of the day with the invoice issuing date as the criteria (Oct 12, 2011)

SELECT TML.STATUS, COUNT(*)

FROM TURNKEY_MESSAGE_LOG TML

WHERE TML.MESSAGE_TYPE = 'A0101'

AND TML.MESSAGE_DTS >="20111012000000000"
AND TML.INVOICE_IDENTIFIER LIKE '%20111012'
GROUP BY(TML.STATUS);
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11. Descript of Message Log Statistics SQL

A E-Invoice Turnkey (version = 3.0.42 » Test Environment) Query System Event Lag

& {8 Transfer Settings

Query Logs S\ Tools

Help

Sender Tax Id
Category Type
Message Type

/0

[) Create Report

Receiver Tax ID

Process Type

Status v
File Name
Start Time 2023 yr 02 * m 16 = d 0o hr
EndTime 2023 yr 02 ~ m 17 = d 23 hr
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SELECT DISTINCT main.* FROM TURNKEY_MESSAGE_LOG main,
TURNKEY_MESSAGE_LOG_DETAIL detail
WHERE main.FROM_PARTY_ID = on screen " Sender Tax Id"”
AND main.TO_PARTY_ID = on screen “Receiver Tax Id”
AND main.MESSAGE_TYPE = on screen “Message Type”
AND main.CATEGORY_TYPE = on screen “Category Type”
AND main.PROCESS_TYPE = on screen “Process Type"”
AND main.STATUS = on screen “Status”
AND main.IN_OUT_BOUND = on screen “I/O"
AND detail FILENAME LIKE on screen “FileName”
AND main.UUID = detail. UUID
AND main.MESSAGE_DTS >= on screen “Start Time”
AND main.MESSAGE_DTS <= on screen "“End Time"
ORDER BY main.MESSAGE_DTS;

If query result STATUS field equals "E" , then take
TURNKEY_MESSAGE_LOG" s SEQNO - SUBSEQNO and UUID Query
TURNKEY_SYSEVENT_LOG - SQL as shown below:

SELECT * FROM TURNKEY_SYSEVENT_LOG WHERE ((SEQNO = ? AND
SUBSEQNO = ?) OR UUID LIKE ?) ORDER BY EVENTDTS LIMIT 1

Since the clearing performed regularly will remove the contents of
this table, it is suggested to keep a copy of the table in the database of its
internal application on a regular basis if the user’s internal application
has to be integrated with the Turnkey requirements. This also prevents

the poor performance of searching as the quantity of data grows.
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(1) Parse daily summary results from the E-Invoice Platform

The daily summary result (SummaryResult) transmitted from the
Platform provides the uploading status for every packet uploaded from the
Turnkey in the previous day and the every invoice it contains. The Turnkey
user may check the invoice date generated in his ERP system against the
successful and failed invoice date in the SummaryResult to confirm that

every invoice uploaded is successfully saved in the E-Invoice Platform.

For a description of each transmission result, please refer to the
instructions in Chapter X and Appendix 7 of this manual.
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IX. Turnkey Backup

There are two types of data in Turnkey, settings and transactions,
depending on how they are used. They are stored in either database or files.
Users are recommended to develop a good habit to back data up from the
Turnkey system to a secure storage environment on a regular basis, so that
the system will remain functioning in case of hardware malfunctioning or
other accidents. However, when an accident does unfortunately occur, the
regular data backup mechanism helps shorten the time, manpower and cost
to reinstall and set up. Users may have different strategies and tools for data

backup depending on applications and storage methods.

(I) Configuration data

The users may duplicate or export the environmental settings of
Turnkey and later copy the backup files or export them into the table tables
while reinstalling the Turnkey to reduce the manpower and time for
program configuration.

1. Configuration tables

The following are setting tables used for program configuration:

B form_config: senders’ tax ID numbers and route configuration
W schedule_config: schedule configuration

B sign_config: certificate configuration

W task config: task appendix configuration

W to_config: receivers’ tax ID numbers and route configuration

W turnkey transport_config: transmission account and password

configuration

MW turnkey user_config: log-in account, password and role
configuration
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The backup and backup restoration of database program can be used
for these data tables to save the table contents into backup files which
can be later restored when needed. Refer to the user’s manual of the

database used for details.

2. Profiles

The profiles of Turnkey are located in /bin/conf at its installation
position. They contain mostly the information of database connection
parameter files, system configuration and message notification settings
established when configuring the Turnkey environment. In addition, if a
software certificate is used when a user installs a certificate file in

Turnkey, a copy of the software certificate file will be saved in /cert.
W /jre

B /TurnkeyConfig.xml

W /einvUserConfig.xml

B /cert/xxxxx.pfx

For the files shown above, users are recommended to make a copy
and keep that copy in a separate computer or another storage media after
the Turnkey is set up. These files can just be copied back to their

respective directories should there be a need to reinstall.

(I1) Transaction data

The transaction data are the historic records of invoice transmission
and invoice files actually uploaded or downloaded. These data are mostly

deleted periodically by the clearing task of the Turnkey.

1. Transaction data tables

The following are data tables used for the logs of invoice
upload/download messages.
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W turnkey message log: master files of uploading/downloading

messages (one piece of data for an invoice or a packet)

B turnkey message log detail:  details of every step of

uploading/downloading messages
B turnkey_sysevent log: error message files

In general this part of data does not require backup. However, if a
user does not have lots of invoices to be processed (e.g. fewer than 500
invoices per day) and the invoiced data or status processed in Turnkey
are not synchronized to other systems, the user may still back up this part
of data, so that the user will still be able to search for historic records of
data uploading and downloading with the “View message logs” of

Turnkey after its reinstallation or recovery from incident.

The backup and backup restoration of database program can be used
for the backup of these data. Refer to the user’s manual of the database

used for details.

Transaction file

Transaction files are the original files of invoice data uploaded and
downloaded and the signature/packet files generated when Turnkey
processed tiles. For the storage directories and description, refer to “VI.1
Upload and download processes” and “V1.2 Turnkey work directories”
of this Manual.

In general, files generated during the signature/packet processing do
not require backup. Only the original invoice data files uploaded and data
downloaded require backup. Once processed, the date uploaded will be
moved to /BAK (for successful conversion) or /ERR (for failed
conversion) directory in parallel to /SRC. For example, the file of an
issued B2C invoice IS placed in “C:\Program
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Files\EINVTurnkey\UpCast\B2CSTORE\A0101\BAK” and
“C:\Program  Files\EINVTurnkey\UpCast\B2CSTORE\AO0101\ERR.”

Users may back up the files in these directories.

The invoice data downloaded from the Platform are saved in
/RecvTarget, for example “C:\Program
Files\EINVTurnkey\RecvTarget.” Users may back up the entire

directory if there is a need for backup.

(111) Back up internal file system

If “Internal file system” is selected for Turnkey in “Environment
settings > Database settings”, the records of all the “configuration data”
and transaction data” saved in the database will be kept in the files
EINVTurnkey.h2.db and EINVTurnkey.trace.db in \innerfs under the
Turnkey installation directory. Users need to back up these two files

regularly and restore them to the \innerfs directory when needed.
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X. Appendices

() Error message codes and troubleshooting

1. Turnkey error codes and descriptions

Code

Status

Cause or troubleshooting

-001

CONFIG: the necessary
schedule work information
IS missing

Information required is not defined in the
database for Turnkey operations. Check that
the settings of work directories and schedule
are defined.

-002

1O: error when processing
file; target file already exists

An error occurs when reading / writing a file.
It could be that the invoice file does not exist
or the file is being used by another program.
If this error occurs while reading an
uploaded file, check that the file has been
generated and moved to the directory for file
uploading. Do not put a file that is still being
generated directly in the invoice uploading
directory.

The name for the file generated has been
used during file uploading or downloading.
Consult with customer service.

-003

INFO: sender’s
number not found

tax 1D

The corresponding settings are not found in
Turnkey for the sender’s tax ID number in
the invoice. For invoice exchange, check
that this uniform invoice is defined in the
sender settings. For invoice certificate,
check that the certificate agent is checked.

-004

PARSER: error  when

parsing invoice

An error occurs when an invoice is being
parsed. Check that:

1. The invoice format is correct and
complies with MIG requirements. Check
particularly that the date field and number
fields comply with requirements.

2. The Turnkey directory settings are correct
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Code

Status

Cause or troubleshooting

and the MIG version, coding and patterns are
consistent with the invoice contents.

3. Invoice data are placed at the correct
location and the corresponding directories
according to their MIG names.

If the settings above are all correct and the
cause of error is still not identified, send the
file with error and a snapshot of error page
to the customer service to help you
troubleshoot.

If this error occurs while downloading
invoices, consult with the customer service.

-005

TRANSFORM: error when
converting invoice version

A conversion error occurs when the old MIG
data is converted to V3.0MIG for invoice
uploading or V3.0MIG to old MIG for
invoice downloading. If this occurs
generally to date conversion, check that the
invoice has the correct date format. If the
cause of error is not identified, consult with
the customer service.

-006 |CHARSET: error when|An error occurs when the invoice is being
coding invoices coded. Consult with the customer service.

-007 |SIGN: error when|An error occurs when the invoice is
encrypting / decryptinglencrypted / decrypted with signature.
signature 1. If this error occurs while setting up

software certificate, check that the certificate
file used is a type accepted by the E-Invoice
Platform.

2. If this error occurs while using a software
certificate for signature, check that the
certificate file exists in /cert under the
EINVTurnkey installation directory.
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Code

Status

Cause or troubleshooting

3. If this error occurs while using a card
certificate for signature, check that the card
reader and card are correctly installed and
read normally (only one card reader is
allowed). Use the card testing tool HICOS to
check that the card reader and card are
installed correctly.

If all of the above are correct and the cause
of error is still not identified, send the file
with error and a snapshot of error page to the
customer service to help you troubleshoot.

-008

INVOICE_INVAILD: error
in the invoice contents; error
when parsing invoices.

The invoice contents do not comply with
requirements. Check that the invoice
contains the officially published MIG format
with special attention on whether the
required fields are provided, date format,
length and size restrictions, max/min limits
of numbers, and limits on content format.
Also, this error may occur due to incorrect
MIG version, coding or pattern selected in
the directory settings.

If all of the above are correct and the cause
of error is still not identified, send the file
with error and a snapshot of error page to the
customer service to help you troubleshoot.

If this error occurs while downloading
invoices, consult with the customer service.

-010

FILE_NOT_FOUND: error
when operating a file (file is
not found)

The file cannot be found while processing
the downloaded file. Consult with the
customer service.

-011

FILE_NAME_FORMAT:

tax ID number of

The name of file processed in Turnkey is
found not to be in the required format.
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Code

Status

Cause or troubleshooting

sender/receiver not defined
or filename format incorrect

If this error occurs while uploading invoice
data, it is usually that the tax ID number of
the invoice receiving business entity
(ToPartyld) and the routing code cannot be
defined in the sender’s settings of Turnkey,
since this tax ID number is not registered
with the E-Invoice Platform.

If the error is a (FromPartyld) error, it is the
tax ID number of the sending business entity
that is not defined in the sender settings of
Turnkey. For B2B exchange data, the tax 1D
number of every sender has to be established
in the sender settings of Turnkey. For B2B
and B2C certificates, a certificate agent has
to be specified in the sender settings.

If this error occurs while downloading
invoices, consult with the customer service.

-019 |VERSION_NOT_SUPPOR [The invoices received by Turnkey are not in
T: version not supported  |the version supported by the system. Consult

the customer service.
-012 |NOTIFY: error notification|The Platform is called for data processing

from the Center platform

after invoices are uploaded. However, the
Platform replies error with the data contents.
Correct the error according to the cause
shown in the center end reply.

The following are common errors:

E0144- The receiver is not qualified for
using E-Invoice: the receiver cannot receive
the invoices due to qualification issue during
B2B exchange.

E0132- The file to be uploaded does not
exist: please provide the UUID of the error
record in order to allow the customer service
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Code

Status

Cause or troubleshooting

to check whether the data have been sent.
E0135- The name of file to be uploaded has
been used: please provide the UUID of the
error record in order to allow the customer
service to check whether the data have been
sent.

-015 |NOTIFY_FAIL: Failure of|An error occurs when calling for Web API
notification from thejof the Platform. Check that the HTTPS
Platform connection is functioning. If the connection

Is good, contact the customer service.

-017 |SEND_FAIL: Failure to|The transmission fails. Check that the SFTP

send connection is functioning. If the connection
IS good, contact the customer service.

-018 |RESENDING: resending |Resend the invoice data. Ignore this message

if nothing happens later on.

-020 |UUID_NOT _FOUND: the|The ProcessResult report from the system
uuid that matches the returnicontains an invoice that does not correspond
data of  ProcessResultito the uuid of any invoice in the database. It
cannot be found in thejcould be that the same transmission account
database. and password are defined in multiple

Turnkeys or the invoice for which the
Platform reply has not yet received is deleted
during clearing, so that the Platform replies
unable to find the corresponding uploaded
data.

-021 |DB: error in operating|An error occurs when attempting to connect
database the database, and it is checked that the

database used by Turnkey is functioning.

If the database is not cleared on a regular
basis, it is possible that the database contains
too many historic data that cause the poor
performance of database. For users with no.
of invoices/day >1,000, it is recommended
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Code

Status

Cause or troubleshooting

to clear the database regularly.

-022 |PROCESS RESULT: The reply for the uploaded invoices received
ProcessResult contains error|by the Platform contains an error message.
message (see the center end|Correct the error according to the cause
error message table) shown in the center end reply.

-023 |CLEAN_FAIL: failure tolAn error occurs when clearing expired files
clear files or data.

-024 |RECV_FAIL: failure toThe attempt to receive files from the
receive Platform fails usually due to unstable

network connection. If the error persists, and
it is checked that the environment where the
Turnkey is operating functions normally,
please call the customer service for
assistance.

-025 |RECV_DEL_FAIL: failure/An error occurs when attempting to delete a
to delete file after receiving [file on the Platform after the Platform

received the file. Contact the customer
service.

-026 |CONNECTION_FAIL.: The error that occurs when attempting to
error when attempting tojconnect the center end is usually caused by
connect the Platform the unstable network connection. If the error

persists, and it is checked that the
environment where the Turnkey is operating
functions normally, please call the customer
service for assistance.

-999 An unknown error occurs. Contact the
Unknown error _

customer service.
-998 When the platform has a message
... .. _lannouncement, in addition to checking the
Platform notification . e . i
platform website regularly, notifications will
message

also be given when Turnkey is turned on or
at 12:00 every day.
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2. Center end response message codes

Code Status Cause or troubleshooting
S0000 |Message saved successfully  |Message saved successfully
S0001 |Job Success Job Success
EO0000 L i Confirm and correct the content and
Authentication failed )
upload again
EO0100 [The network is abnormal, The network isabnormal, please upload
please upload again again
E0101 ) . The seller is not eligible to use
The seller is not eligible to use . .
.. electronic invoices. Please confirm that
electronic invoices . .
the seller's information is correct
E0102 . The font used for the invoice is not the
Invoice track number non- )
purchase part, please confirm whether
purchase part .
the font is correct
E0103 L .. |The total amount of the invoice details
The total of the invoice details
does not match the total amount. Please
does not match the total . L. )
confirm whether the invoice content is
amount
correct
E0104 ) L The buyer is not eligible to use
The buyer is not eligible to use y . J .
... electronic invoices. Please confirm that
electronic invoices . .
the buyer's information is correct
E0105 L. The total amount of the invoice cannot
The total invoice amount )
be 0. Please confirm whether the
cannot be zero .. )
Involce content IS correct
E0106 ) i ) The invoice must contain at least one
Invoice detail quantity cannot|. . . :
invoice detail. Please confirm whether
be zero L )
the invoice content is correct
E0107 . The year font used on the invoice is
The invoice year does not|. .
incorrect. Please confirm whether the
match the track )
font used is correct
E0108 |No invoice exchange . L
ers Not eligible to exchange invoices
eligibility
E0109 [No invoice evidence . .. )
e .- No qualifications for invoice proofing
qualification
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Code Status Cause or troubleshooting
E0110 . The invoice code cannot be transmitted
The invoice code shall not be .
. by the sender. Please confirm whether
transmitted by the sender . .
the information is correct
EO0111 [The invoice code shall not be|The invoice code cannot be transmitted
transmitted by the recipient's|by the recipient's code. Please confirm
code whether the information is correct
EO0112 When the Business Tax Type
Non-zero tax rate customs :
(TaxType) is set to non-2: Zero Tax
clearance method notes cannot
_ _ Rate, the Customs Clearance Method
be filled in ] )
cannot be filled in
E0113 |The dedicated track has been|The dedicated track has been used by
used by another businessjanother business owner. Please confirm
operator whether the track used is correct
E0114 _ The dedicated track does not accept
Dedicated tracks do not accept .
_ ERP interface upload, please use
ERP interface uploads .
Turnkey upload instead
E0115 . . [The Value Added Service Center is not
Value-added Service Center is| . . L
. . |eligible to use -electronic invoices.
not eligible to use electronic . . :
.. Please confirm whether the information
invoices .
is correct
E0116 : , ... ,|The sender's unified number does not
The sending party's unified , -
match the headquarters' unified
code does not match the .
- number. Please confirm whether the
headquarters' unified code _ ..
information is correct
EO0117 . _ .. |B2C identity does not qualify for
B2C identity does not qualify|. . y . quality :
. . invoice transmission, please confirm
for invoice transmission . o
whether the identity is correct
E0118 _ B2B identity does not qualify for
B2B status does not qualify for|. . y . quality .
. . invoice transmission, please confirm
invoice transmission .
whether the identity is correct
E0119 B2C identity is not eligible to exchange

B2C status does not qualify for
exchanging invoices

invoices, please confirm whether the
identity is correct
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Code

Status

Cause or troubleshooting

E0120

Independent third-party value-
added service center does not
have the qualification to send
its own invoices

The identity of an independent third-
party value-added service center does
not qualify to send its own invoices.
Please confirm whether the identity is
correct

E0126

The sender is not eligible to
use electronic invoices (this
transmission uses B2C
identity)

The sender is not eligible to use
electronic invoices. Please confirm that
the identity is correct

E0127

The sender is not eligible to
use electronic invoices (this
transmission uses B2B
identity)

The sender is not eligible to use
electronic invoices. Please confirm that
the identity is correct

E0128

The sender is not eligible to
use electronic invoices (this
transmission uses the buyer's
value-added service center
identity)

The sender is not eligible to use
electronic invoices. Please confirm that
the identity is correct

E0129

The sender is not eligible to
use electronic invoices (this
transmission uses the seller's
value-added service center
identity)

The sender is not eligible to use
electronic invoices. Please confirm that
the identity is correct

E0130

The transmitting party is not
eligible to use electronic
invoices (this transmission
uses the identity of an
independent third-party value-
added service center)

The sender is not eligible to use
electronic invoices. Please confirm that
the identity is correct

EO0131

The sender's bypass code does
not match the FTP account.

The routing code used by the sender
does not match its FTP account. Please
confirm whether the setting is correct

E0132

The uploaded file does not

The center cannot find the uploaded
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Code

Status

Cause or troubleshooting

exist file, please contact customer service
E0133 [The process is wrong, it should The orocess is wrong. please confirm
be [B2S | B2C | B2B [ B2G || - P 9, P
whether the process is correct
B2P]
E0134 The file size uploaded to the center is
: : inconsistent with the file size passed
Upload file size does not _ ,
when calling the center's Web API.
match : :
Please confirm whether the file
information is correct
E0135 A file with the same name has been
Upload file name is duplicated|processed on the center. Please confirm
whether the file is correct
E0136 _ The business person corresponding to
No business person . :
. the routing code does not exist. Please
corresponding to the detour ) . .
confirm whether the information is
code was found
correct
E0137 |The business operator|The business operator corresponding to
corresponding to the detourjthe routing code is not eligible for
code is not eligible for invoicelinvoice exchange. Please confirm
exchange whether the information is correct
E0138 |Third-part value-added|__, .
barty : Third-party value-added centers cannot
centers cannot transmit data .
transmit data for themselves
for themselves
E0139 The operator does not have the
The operator does not have the .
. authorization to send the code, please
authorization to send the code ) . .
confirm whether the information is
on behalf of others
correct
E0140 . Only one invoice can be sent for each
Only one invoice can be sent at .
) B2B exchange. Please confirm whether
a time for B2B exchanges . .
the invoice content is correct
E0141 |The uploaded file name is too|The uploaded file name is too long. The

long, the maximum length is
100 characters

maximum length of a file name is 100
characters. Please confirm whether the
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Status

Cause or troubleshooting

file name is correct

E0142 _ . The uploaded file is too large. The
The upload file size is too . L
: . maximum file size is 20MB. Please
large, the maximum is 20MB ) o
confirm that the file is correct
E0143 ) . The sender is not eligible to use
The sender is not eligible to . :
. electronic invoices. Please confirm
use electronic invoices . .
whether the information is correct
E0144 L . The recipient is not eligible to use
The recipient is not eligible to . :
. electronic invoices. Please confirm
use electronic invoices . o
whether the information is correct
E0145 The recipient does not agree to receive
. electronic invoices or the recipient has
The sender or receiver has not .
. not set the receiving method. Please
set the receiving method . . .
confirm whether the information is
correct
E0146 [The recipient's receivin . .
P gThe recipient's receiving method has
method has been changed.
.. |been changed. Please delete the
Please delete the recipient| . . .
. recipient settings of Turnkey and send
settings of Turnkey and send| .
. again
again
E0181 |The head office is not eligible|The head office is not eligible to use
to use electronic invoices electronic invoices
E0182 |Branch purchases are not/Branch purchases are not eligible for
eligible for electronic invoices|electronic invoices
E0190 |The copy file does not exist  |Please upload again
E0191 |The size of the copied file does .
. : Please upload again
not match the original file
E0192 |The copy folder does not exist |Please upload again
E0193 |This path is a file, not a folder |Please upload again
E0194 |The copy folder cannot be .
24 Please upload again
created
E0195 |Unable to write to the copied

folder

Please upload again
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E0196 |No files found in copied folder|Please upload again
E0201 This message has been processed.
Message Duplicate Please confirm whether the invoice
content is correct
E0202 L ] The invoice information does not exist.
The invoice information does . ..
i Please confirm whether the invoice
not exist )
content is correct
E0203 . L. The voided invoice data does not exist.
The voided invoice data does . ..
] Please confirm whether the invoice
not exist i
content is correct
E0204 ) _|The returned invoice information does
The returned invoice . ]
) ) _ not exist, please confirm whether the
information does not exist L. )
Involce content IS correct
E0205 _ _ o The information for issuing the
The information for issuing a| .. - :
) . discount certificate does not exist.
discount certificate does not . ..
exist Please confirm whether the invoice
content is correct
E0206 The information of the canceled
The data of the canceled| . . )
) . discount certificate does not exist.
discount certificate does not . ..
exist Please confirm whether the invoice
content is correct
E0207 The information has expired. Please
Information has expired confirm whether the information is
correct
E0208 This data is not current data. Please
Information not current confirm whether the data content is
correct
E0209 . ) The invoice date and number must be in
Invoice date and ticket number )
. sequence. Please confirm whether the
must be in sequence . .
invoice content is correct
E0210 |Discount certificate  and|Discount certificate and confirmation

confirmation cannot be sent in
the same mailer

cannot be sent by the same sender.
Please confirm whether the content is
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correct

E0211

Invoices cannot be discounted,
please check the invoice status

Invoices cannot be discounted, please
check the invoice status

E0212

The invoice cannot be
confirmed, please check the
invoice status

The invoice cannot be confirmed,
please check the invoice status

E0213

The invoice cannot be voided,
please check the invoice status

The invoice cannot be voided, please
check the invoice status

E0214

Invoices cannot be returned,
please check the status of your
invoice

Invoices cannot be returned, please
check the status of your invoice

E0215

The invoice cannot be
confirmed as void, please
check the invoice status

The invoice cannot be confirmed as
void, please check the invoice status

E0216

The invoice cannot be
confirmed to be returned,
please check the invoice status

The invoice cannot be confirmed to be
returned, please check the invoice
status

E0217

The discount order cannot be
confirmed, please check the
status of the discount order

The discount order cannot be
confirmed, please check the status of
the discount order

E0218

The discount order cannot be
voided, please check the status
of the discount order

The discount order cannot be voided,
please check the status of the discount
order

E0219

The discount order cannot be
confirmed as void, please
check the status of the discount
order

The discount order cannot be confirmed
as void, please check the status of the
discount order

E0220

The message details are
repeated, please check the
detail sequence number

The message details are repeated,
please confirm whether the invoice
content is correct

E0221

The discount amount is greater
than the invoice sales amount
minus the discounted amount

The discount amount is greater than the
invoice sales amount minus the
discounted amount. Please confirm
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whether the invoice content is correct

E0222

The discount amount is greater
than the invoice sales amount
minus the discounted amount
minus the amount of discount
notice to be confirmed

The discount amount is greater than the
invoice sales amount minus the
discounted amount minus the amount
of the discount notice to be confirmed.
Please confirm whether the invoice
content is correct

E0223

The amount of the cancelled
discount is less than the
amount of the discount minus
the amount of the cancelled
discount certificate to be
confirmed

The amount of the canceled discount is
less than the amount of the discount
minus the amount of the canceled
discount certificate to be confirmed.
Please confirm whether the invoice
content is correct

E0224

Special invoice tax amount
shall not have value

Special invoice tax amount cannot have
value, please confirm whether the
invoice content is correct

E0225

The tax rates for special
invoices should be 2%, 5%,
15%, 25%

The tax rate for special invoices should
be 2%, 5%, 15%, 25%. Please confirm
whether the invoice content is correct

E0226

The tax category of special
invoices must be taxable

The tax category of special invoices
must be taxable. Please confirm
whether the invoice content is correct

E0227

The tax amount of special
invoices must be 0

The tax amount of special invoices
must be 0. Please confirm whether the
invoice content is correct

E0228

The clearance method note
field for zero-tax-rated
invoices is required

The clearance method note field for
zero-tax-rated invoices is required

E0229

Invoice information does not
exist

The invoice information does not exist.
Please confirm whether the invoice
information exists

E0230

B2C discount orders cannot be
cancelled

B2C discount
cancelled

orders cannot be
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E0231 . .. |The cancellation invoice information
Cancellation invoice _ .

. . _ does not exist. Please confirm whether
information does not exist . . .
the invoice information exists
E0232 |Only cancellation of invoices|/Only cancellation of invoices on file is
on file is allowed allowed
E0233 _ The discount order does not exist.
The discount order does not . ..
exist Please confirm whether the invoice
information exists
E0234 |Only the cancellation of the . -
- . . |Only the cancellation of the certificate
certificate discount slip is| . .
discount slip is allowed
allowed
E0301 |Seal verification failed (user) |Seal verification failed (user)
E0302 _ .. Failed to read the original text, please
Failed to read the original text .
contact customer service
E0303 . |The system does not have this type of
The system does not have this Y _ /P i
) transaction code, please confirm
type of transaction code . .
whether the invoice content is correct
E0304 The XML original format does not
XML source format does not ° .
match, please confirm whether the
conform .
content is correct
E0305 The original document content
XML source data content . . ’ . .
e . . verification failed, please confirm
verification failed .
whether the document content is correct
E0306 The original text cannot be parsed,
XML source text cannot be . .
please confirm whether the content is
parsed
correct
E0307 ) _ The invoice quantity does not match,
Invoice quantity does not . o
please confirm whether the invoice
match .
content is correct
E0308 ) .. |The signature and invoice number do
The signature and invoice :
not match. Please confirm whether the
number do not match . .
Invoice content is correct
E0309 |The total discount amount is/The total discount amount is greater
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greater than the invoicejthan the invoice amount. Please
amount confirm whether the invoice content is

correct

E0310 . i System decryption failed, please refer
Seal verification failed y P P i
to the manual error code for processing
EO0311 |Failed to write invoice|Failed to write invoice information,
information please contact customer service
E0312 . This is not a B2C invoice proof
Not for B2C invoice proof .
. . message. Please confirm whether the
information i ..
information is correct
E0313 . This is not a B2C invoice proof
Not for B2B invoice proof .
. . message. Please confirm whether the
information i ..
information is correct
E0314 ) This is not a B2C invoice proof
Not exchanging messages for .
. message. Please confirm whether the
B2B invoices i ..
information is correct
E0315 ) ) This is not a B2C invoice proof
Do not store information for .
. message. Please confirm whether the
B2P invoices i ..
information is correct
E0316 L This is not a B2C invoice proof
Not for B2S invoice proof .
message. Please confirm whether the
message i L
information is correct
E0401 This invoice has been returned. Please
This invoice has been returned|confirm whether the invoice content is
correct
E0402 This invoice has been returned. Please
This invoice has been canceled|confirm whether the invoice content is
correct
E0403 L The discount invoice has been
This discount order has been|. ) )
invalidated. Please confirm whether the
canceled . )
invoice content is correct
E0404 |The buyer is a government|The buyer is a government agency and

agency and cannot issue a

is not allowed to issue a discount
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discount order

invoice. Please confirm whether the
invoice content is correct

E0405

The buyer is a government
agency and cannot confirm the
discount order

The buyer is a government agency and
cannot confirm the discount order.
Please confirm whether the invoice
content is correct

E0406

The buyer cannot cancel the
discount order if it is a
government agency

If the buyer is a government agency, the
discount order cannot be cancelled.
Please confirm whether the invoice
content is correct

E0407

The buyer is a government
agency and cannot confirm the
cancellation of the discount
order

If the buyer is a government agency, the
discount order cannot be confirmed.
Please confirm whether the invoice
content is correct

E0408

The buyer is a government
agency and does not accept
steel industry invoices

The buyer is a government agency and
does not accept steel industry invoices.
Please confirm whether the invoice
content is correct

E0501

Failed to exchange to the
recipient's direct interface
object

The exchange to the recipient's direct
connection object failed. Please contact
customer service

E0502

No delivery setting
corresponding to the detour
code was found

There is no corresponding delivery
setting for the detour code. Please
confirm whether the setting is correct

E0503

Field should not be blank

The field should not be blank, please
confirm whether the invoice content is
correct

E0504

Invoice message processing
partially successful

Invoice message processing partially
successful

E0505

Cross-border e-commerce can
only upload MIG V3.2 or
above

Cross-border e-commerce can only
upload MIG V3.2 or above

E0506

Cross-border g-commerce

Cross-border e-commerce  cannot
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cannot upload B2B invoices |upload B2B invoices

E0507 |The receiver does not support|The receiver does not support MIG v4.1
MIG v4.1 or above or above

E0508 |In MIG v4.1 and above, the )

) . |In MIG v4.1 and above, the buyer is
buyer is only allowed to void _
only allowed to void the allowance
the allowance opened by the i
: opened by the buyer, and the seller is
buyer, and the seller is only )
i only allowed to void the allowance
allowed to void the allowance
opened by the seller
opened by the seller.

E0601 [The wuploaded head office/The uploaded head office number range
number range does not matchjdoes not match the number range
the number range assigned tojassigned to the head office by the
the head office by the platform|platform

E0602 |The main file data is

. The main file data is duplicated, please
duplicated, please check and _
: check and upload again
upload again

E0603 |The detail interval is not/The detail interval is not within the
within the main interval range [main interval range

E0604 |The detailed information is o .

The detailed information is repeated,
repeated, please check and _
) please check and upload again
upload again
E0605 |This business person does not|__ . _ .
o .. .. |This business person does not exist in
exist in the invoice control file, . )
) the invoice control file, please contact
please contact the National _ )
_ the National Tax Service
Tax Service

E0606 |The uploaded branch is not a|The uploaded branch is not a branch of
branch of the head office the head office

E0607 |The uploaded invoice type is . .

. P P The uploaded invoice type is incorrect
incorrect

E0608 |The number of invoices|The number of invoices uploaded is
uploaded is incorrect incorrect

E0609 |The wuploaded details are/The uploaded details are repeated.

repeated. Please check and

Please check and upload again
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upload again
E0610 |Failed to write branch track

information

Failed to write branch track information

E0611 |The uploader must be a head|The uploader must be a head office or
office or branch branch
E0612 |The invoice number range The invoice number range already has
already has overlapping ranges|overlapping ranges
E0613 |Invoice number interval is not|Invoice number interval is not a number
a number interval interval
E0614 [The uploader can only be the|The uploader can only be the head
head office (head office) office (head office)
E0615 |[Track message processing/Track message processing partially
partially successful successful
E0616 |All track message processin . :
. P 9 All track message processing failed
failed
E0617 |The invoice starting number . :
The invoice starting number must be
must be less than or equal to .
. less than or equal to the ending number
the ending number
EO701 |An error occurred, please
) An error occurred, please contact
contact customer service or try . .
. customer service or try again later
again later
E0702 |The verification of the transfer .
Please confirm whether the sent
bypass code and the transfer .
. account password is correct
password failed
E1001 . . ... |The invoice recipient code/format is
Invoice  recipient  unified :
wrong, please confirm whether the
code/format error . :
invoice content is correct
E1002 . The invoice issuance date must not be
The invoice date should not be .
too early. Please confirm whether the
too early L .
invoice content is correct
E1003 . . B2C invoice is issued repeatedly,
B2C invoice duplicate . p_ _y
. please confirm whether the invoice
issuance

content is correct
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E1004

Out of the available time range

The delivery time is exceeded. Please
confirm whether the invoice content is
correct

E1005 |The carrier ID (Carrierld2)|The carrier ID (Carrierld2) cannot
cannot contain spaces or all|contain spaces or all spaces before and
spaces before and after it after it

E1006 [The invoice date exceeds the|The invoice date exceeds the upload

upload time

time

3. Certificate signature response message codes

Message
J Message Cause and remedy
code
Check that the signature value is
5008 Base64 code incorrect g

coded with Base64.

Apply for a new certificate from the

5011 Certificate expired o
certificate management center.
5012 Certificate not. legal - and Check that the certificate is valid.
therefore not usable
5013 Certificate expired or unable | Apply for a new certificate from the
to use certificate management center.
Check that the certificate subject is
5014 Certificate subject incorrect | consistent with that of the specified
one.
Apply for a certificate from the
5015 Certificate issuer not found | appropriate certificate management
center for E-Invoice signature.
5016 Illegal certificate signature App.ly./ fora new certificate from the
certificate management center.
Certificate application
5017 (encryption/decryption  or | Use a certificate with the application

certificate
inappropriate

validation)

of key as “for signature.”
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Message

Message Cause and remed
code J 4
Apply for a new certificate from the
5020 Certificate withdrawn pp. y
certificate management center.
5021 Certificate withdrawn (key | Apply for a new certificate from the
leak) certificate management center.
5022 Certificate withdrawn (CA | Apply for a new certificate from the
compromised) certificate management center.
5023 Certificate withdrawn | Apply for a new certificate from the
(alliance changed) certificate management center.
5024 Certificate withdrawn | Apply for a new certificate from the
(replaced) certificate management center.
5025 Certificate withdrawn | Apply for a new certificate from the
(stopped) certificate management center.
5026 Certificate  reserved  or | Apply for a new certificate from the
suspended certificate management center.
5028 Certificate withdrawn | Apply for a new certificate from the
(frozen) certificate management center.
: Apply for a new certificate and have
5036 Illegal signature . ppy
it validated.
Check that the signature data is
5037 Contents incorrect J )
correct and not tampered with.
. . Check that the certificate format in
5040 Certificate format incorrect _ i
the signature data is correct.
Check that the signature value meets
5042 PKCS7 format incorrect J
the PKCS7 format.
. Check that the key format in the
5043 Key format incorrect - .
certificate is correct.
o Check that the signature data format
5045 Format invalid i
is correct.
: Check that the PKCS7 signature
5051 No content in PKCS7 data .. J
value contains signature data.
- . Check that the PKCS7 signature
5052 No certificate in PKCS7 data J

value contains certificate.
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Message Cause and remed
code J y
Check that the PKCS7 signature
5053 No signature in PKCS7 data | value contains the info of signature
owner.
Check that the certificate and private
5060 Certificate or key incorrect ) P
key are a pair.
: . Check that the signature process is
5061 Signature failure J P
normal.
. . _ Check that the certificate format in
5062 Signature validation failure _ :
the signature data is correct.
Check that the operation process is
5070 Operation cancelled P P
correct.
5071 Password incorrect Check that the password is correct.
Unable to parse XML
5080 P Check that the XML format is correct.
document
5081 Specified tag name not | Check that the tags specified in XML
found in XML exist.
. Check that the signature values in
XML  signature  value J
7706 i XML are correct and not tampered
Incorrect .
with.
Summar value specified b Check that the reference value in
7707 Y b . y XML is correct and not tampered
XML for reference incorrect | .
with.
XML signature specified by
2711 this ID not found, ID |Check the ID code specified in the
incorrect or XML signature | XML signature data.
does not exist
Error when parsing XML
7712 P 9 Check that the XML format is correct.
document
2713 Document pointed by URI | Check that the URI position specified
does not exist or is null. in the XML does exist.
. Check that the parameters in the XML
7716 XML parameters incorrect

are correct.

294




Message

Message Cause and remed
code g y
) e Check that the certificate status is
9041 Invalid certificate status
correct.
The certificate issuer is not | Apply for a certificate from the
9042 in the system’s trusted CA | appropriate certificate management
list. center for E-Invoice signature.
e i Apply for a new certificate from the
9045 Certificate withdrawn pp. y
certificate management center.
e Apply for a new certificate from the
9046 Certificate suspended pp y
certificate management center.
.. ) i Apply for a new certificate from the
9047 Certificate being withdrawn pp y
certificate management center.
- . Apply for a new certificate from the
9048 Certificate being suspended pp. y
certificate management center.
Check that the user account is not
9049 User account deleted
deleted.
9050 Too many log-in failures; | Check that the user account is not
user account frozen banned.
9051 User account does not exist | Check that the user account exists.
Matching user data not )
9055 . g Check that the user account exists.
found in database
e ) ) Check that the certificate format is
9057 Certificate invalid
correct.
.. ) . Check that the certificate format is
9058 Certificate type invalid
correct.
e ) Check that this certificate is not
9064 Certificate already exists . .
previously registered.
Signature  text  expired,
9067 refresh the page for new | Log in again with the certificate.
signature text.
) ) Check that the user has registered a
66203 This account does not exist. . g
certificate.
66501 Certificate  expired  or | Apply for a new certificate from the
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code Message Cause and remedy
cancelled. certificate management center.
66503 Certificate status as | Apply for a new certificate from the
withdrawn certificate management center.
66520 Certificate format incorrect Check that the certificate format s
correct.
66522 Certificate signature | Check that the signature value of the
incorrect certificate is correct.
. Check that the signature value
66710 PKCS?7 format incorrect : .
complies with PKCS7format.
66720 Signature text incorrect Check that the 3|gnatur6f data s
correct and not tampered with.
66725 Corresponding  key not | Check that the certificate and private
found are a pair.
66801 This certificate is not | Check that the user has registered this
registered to this user ID. certificate.
66802 This certificate has been | Check that the user did not register
registered to another user ID. | this certificate repeatedly.
66803 The user does not register | Check that the user has registered a

this certificate.

certificate.
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(I1) Reference list for Turnkey functions, message codes and formats

_ V4.1 V4.0 |V3.2 |V3.1
MIG function MIG no.*1 Remark
XML (XML XML [ XML
Invoice issuing A0101 v Y v Y
8  [Invoice issuing confirmation A0102 % % % %
S % Invoice issuing, steel company |A0201 % Y % v
£ c : :
m g |Invoice cancellation A0202 % Y % v
@ ® |Invoice cancellation confirmation|A0301 % Y % Y
Invoice rejection A0302 % Y % v
Q Allowance issuing B0101 % Y % Y
§ S |Allowance issuing confirmation [B0102 % Y % v
[
c=°6 S_—L‘j Allowance cancellation B0201 v Y v Y
m & |Allowance cancellation
q © : . B0202 v v v Y
o confirmation
% 2 Invoice issuing A0401 For v3.x %
> O
£ £ |Invoice cancellation A0501 For v3.x % %
m —
& |Invoice rejection A0601 For v3.x v oo
b}
m S |Allowance issuing B0401 For v3.x % %
~ o
m 3
= |Allowance cancellation B0501 For v3.x v oo
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MIG function MIG no.*1 Remark vl Va0 V3.2 V31
' XML XML [ XML [ XML
g Invoice issuing C0401 For v3.x %
= Invoice cancellation C0501 For v3.x % Y
N <]
< |Invoice rejection C0601 For v3.x v
S £ |Invoice write-off C0701 Forva.x v oo
m o
g Allowance issuing D0401 For v3.x % %
s For v3.x
o 2 |Allowance cancellation D0501 v v
3 =
2 Invoice issuing F0401 For v4.0 % Y
= & Invoice cancellation FO0501 For v4.0 % Y
o & |Invoice rejection F0601 For v4.0 vV
2 @ |Invoice write-off FO701 For v4.0 v ooV
Allowance issuing G0401 For v4.0 % v
§ For v4.0
£ |Allowance cancellation G0501 v v
Q2
N <
InvoiceAssignNo E0501 % v % v
¢ |Input  Invoice Message for Forv4.0
s &P e VeSS E0502 v
E & |Platform Certification
3 S |Input Allowance Message for|E0503 For v4.0 VARRY
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MIG function MIG no.*1 Remark V4.1 (V4.0 V3.2 [V3.1
XML XML | XML XML
Platform
AwardList E0504 For v4.0 Vv Vv
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(1) Turnkey data tables and fields

The following are the descriptions of data tables used in Turnkey and

their fields. Oracle is used as an example for patterns:

Form name FROM_CONFIG Form name in English|Sender setting
information
Item Field name Field name in Pattern length | Key Remark
English
1 TRANSPORT_ID ([Transport ID VARCHAR2(1
0)
2 TRANSPORT _PA |Transport VARCHAR2(4 Not in use
SSWORD Password 5)
3 PARTY_ID Sender tax ID|VARCHAR2(1 |PK
number 0)NOT NULL
4 PARTY_DESCRIP|Sender VARCHAR2(2
TION Description 00)
5 ROUTING_ID Rounting ID VARCHAR2(3
9)
6 ROUTING_DESC [Rounting VARCHAR2(2
RIPTION Description 00)
7 SIGN_ID Sing ID VARCHAR2(4)
8 SUBSTITUTE_PA |Certificate VARCHAR2(1
RTY_ID Transmission 0)
Index|FROM_CONFIG_INDEX1(SUBSTITUTE_PARTY _ID);
Form name TURNKEY_TRANSPORT |Form name in English |Transfer
_CONFIG Settings
information
Item |Field name Field name in|Pattern length |Key [Remark
English
1 TRANSPORT _ID |Transport ID VARCHAR2(1 |PK
0) NOT NULL
2 TRANSPORT_PA |Transport VARCHAR2(6
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Form name TURNKEY_TRANSPORT |Form name in English |Transfer
_CONFIG Settings
information
SSWORD Password 0) NOT NULL
Index
Form name TURNKEY_USER_PR |Form name in English{Turnkey  user
OFILE setting
Item |Field name Field name in|Pattern length Ke |Remark
English y
1 USER_ID User ID VARCHARZ2(10) PK
NOT NULL
2 USER_PASSWOR |User Password |VARCHAR2(100
D JNOT NULL
3 USER_ROLE User Role VARCHAR2(2)
Index
Form name SCHEDULE_CONFIG [Form name in English |Schedule
setting
Item |Field name Field name in|Pattern length |Key [Remark
English
1 TASK Task Name VARCHAR2(3 |PK
0) NOT NULL
2 ENABLE Is Enable VARCHAR2(1)
3 SCHEDULE_TYP [Schedule Type |VARCHAR2(1
E 0)
4 SCHEDULE_WEE |Schedule Week |VARCHAR2(1
K 5)
5 SCHEDULE_TIM |Schedule Time |VARCHAR2(5
E 0)
6 SCHEDULE_PERI|Schedule Period [VARCHAR2(1
oD 0)
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Form name SCHEDULE_CONFIG [Form name in English |Schedule
setting
7 SCHEDULE_RAN |Schedule Range [VARCHAR2(1
GE 5)
Index
Form name SIGN_CONFIG Form name in English |Certificate
setting
Item |Field name Field name in|Pattern length |Key [Remark
English
1 SIGN_ID Certificate ID VARCHAR2(4) |PK
2 SIGN_TYPE Certificate Type |[VARCHAR2(1
0)
3 PFX_PATH PFX  Certificate VARCHAR2(1
Path 00)
4 SIGN_PASSWOR |Certificate VARCHAR2(6
D Password 0)
Index
Form name TASK_CONFIG Form name in English [Task Path
setting
Item |Field name Field name in|Pattern length |Key [Remark
English
1 CATEGORY_TYP|Category Type [VARCHAR2(5)|PK |B2B/B2C
E
2 PROCESS_TYPE |Process Type VARCHAR2(1 [PK |certificate/
0) exchange
3 TASK Task Name VARCHAR2(1 |PK
5)
4 SRC_PATH Source Path VARCHAR2(2
00)
5 TARGET_PATH |[Target Path VARCHAR2(2
00)
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Form name TASK_CONFIG Form name in English [Task Path
setting
6 FILE_FORMAT |File Format VARCHAR2(2 Xml
0)
7 VERSION Version VARCHAR2(5)
8 ENCODING Encoding VARCHAR2(1 Ms950/utf-8
5)
9 TRANS_CHINES |Is Trans  to[VARCHAR2(1)
E DATE Chinese date
Index
Form name TO_CONFIG Form name in English [Receiver
Setting
Information
Item |Field name Field name in|Pattern length |Key [Remark
English
1 PARTY_ID Receiver tax ID|VARCHAR2(1 |PK
number 0)
2 PARTY_DESCRIP|Receiver VARCHAR2(2
TION Description 00)
3 ROUTING_ID Routing Code VARCHAR2(3
9)
4 ROUTING_DESC |Routing VARCHAR2(2
RIPTION Description 00)
5 FROM_PARTY _I| (Sender Setting VARCHAR2(1 |PK |All  set as
D 0) 00000000
currently
Index
Form name TURNKEY_MESSAGE_ |Form name in English |Message LOG
LOG
Item [Field name Field name in|Pattern length |Key |Remark
English
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Form name TURNKEY_MESSAGE_ |[Form name in English [Message LOG
LOG
1 SEQNO Message VARCHAR2(8)|PK |Turnkey use
Sequence NO NOT NULL No.
2 SUBSEQNO Message Sub|VARCHAR2(5)|PK  [Turnkey use
Sequence NO NOT NULL No.
3 Universally
. .. |VARCHAR2(4
UUID Unique Identifier, 0)
UuID
4 MESSAGE_TYPE |Message Type VARCHAR2(1 i.e. A0101
0)
5 CATEGORY _TYP|Category Type [VARCHAR2(5) B2B/B2C
E
6 PROCESS_TYPE [Process Type VARCHAR2(1 Certificate or
0) exchange
7 FROM_PARTY_I |Sender tax ID|VARCHAR2(1
D number 0)
8 TO PARTY_ID |Receiver tax ID|VARCHAR2(1
number 0)
9 MESSAGE_DTS |Message Date VARCHAR2(1
7)
10 |CHARACTER_C |Character Count |VARCHAR2(1
OUNT 0)
11 [STATUS Status VARCHAR2(5)
12 |IN_OUT_BOUND |Sender/Receiver |[VARCHAR2(1)
13 |FROM_ROUTING |Sender  Routing)VARCHAR2(3
_ID Code 9)
14 |TO_ROUTING_ID|Receiver RountingVARCHAR2(3
Code 9)
15 |INVOICE_IDENTI|Invoice Identifier [VARCHAR2(3 SMESSAGET
FIER 0) YPESInvoice(
allowance)
no.$date
Index TURNKEY_MESSAGE_LOG_INDEX1(MESSAGE_DTYS)
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Form name

TURNKEY_MESSAGE_
LOG

Form name in English

Message LOG

TURNKEY_ MESSAGE_LOG_INDEX2(UUID)

Form name |TURNKEY_MESSAGE_LOG|Form name in English [Message LOG
_DETAIL Detail
Item |Field name |Field name in English |Pattern length |Key |Remark
1 SEQNO Message Sequence NO [VARCHAR2(8) |PK
NOT NULL
2 SUBSEQNO [Message Sub SequenceVARCHARZ2(5) |PK
NO NOT NULL
3 PROCESS_D |Process Date VARCHAR2(1
TS 7)
4 TASK Task Name VARCHAR2(3 |PK
0) NOT NULL
5 STATUS Status VARCHAR2(5)
6 FILENAME [File Path VARCHAR2(3
00)
7 UuUID Universally Unique|VARCHAR2(4
Identifier, UUID 0)
Index| TK_MESSAGE_LOG_DETAIL_INDEX1 (FILENAME)
TURNKEY_MESSAGE_LOG_DETAIL_UUID_IDX (UUID)

Form name TURNKEY_SEQUENCE|Form name in English |Turnkey
Sequence
Item |Field name Field name in|Pattern length |Key [Remark
English
1 SEQUENCE Message VARCHAR2(8) |PK
Sequence NOT NULL
Index
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Form name TURNKEY_SYSEVENT |Form name in English [System Event
_LOG LOG
Item |Field name Field name in English |Pattern length  [Key |Remark
1 EVENTDTS |Event Date VARCHAR2(1 |PK
7) NOT NULL
2 PARTY_ID  |Sender ID VARCHAR2(1
0)
3 SEQNO Sequence VARCHAR2(8)
4 SUBSEQNO |Sub Sequence VARCHAR2(5)
5 ERRORCODE |Error Code VARCHAR2(4)
6 UUID Universally  UniqueVARCHAR2(4
Identifier, UUID 0)
7 INFORMATIO |Module Name VARCHAR2(1
N1 00)
8 INFORMATIO [Program Name VARCHAR2(1
N2 00)
9 INFORMATIO |Function Name VARCHAR2(1
N3 00)
10 |MESSAGEl |Message VARCHAR2(1
00)
11 |MESSAGE2 |Message VARCHAR2(1
00)
12 |MESSAGE3 |Message VARCHAR2(1
00)
13 |MESSAGE4 |Message VARCHAR2(1
00)
14 |MESSAGE5 |Message VARCHAR2(1
00)
15 |MESSAGE6 |Message VARCHAR2(1
00)
Index TURNKEY_SYSEVENT_LOG_INDEX1 (SEQNO, SUBSEQNO)
TURNKEY_SYSEVENT_LOG_INDEX2 (UUID)
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(IV) Turnkey monitoring functions and descriptions
that monitors whether Turnkey is working as it should, as described
below:

Windows environment:

1. Step 1. EINVTurnkeyMonitor.cmd can be found in the installation
folder, and double-click left mouse button to run and the monitoring

management page will appear, as shown below.

[ = =38 E ey — O X
[ES =R =H 1EiR EREZIE o
« v 1 « Windo.. > EINVturnkey v O P E= EINViurnkey

P30 N~ EE BB g3 oo
|| AITETENCIYPLCMA ZUZ3/8/31 CH U/i33  WINAOWS BF % 18-
3§ 7= R el . e
= e EINVTurnkey.cmd 2023/8/31 £F 0733 Windows g8<1E..
- EINVTurnkeyCmd.cmd 2023/8/31 £F 07:33 Windows 5<1E...
=
b B £ einvTurnkeyConfigxml 2023/10/12 74 03:48 XML Document
W =" EINVTurnkeyDebug.cmd 2023/10/12 74 03:48 Windows s3<1E..
= EA EINVTurnkeyMonitor.cmd 2023/8/31 £ 07:32 Windows &2515..
m R EINVTurnkeyMonitorCmd.cmd 2023/8/31 EF 07:33  Windows &<%1E..
% Windows (C) EINVTurnkeyMonitorDebug.cmd 2023/10/12 74 03:48 Windows s3<1E..
@ @ £ einvUserConfig.xml 2023/10/12 74 04:45 XML Document
E [ einvUserConfigxml.bak 2023/8/31 T 07:19 BAK 8=
Q Linux run_monitor_start.cmd 2023/8/31 £F 07:33 Windows 5<1E...
run_monitor_stop.cmd 2023/8/31 £F 07:33 Windows 5<1E... v
v >
A Monito anagemen - O X
Log path CAEINVturnkey\monitor\Turnkey_menitor.log Save
AP Name  The Path of the File t... Status File Path Monitoring Interval T... Mail Receiver Mail Subject
EINVTurnkey CA\EINVturnkey\log\T.. CAEINVturnkey\moni.. 00:06 TestUser Turnkey Monitor Sul
< >
@
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2. Step 2: click on “Add” to add new monitoring parameters described

below.

1)

(2)

3)

AP name: the user is allowed to name the Turnkey operation

(EINVTurnkey in the example).

Path of the file to be monitored: define the file to be stored in the log
folder in the directory where Turnkey is installed: Turnkey.log. As
Turnkey is run, the current time in this file will be updated constantly
and the monitoring program determines whether Turnkey is running
normally by examining this time. The name of this file is defined in
the Turnkey code field by going to “System environment settings” >

“Notification settings” in Turnkey.

Status file path: this is the Monitor log file. The filename is user-
definable. The monitoring program writes the current status of
Turnkey in this file (MonitorStatus.txt in this example) on a regular
basis.

This status file contains the following contents:

A. Turnkey has stopped

[2023-02-21 17:22:20] EINVTurnkey is dead!

B. Turnkey is running

[2023-02-21 17:22:20] EINVTurnkey is alive!

(4)

Monitoring interval: this is the interval between the checks that

Turnkey is running normally (6 minutes min.)

(5) Notification setting - overtime notification: this indicates how long
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before a notification is issued when Turnkey is found dead (6 minutes

min.)

(6) Notification setting - interval between messages: this is the
interval between messages sent when Turnkey is found dead (11

minutes min.)

The following profile contains the settings for the email account
used(multiple groups of recipient email addresses can be separated by
semicolons, and the second group of future emails will be sent as copies),
subject and content of mail. Click on OK to save the profile as all settings

are defined. All of the settings above are shown below.
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A Monitor settings ([ X

Monitor settings

AP Mame
EINVTurnkey
The Path of the File to be Monitored

CAEINVturnkewlog\Turnkey.log
Status File Path

CAEINVturnkey\monitor\MonitorStatus.txt

Monitoring Interval Time Hour | 6 Minute
Notification settings

Time-0Out Motification Hour | 6 Minute
Interval time Between Two Letters Hour | 11 Minute
Mail Sender

EINVTurnkey@testMail.com.tw
Mail Receiver

TestUser@testMail.com.tw
Mail Host

localhost

v'| Port Needed | 443

v Account and Password Needed
Account test

Password 0000000
Mail Subject
Turnkey stop unexpectedly
Mail Content

turnkey stop...

BT BT
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3. Step 3: at the end of Step 2, all of the settings just defined are presented
in the monitoring management page. Click on “Start” to start monitoring

the Turnkey. An email message will be sent, as shown below, when the
Turnkey monitored is found dead.

Monitor Management — O )
Log path CAEINVturnkeyhmonitor\Trrnlrats maniar lan
AP Name  The Path of the File t... ATTET Mail Receiver Mail Subject
EINVTurnkey CAEINVturnkey\logh\T... ( ] User Turnkey Monitor Sul
< >

0
r N
_,\ d 2 4 & ¥ 47 . Tumkeystop unexpectedly - 4 (HTML) = 8] B
-'l :
\ a3 f = R -
] \ x X BUBRER % & mowu- SE Y )n Nexz
b g - Ak )2
28 2558 RS @ Am U sz AW mEW len M-
2] HiaEfE - !‘;S c - > XER | ¢ EER-
el i LRSS o HE s 8z
FHaE ENVTumkey@testMailcom.tw 0¥ 2011/12/5(8—) =5 1048
WSR:  TestUser@testMailcom. tw
Bz

| =ZB:  Tumkey stop unexpectedly

|

turnkey stop...

| 4 ) »
| S——— = -

(1) Linux environment:

When the monitor executes, it will read the monitorConfig.json
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configuration file in /EINVTurnkey/monitor/, which can be edited by

the user through the monitoring management interface.

A. Step 1: Switch the execution directory to /EINVTurnkey in consloe
and enable monitoring management run_monitor.sh console

execution, as follows:
B #cd /installation directory/EINVTurnkey/
B #./run_monitor.sh

Exit the monitoring management page after execution, and the
rest is the same as for Windows. Refer to Windows settings as

shown below.

Monitor Management

Log path /home/steve/EINVturnkey/monitor/Turnkey_monitor.log

AP Name The Path of the... Status File Path Monitoring Inte... Mail Receiver Mail Subject
tky /home/steve/EINV... /home/steve/EINV... 00:06 tkyUser tky ERROR

D. Step 2: After the setting is complete, you can open
monitorConfig.json to confirm the set monitoring information,

the instructions are as follows:
B #cd /installation directory/EINVTurnkey/monitor/

B # cat monitorConfig.json
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E 5 cat monitorConfig.json
{"monitorTaskList":[{"apName":"tky","logFile":" /home/steve/EINVturnke
y/log/Turnkey.log","statusFile":" /home/steve /EINVturnkey/log/Monitors
tatus.txt","scanHour":8,"scanMin”":6,"mailAlertHour":0, "mailAlertMin":

6,"mailIntervalHour":08,"mailIntervalMin”:11,"mailSender":"tky","maillR

eceiver”:"tkyUser","mailServer”:"localhost","useMailPort":true,"mailP
ort":"443","useMailAccount":true,"mailAccount”:"tkyUser"”,"mailPwd":"1
2345","mailSubject”:"tky ERROR","mailContent":""}],"monitorLogPath":"
[home /steve/EINVturnkey/monitor/Turnkey monitor.log"} :

<

e

E. Step 3: After confirming the setting information in Step 2, you
can see the items just set in the monitoring management window,
and execute "Start" to start monitoring the settings of Turkey.
When the monitoring of Turnkey is suspended, it will receive an

e-mail message notification.
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(V) Turnkey Q&A
1. Turnkey environment

(1) Do I need a user account and password for Turnkey transmission?
To upload E-Invoices with Turnkey, the user has to submit an
application to the E-Invoice Platform and fill out the “E-Invoice
Platform Service Application Form.” Once approved, the Platform
will provide a user account and corresponding password for data
transmission.
(2) What type of database is acceptable for Turnkey?
JDBC connection is required. UTF-8 is used for database
coding. The following databases are acceptable:
B PostgreSQL 11.7 or higher
B ORACLE 19c,21c or higher
B MYSQLS5.7 or higher
B MS SQL Server 2014 or higher
B MariaDB 10.9.3 or higher

B Turnkey's internal filing system

(3) How do I estimate the size of database?

In general, 6 pieces of data are generated for every invoice, and
therefore the size is estimated based on the quantity of transmission.

Space occupied by logs: a piece of data takes approximately 400
bytes. The data generated is around 2K. You may estimate the

required space based on quantity per day/period.

Once the system is online, the “Keep only failure details in logs”
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function in “System management > System environment settings”
may be used to reduce the quantity of logs in database down to 1/5
of that required at the beginning.
(4) How do I choose the host?
B Consider how many data a business entity has to transmit.

B The file conversion is at the rate of 1000 pieces/minute

(evaluated based on X86 server level)

B Memory is more than 32GB, if it is the same host as the database,

it is recommended to be 32GB.

B Hard drive: based on 10K/message, 1000 pieces of data require

40MB storage space.

W |f database is included, 60MB of space is required.

(5) How do I choose a database?
The database used for Turnkey is selected based on the its
characteristics.
A. ORACLE:
B Accommodates a substantial quantity of data but at a higher cost;
B Suitable for large business entities;
B More than 500,000 pieces of data every day;

B Database partition function is recommended to shorten the file

clearing time;
B DBA is required for management.
B. MSSQL:

B Acceptable performance at a medium cost;

B Suitable for medium-sized business entities;
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(6)

More than 10,000 pieces of data every day;

DBA is required for management.

C. MYSQL/Postgres:
Free software but with stripped-down performance;
Not for users with large quantity of messages;

Typical business entities with 10,000 pieces of data per day or

fewer:

Management by file clearing on a regular basis.

D. Internal file system
No need for integration with any external application;

Users do not access the contents of database directly and learn

uploading status through Turnkey.

Management by file clearing on a regular basis.

How do | delete the historic records of previous invoice uploading

and downloading in Turnkey?

A. The file clearing can be done by scheduling, and the backup files

generated during invoice processing will be removed as well. The
scope of clearing (files of how many days old to be cleared) is
defined in “days of data retention” in “System management >

System environment settings.”

E. Alternatively, the clearing can be done manually in Tools >
Clearing settings.
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& E-Invoice Turnkey (version = 3.0.42 » Test Environment) Scheduling Settings - [m] X

A {STransfer Settings . Querylogs € Tools () Help

|/ Set Schedule \‘[ Schedule Log \“} Message Log \"/ System Event Log \|

Task Ena.. Type Day Time Period Range Status
UsSendFile No  PERIOD 1234567 01:01 Terminate =
D:Receive F.. No PERIOD 1,234567 01:01 Terminate
D:Unpack No  FIX 1,234567 12:30 Terminate
D:Transfer.. No FIX 1,2,2,4,56,7 01:01 Terminate
AlUpload l...  Yes PERIOD 1,232456,7 00:02 Terminate
A:Downloa.. Yes PERIOD 1,234,567 00:02 Terminate |
Task Selection - Rule Enable Mon. g Tue. Wed. Thu. Fri. Sat. Sun. All
QO FixTime @ Period h; m;
1 i - > . . Time of Start and End T
@® all
3 h; m; 4. h; m;
. O begin h; m;
5 h; m; 6. h; m; End | m | o
7 h; m; 8 h; m; - -

[ Executed when Turnkey Starts

[ File Name of Turnkey Monitoring Log

Executing Status

[

@

A E-Invoice Turnkey (version = 3.0.42 » Test Environment) File Clearing Settings

4 {8 Transfer Settings L QuerylLogs 4\ Tools (3)Help

delete 30 days

[ Clear Message Logs
[ Clear Event Logs
Clear Physical Files
[ ClearAll
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(7) Do I need to apply for a new certificate?

A. There is no need to apply for a new certificate if you still have a
valid certificate and keep the certificate file in its original PFX

format.

F. However, you do have to apply for a new certificate if the old
one expires. You will have to register the new one with the

Platform when it is approved, so that it becomes valid.
(8) How do I set up the Turnkey firewall?

A. The business entity shall provide the upload IP used in the test and

official environments in the application form.

G. According to the IP provided in the application form, the center
end will activate Ports 2222 and 443.

H. Ports 2222 and 443 have to be activated at the business entity end

as well.
2. Turnkey installation configuration

(1) Configuration issue between DB and Turnkey?

The DB port has to be activated between DB and Turnkey. Port
5432 is used for PostgreSQL. The internal firewall settings have to

be activated as well.

(2) How do I install Turnkey table Schema in DB?

Once unzipped, the installation package contains a directory
DBSchema that contains the DDL script required to run on different
databases. Execute this script in the DB to be used to establish the

table tables used by Turnkey.
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(3) How do I apply for the software certificate PFX file for Turnkey?

To apply for software certificate PFX file, please refer to “21.

Software Certificate” in Chapter “V. Screen Operations” of this

Manual.

(4) How do I import the certificate settings to Turnkey?

A {8 Transfer Settings

System Environment
Setting

Database Setting

directory settings

Storage (certificate)
directory settings

Download process

‘ B2B Certificate
‘ directory settings

Invoice number
assignment message
directory settings

O Transmission Account
management

Certificate
Management

| Sender Management

| User Management

A E-Invaice Turnkey (version = 3.0.42 » Test Environment) Basic Settings

Query Logs €\ Tools Help
List of Certificate
Certificate Id Type of Certificate Path of Certificate File
0017 PFX CAEINVturnkeyh\certh0017_80000017_20...
0099 PFX CAEINVturnkey\cert\,0099_90000099_20...
PFX CAEINVturnkey\cert\3642_3642_541536...
7102 PFX CAEINVturnkey\cert\7102_00007102_pw...

|
‘ 3642

Certificate Setting

Certificate Id

Certificate Password [] Password Already Encrypted

Type of Certificate
| PFX -

Path of Certificate File

Browse

| Check Environment

Define the certificate management code,
certificate type in Basic Setting/Certificate Management in Turnkey.
Define the certificate path if the certificate type is PFX. Click on OK
to validate the certificate password. If the password checks out, the

Add

certificate setting is successful.

3. Use the Turnkey

(1) As | started Turnkey, it showed update failure during the program

version check.
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Check that the environment / security settings are correct; for
example, is the firewall port activated? If not, this error message will
be generated (the ports 2222 and 443 have to be activated).

(Since the connection to gw.einvoice.nat.gov.tw is required to

search for any new version with Web Service.)

(2) Certificate validation failure during uploading

When the error code E0301 Signature validation failure shows
up, please call customer service for the assistance in certificate

importing.
(3) How do I know the E-Invoice files | sent are processed?
A. Referto “IV.5 E-Invoice file transmission” of this Manual.

B. Click on Download immediately after uploading, and the process
result of successful uploading will be downloaded to the client end.
The processing result file downloaded is in the directory
Unpack\BAK\ProcessResult and sorted subdirectories by date and
time. For more details, see “VII. Uploading status inquiry” of this

Manual.

(4) What should I do with an error message occurring during uploading?

See “IX.1 Error message codes and remedies” of this Manual.

(V1) How to use Turnkey gateway elements

Turnkey provides gateway elements to allow business entities to
convert invoice data into XML format of MIG. The format of business
entity’s invoice data, no matter it is txt, csv or corresponding fields in

database, can be converted into XML format of MIG by calling gateway

api.

320



The gateway elements are placed in lib under Turnkey installation
directory in the name > einvoice-tky-gateway-webservice-latest
version.jar.” The “einvoice-gateway- lib” covers xsd, message parse,

message format validation, signature and transmission defined in MIG.

1. xsd to be observed for XML developed for MIG

The xsd rules are based on version in the xsd package. The latest

version of the Platform is v31.

xsd

common

v10

v31

v32

v40
A0101.xs
A0102.xs
A0201.xs
AD202 xs

B0202.xs

2. Element functions

The Turnkey end will perform version conversion, check, signature
and uploading for clients, and it is this element that provides these
functions. The programs of these functions,
gov.nat.einvoice.tky.gateway.*, are described below.

(1) gov.nat.einvoice.tky.gateway.msg

Stored in this package are the beans for each type of message of

different version. When an invoice is parsed and comes in, it will be
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saved in these objects for version conversion or other tasks.

gov.nat.einvoice.tky.gateway
msg
> annotat
> common
> vi0
> v31
> v32
v v40
v A0101Sub
Amount
Details
Main
Productltem
RoleDescription
v B0O101Sub
Amount
Details
Main

Productltem

RoleDescription

(2) gov.nat.einvoice.tky.gateway.process.parser

While using Turnkey, the invoice string entered can be
converted into an EINVMessage object through parseXml (). This is
when version conversion is performed as required. For output,

generateXmlByJaxb () is called to restore the output string.

//EX:marshal and unmarshal method

public String generateXmlByJaxb (OutputStream os, Object payload) {..}

public EINVMessage parseXml (InputStream is, String version, String
format) throws JAXBException {..}extends EINVPayload> clazz)

throws ParserException {..}

(3) gov.nat.einvoice.tky.gateway.process.validate

validate provides the function to check that the invoice format
Is correct or not. First, the validation of xsd requirements is

performed during the validation using the package of rt.jar
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javax.xml.validation in JRE, followed by the validator that we
developed in-house. This validator includes logic judgments between

fields, which compensates the xsd validation.

The validation methods provided in Validate are:
validateFileByXsd () and validateFileByProg ().

validate
prog
vi10
v31
v32

v40

Validate

ValidateConstant
ValidateFile

ValidateResult

//Methods provided by Validate

public static ValidateResult validateFileByXsd(Source xmlSource,
String version, String format) {..}

public static ValidateResult validatePayloadByProg (EINVPayload

payload, String version, String format) {..}

3. Example of invoice data conversion into MIG format

The following is an example of how an business entity converts
invoice data format into XML format of MIG. The format of business
entity’s invoice data, no matter it is txt, csv or corresponding fields in
database, can be converted into XML format of MIG by calling gateway

api. The example is presented below.

323



File xmlFile = new File(sourceFile);
ValidateResult result = null;
// Verify XML format (determine whether to verify in xsd or prog)
if ("xsd".equals(validateMethod))

result = new Validate().validateFileByXsd(xmlFile, "v32", "A@l1l01");
else

result = new Validate().validateFileByProg(xmlFile, version, format);
if (result != null) {

System.out.printf("Validate result:%n");

//ErrorCode

System.out.printf (" code = %s%n", result.getErrorCode());

//ErrorMessage

System.out.printf(" message = %sk%n", result.getErrorMessage());

System.out.printf (" exception = %s%n", result.getException());
}else

System.out.printf("Validate result is null%n");

(VII) Prevent missed uploads through ProcessResult and SummaryResult

check mechanism

ProcessRsult is the reply file downloaded by business entity through
the Turnkey download platform as the center end transmits the results to
the FTP of business entity via the center’s certificate signature according
to the process status after invoices are uploaded. As this file is decrypted
by the Turnkey, a text file will be placed in “Unpack\BAK\ProcessResult”

and sorted by the current date and time.

SummaryResult is the reply file downloaded by business entity
through the Turnkey download platform as the quantity statistics of the
invoices uploaded in the previous day and the processing result of every
piece of data are generated depending on the receivers of data uploaded
and exchanged by every Turnkey user. As this file is decrypted by the
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Turnkey, a text file will be placed in Unpack\BAK\SummaryResult and
sorted by the date of receipt of the invoice and the datetime of receipt of
the file.

The processing result detail file of SummaryResult consists of

RoutinglInfo and DetailLst, as shown below.

<?xml version="1.0" encoding="UTF-8"?>
- <SummaryResult xsi:schemalocation="urn:GEINV:SummaryResult:3.0 SummaryResult.xsd"
- <RoutingInfo>

+ <From>

[ ]
+ <FromVAC> R t I f
+ <T0> o u I n g n 0
+<ToVAC>
RO
- <DetailList>
+<Message>
+ <Message>
+ <Message>
+ <Message> ° °
+ <Message> D t I L t
+ <Message> e a I I S
+ <Message>
+ <Message>
+ <Message>
+ <Message>
DTSt

</SummaryResult>

The RoutinglInfo contains the tax ID numbers and routing codes of
both the sender and receiver; the DetailList consists of multiple Messages,
and a Message contains Info and ResultType. Every Message represents
an upload packet where Message > Info > Id corresponds to Messagelnfo

> |d of ProcessResult, as shown below.
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- <DetailList>
- >
- <Info> o R :
<Id>v31-C0401-20150326-092307063-45971eb9-8c22-43e0-8f0f-89c266d2d377</1d
<Size>100</Size>
<MessageType>C0401</MessageType>
<Service>S8</Service>
<Action>B2C</Action>
</Info> Info
[~ XRESUNTYPE
+ <Total>
+ <Good>
+ <Failed>
</ResultType>
</Message>
+ <Message>
+ <Message>
+ <Message>
+ <Message>
+ <Message>
+ <Message>
+ <Message>
+ <Message>
+ <Message>
</DetailList>

0</Code>
> RISRREAMIN < Descrip
1</Parameterd>

ProcessResutt

The ResultType contains the the number of all the invoices uploaded,
invoice numbers, and the numbers of successes and failures in the packet.
The “Total” contains the number of invoices uploaded and the information
of of all invoices uploaded, “Good” contains the number of successes and
the information of of invoices uploaded successfully, and “Failed”
indicates the number of successes and the information of of invoices failed

to be uploaded, as shown below.
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- <ResultType>
- <Total>

e ype
<Count>1</Count>
- <Invoices>
- <Invoice>
<ReferenceNumber>TA00007712</ReferanceNumber>

<InvoiceDate>20150326</InvoiceDate> I ota I
</Invoice>

</Invoices>
</ResultDetailType>
</Total>
- <Good>

B DE TN E

<Count>0</Count>

</ResultDetailType>
e Good
- <Failed>

- <ResUtDetallType
<Count>1</Count>
- <Invoices>
- <Invoice>
<ReferenceNumber>TA00007712</ReferanceNumber>

[ )
<InvoiceDate>20150326</InvoiceDate> F a I I e
</Invoice>

</Invoices>
</ResultDetailType>
</Failed>
</ResultType>

za BTN [T 3

B The process that a business entity compares the SummaryResult

invoice uploading result:

Check every day that the number in the Final file of SummaryResult is

the same as the total number of invoices uploaded through Turnkey;

Check every day that the actual numbers of uploads of <Total>, <Good>
and <Failed> in SummaryResult (results of all uploads in the previous

day) are the same as the actual numbers of uploads;

Investigate the cause of error when SummaryResult contains <Failed>
data, and identify the ID of corresponding ProcessResult in
<Message><Info>;

Locate the file with the same filename of the same ProcessResult Id and

the extension of ProcessResult in the ProcessResult directory.

Open the ProcessResult file and check the message in <Result>, i.e. error

327



code, error cause, tax ID number and invoice date;
6. Correct the invoices with error and upload again.

Or, refer to the “Inspection mechanism for Turnkey to check missed

uploads” document of the Platform.

(VIIT)H2 database version update and data migration (only for v3.x Turnkey to
v3.1.2 Turnkey)

Since the v3.1.2 version of the Turnkey will use the H2 database
version with stronger security, if you are setting up to use the H2 database,
after updating the Turnkey to v3.1.2, the system will automatically back
up the original H2 database and transfer the relevant setting data of the
invoice to the new H2 database when you enable the Turnkey for the first
time (in order to avoid too many transaction records and the conversion
time will take too long), If you want to transfer the transaction history data
to the new H2 database, you can also run a AlterEncrypt.cmd in the
installation directory (AlterEncrypt.sh for the Linux version) to complete
the data transfer of the H2 database.

1. Original H2 database backup and data migration

After the turnkey is updated to v3.1.2, when the turnkey is
enabled, a bak folder will be automatically created in the original H2
database directory, and the original H2 database file will be moved
to the bak folder for storage. After the backup is completed, the
information related to invoice transmission in the original H2
database will be transferred to the new H2 database, please refer to

the following instructions for the detailed update procedure.
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(1) Restart the Turnkey to update the update data

.e.t.u.UpgradeDownloadview

244 - zip file :/home/facol/test/310-54153642-H2/EINVUPGRAI
e.t.u.UpgradeDownloadvView

244 - zip file :/homefacol/test/310-54153642-H2/EINVUPGRAI

.frun_ui.sh
02/19 17:44:44.022 INFO g

.n.e.tky.config.TurnkeyConfig 147 - E{FIRIE :Test
.config.TurnkeyConfig 236 apilVersion :3.1.1

ky.util.TurnkeyTools 1929 now turnkey version :EfgiM, api :3.1.1
ky.util.TurnkeyTools 201 0s :Linux, dbType :h2
ky.util.TurnkeyTools 236 online turnkey version :3.1.3, api :3.1.1

(2) When you enter the login screen, you will not be able to log in
temporarily, when the log shows Unsupported database file version
or invalid file header, please continue to run the H2 update process.

If you log in, you can proceed with the transaction record data
transfer process.

Could Not Connect to Database:

Executed reset when the database needs to m
be replaced or abnormality occurs.

onException:

Unsupported database file version or invalid file header‘

(3) H2 database updater
(A) Close the turnkey and restart it

(B) H2 update will be performed automatically

acol@acolTV:~/tes
HK H2 ....

home facol/test/310-54153642-H2 feinvUserConfig.xml

jdbcUrl :jdbc:h2:file:/home/acol/test/310-54153642-H2/innerfs/EINVTurnkey
dbFolderNew :/homefacol/test/310-54153642-H2/1innerfs

dbFolder :/home/acol/test/310-54153642-H2/1innerfs/bak

rL :jdbc:h2:file: /home/acol/test/310-54153642-H2/innerfs/EINVTurnkey
Insupported database file version or invalid file header in file " /fhome/facol/
home facol/test/310-54153642-H2/innerfs/bak/EINVTurnkey.mv.db

oved: [home/acol/test/310-54153642-H2/innerfs/EINVTurnkey.mv.db to /home/aco
home facol/test/310-54153642-H2/innerfs/bak/EINVTurnkey.trace.db

oved: [home/acol/test/310-54153642-H2/innerfs/EINVTurnkey.trace.db to /home/
All files moved successfully.
export H2 Data

reate new version of H2url :jdbc:h2:file:/home/acol/test/310-54153642-H2/inn

mport H2 Datah2Engine: [home/acol/test/310-54153642-H2/h2engine/h2-2.2.224.]
rans H2 Data EndTKY starting .

3642-H2S . /run_ui.sh
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(C) Log in to the system again and perform the environmental test,

when all the green ticks are normal

A E-Invoice Turnkey (version = 3.1.2 » Test Environment) Basic Settings - O X

#: {6 Transfer Settings QueryLogs €\ Tools Help

' System Environment ] | Database Connection Test Check
Setting L

[’ Database Setting l Transmission Connection test Check

B2B Certificate ‘ SFTP Connection test Check

directory settings
WEB API Connection test Check

Storage (certificate)  ’
directory settings

B2B Exchange Path Test Check

Certificate Path Test

Download process ]
directory settings

Invoice Number Assignment Message Pat.

assignment message

X N ad Process P: s
directory settings Download Process Path Test

Transmission Account ‘ Test Result

management

" Invoice number
i File path test completed

Certificate
Management

[ Sender Management ]

[ User Management ]

[ Check Environment ]

(4) Transaction Data Transfer Procedure

Automatic conversion only provides the conversion of
configuration data, and you can manually perform the ${installation
directory}/AlterEncrypt.cmd conversion message log file.

(A) Perform AlterEncrypt.cmd conversion of msglog data

acol@acolTV:
home/acol/test/310-54153642-H2/einvUserConfig.xml
rlL :jdbc:h2:file: /home/acol/test/310-54153642-H2/innerfs/EINVTurnkey

HK H2 ok
export H2 Data
import H2 Datah2Engine: fhome/acol/test/310-54153642-H2/h2engine/h2-2.2.224.jar, sqlFile:

(B) After the conversion is successful, the information record can

be queried

Seq No Sub ... Invoice Identifier uuiD Mess... Cat... Proc.. Sender.. Receiver... Message Date Sta... |
NBLOOAWA 00001 AO0101HDZ21000000.. 1f678be8-f1f3-.. AQ101 B2B EXC.. 54153642 04133002 2023-11-2118:35:06
NBLOOAWK 00001 1f678be8-f1f3-.. A0101 B2B EXC. 2023-11-21 18:35:06 Agr.
NBLOOAWEB 00001 AO0101HDZ21000001... 17fe0608-ddbb.. A0101 B2B EXC.. 54153642 04133002 2023-11-2118:35:07 C
NBLOOAWL 00001 17fe0608-dd6b.. A0101 B2B EXC. 2023-11-21 18:35:07 Agr.
NBLOOAWC 00001 AO0101HD21000008.. 6103f21d-5544-.. A0101 B2B EXC.. 54153642 04133002 2023-11-2118:35:07 C
NBLOOAWM 00001 6103f21d-5544-... AO101 B2B EXC.. 2023-11-21 18:35:07 Agr...
NBLOOAWD 00001 A0101HD21000006.. d546972b-fBaa-.. A0101 B2B EXC.. 54153642 04133002 2023-11-2118:35:07 C
NBLOOAWN 00001 d546972b-f8aa-.. A0101 B2B EXC. 2023-11-21 18:35:07 Agr.

NBLOOAWE 00001 AO0101HDZ21000004... 5d4a5133-e8a9.. A0101 B2B EXC.. 54153642 04133002 2023-11-2118:35:08 C
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2. Restore mechanism (non-essential, if there is an abnormality in the

conversion process, you need to re-convert)

(1) Manually delete the H2 data file in the H2 database directory

> Windows (C) > EINViurnkey > innerfs v

~

= {—3

%] EINVTurnkey.mv.db
“| EINVTurnkey.trace.db

(2) Copy the original H2 database file((H2 files are backed up in the
${installation directory}/innerfs/bak/ EINVTurnkey.mv.db folder)
to the H2 database directory

(3) Re-enable Tunrkey to complete the data transfer of invoice transfer

settings

(4) Manually execute the AlterEncrypt.cmd in the installation directory
(AlterEncrypt.sh for Linux version) to complete the transaction data
transfer
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